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Abstract

In recent years Voice over Internet Protocol (VolP) has become a popular multimedia application over the
Internet. At the same time critical security issues in VolP have started to emerge. The Session Initiation
Protocol (SIP) is a predominant signalling protocol for VolP. It is used to establish, maintain and terminate
VoIP calls, playing a crucial role in VolP. This paper is aimed at developing a Coloured Petri Net (CPN)-based
approach to analysing security vulnerabilities in SIP, with the ultimate goal of achieving a formal and
comprehensive security assessment of SIP specification, and creating a platform for evaluating
countermeasures for securing SIP. In the paper we present a method for modelling the behaviour of SIP and its
security threats using CPNs, and discuss suitable techniques for analysing the CPNs for investigating SIP
security issues. The CPN models and the analysis techniques will then become the platform for analysing the
behavior of SIP that is enhanced with proposed security countermeasures.

Keywords: Voice over IP, Session Initiation Protocol, security analysis, Coloured Petri Nets, protocol
verification

INTRODUCTION

Voice over Internet Protocol (VoIP) has been rapidly deployed in recent years, due to its lower cost and greater
flexibility comparing to Public Switched Telephone Networks. Before a VoIP call can take place, signalling
protocols must be employed to establish a session, and to maintain and terminate the established session.
Currently a dominant VoIP signalling protocol is the Session Initiation Protocol (SIP) developed by the Internet
Engineering Task Force, and the specification of SIP is published in RFC 3261 (Rosenberg et al 2002). Besides
its increasing popularity in VoIP, SIP has been adopted by the 3rd Generation Partnership Project as a signalling
protocol and permanent element of the [P Multimedia Subsystem architecture (Sparks 2007).

Multimedia information tends to attract more attentions and raise curiosities from intruders as people are keen
on viewing and hearing communications. More importantly, VoIP protocols, including SIP, were designed
without serious security concerns in mind, and the open architecture of the Internet makes attacks easier.
Consequently, along with the widespread deployment of VoIP, its security flaws have emerged and become a
problem being addressed, in the deployment of VoIP systems, and in the research and development of VolP
techniques (Dantu et al 2009, VOIPSA 2010).

The security issues of SIP have been investigated a great deal recently (Geneiatakis et al 2006, Sisalem et al
2009, Werapun et al 2009, Zhang 2007). Many intrusion detection methods and security countermeasures have
been proposed (Geneiatakis et al 2006, Sisalem et al. 2009, Werapun et al 2009, Zhang 2007, Ehlert et al 2010,
Ormazabal et al 2008, Abdelnur et al 2009, Sengar et al 2006, Ding and Su 2007). Most articles discuss or
identify SIP security holes through critical reviews or experiments of typical SIP application scenarios.
Evaluations of proposed detection methods and countermeasures largely rely on experimenting with real VoIP
networks or test beds. Some of the intrusion detection systems make use of formal methods, such as
communication state machines (Sengar et al 2006) and Petri nets (Ding and Su 2007).

However, to our best knowledge, little work has been done on using formal methods to systematically and
comprehensively analyse security vulnerabilities of the SIP specification in RFC 3261. Although SIP has been
widely deployed, the study of SIP security is still immature. So it is important to not only look into security
problems and solutions for SIP-based networks, but also to conduct formal security analyses of SIP design.
More importantly security analyses based on experiments only are not comprehensive, as we cannot test each
and every possible scenario, different operator networks may have different settings, and the implementations of
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SIP may not be the same. On the other hand, formal methods, such as Coloured Petri Nets (CPNs) (Jensen 1997,
Jensen et al 2007), allow us to obtain rigorous and more complete analysis results.

CPNs have been applied widely in verifying communication protocols, business processes, and some other
systems (The CPN Tools 2010, Billington et al 2004). Related to the work in this paper, are the applications of
CPNs (and other forms of Petri nets) to verifying security protocols, particularly, cryptographic protocols (Nieh
and Tavares 1993, Al-Azzoni et al 2005, Ding and Su 2008, Permpoontanalarp and Sornkhom 2009).

In this paper, we apply and further develop the basic idea in (Nieh and Tavares 1993) for verifying
cryptographic protocols, for security analysis of SIP. The methodology formed in this paper, and our future
work, are aimed at a comprehensive and formal security analysis of SIP design, to provide theoretical support to
known security threats, and to discover new security holes of SIP. Another goal of our work is to use the CPN
models for SIP and the intruders as a platform to evaluate security countermeasures of SIP.

The rest of the paper is organised as follows. Section 2 is an overview of SIP and the identified SIP security
threats; Our CPN-based methodology for SIP security analysis is described in Section 3. Section 4 concludes the
paper and discusses future research plan.

SIP AND ITS SECURITY RISKS

SIP

SIP is a signalling protocol for establishing, modifying and terminating a multimedia session between two or
more participants. These services are provided by SIP components (entities), including user agent, proxy server,
redirect server, and registration server.

SIP has a layered architecture, comprising the syntax and encoding, transport, transaction, and transaction user
(TU) layers (Fig. 1).

The syntax and encoding layer specifies the format and structure of SIP messages. A SIP message can be a
request from a client to a server, or a response from a server to a client. For each request, a method (such as
INVITE or ACK) must be carried to invoke a particular operation on a server. For each response, a status code
is declared to indicate the acceptance, rejection or redirection of a request (Table 1).

The second layer of SIP is the transport layer. It defines the behaviour of SIP entities in sending and receiving
messages over the network.

Two types of SIP transactions are defined for the transaction layer, the INVITE and the non-INVITE
transactions. An INVITE transaction is initiated when an INVITE request is sent; and a non-INVITE transaction
is initiated when a request other than INVITE or ACK is sent. Each of the transactions consists of a client
transaction sending requests and a server transaction responding to requests.

The top layer holds the Transaction Users (TUs), which can be any SIP entity except a stateless proxy.

SIP is a transaction-oriented protocol that carries out tasks through different transactions. So among the four SIP
layers, the transaction layer is the most important one. It is responsible for request-response matching,
retransmission handling with unreliable transport medium, and timeout handling. To accomplish a transaction,
the transaction (such as the INVITE transaction) in the transaction layer is required to interact with the TU and
the SIP transport layer.
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SIP

Application Layer X
Transaction User (TL)

Transport Layer

| uDP | TCP | SCTP |

Metworl Layer I IP I

Fig. 1. Layered structure of SIP (Ding and Liu 2008)

Table 1. SIP response messages (Rosenberg, J., et al 2002)

Response Functions

1xx (100-199) | Provisional - indicate the request was received but not yet accepted.

2xX Success - indicate the request was received successfully and accepted

3xx Redirection - a further action is required to complete the request

4xx Client Error - bad syntax found in the request which cannot execute at this server
5xx Server Error - the server failed to answer the request

6xx Global Failure - no server can answer the request

Fig. 2 is an example showing how the INVITE and non-INVITE transactions are applied in a SIP call. Initially,
the client makes a call to the server by sending an INVITE request (without a proxy server being involved). The
server can decide to accept, redirect or reject the INVITE from the client. In this example, the server does not
answer the call immediately. A 180 ringing response is sent to the client. Eventually, the server accepts the
INVITE by sending a 200 OK response to the client. Once the client receives this response, an
acknowledgement is sent to the server. The session is established. Then they start the audio/video talk. The
audio/video data are transmitted by RTP (Real Time Transport Protocol). When the client hangs up the call, a
BYE message is sent to the server. The server confirms the receipt of the BYE message with a 200 OK
response, which terminates the call.

Client Server
INVITE
180 Ringing INVITE
Transaction
200 OK
ACK
RTP
e
BYE Non-INVITE
200 OK Transaction

Fig. 2 An example SIP call flow
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Security risks in SIP

As mentioned previously SIP was designed without having security as a primary concern. In SIP specification
(Rosenberg et al 2002), no new security mechanisms are defined. Instead, SIP recommends the adoption of
existing security models used over the Internet (Rosenberg et al 2002). It has been found that even with certain
security mechanisms, SIP are still facing severe security challenges, leaving VoIP networks to security risks
(Dantu et al 2009, Geneiatakis et al 2006).

In SIP specification (Rosenberg et al 2002), a number of common security threats are listed, including:
registration hijacking, impersonating a server, tampering with message bodies, tearing down sessions, and denial
of service and amplification. Unfortunately the descriptions are very general, without sufficient details and
analyses of the threats. Therefore, great efforts have been made to elaborate on those threats and to create
solutions to them (Geneiatakis et al 2006, Sisalem et al 2009, Werapun et al 2009, Zhang 2007, Ehlert et al
2010, Ormazabal et al 2008, Abdelnur et al 2009, Sengar et al 2006). We would like to add to such efforts by
looking into SIP security issues with the help of formal methods.

THE CPN-BASED METHODOLOGY FOR SIP SECURITY ANALYSIS

In this section we introduce our approach to security analysis of SIP. It is based on the modelling constructs and
the state space analysis technique of Coloured Petri Nets (CPNs) (Jensen 1997, Jensen et al 2007).

Coloured Petri Nets

Petri Nets (PNs) (Murata 1989) are a formal technique suitable for modelling and analysing distributed systems
that are characterised by concurrency and nondeterminism. A major strength of PNs is their support for the
analysis of many properties of the systems being modelled. The graphical representation of a PN and its
executable nature make it an attractive and easy to understand formal technique.

Various forms of PNs have been devised to investigate systems with different levels of complexity. The CPNs
introduced by Jensen (Jensen 1997, Jensen et al 2007) enhance basic PNs with the strength of a high-level
programming language, allowing multiple data types to be defined and the values of these data types to be
manipulated, and larger and more complex systems to be modelled. The hierarchical representations of CPNs
enable the creation of modularised models. We choose to use CPNs due to their many successful applications in
protocol verification (Jensen et al 2007, The CPN Tools 2010, Billington et al 2004), and their well-developed
supporting software package, the CPN Tools (Jensen et al 2007).

The graphical representation of a CPN consists of sets of nodes of two types, places (ellipses in Fig. 3) and
transitions (rectangles), with arcs connecting places to transitions and transitions to places.

A place can have a type, called a colour set. For example, in Fig. 3, place Client has the colour set STATEC.
The colours chosen from its colour set and associated with a place are called fokens. The multiset of token(s) on
a place is a marking of this place and the distribution of tokens on all the places of a CPN is a marking or state
of the CPN. The initial tokens are known as initial markings of these places (shown under or above a place).
The initial marking of the CPN in Fig. 3 is (Client: 1calling; Server: 1'idle; Requests: 1°'[]; Responses: 1°[];
INVITE Sent: 1°0), indicating that initially the INVITE Client transaction is calling, the Server transaction is
idle, the communication channels in both directions are empty (respresented by an empty list []), and the number
of INVITE requests that have been sent is zero. Here, 1" shows that a value appears once in a multiset (Jensen et
al 2007).

A transition can be enabled if each of its input places (place having an arc attached from it to this transition)
has sufficient tokens according to the arc inscriptions (conditions inscribed on respective arcs) and if the
transition guard evaluates to true. A guard is given in square brackets next to a transition. In Fig. 3, the only
enabled transition in the initial marking is Send Request. When a transition is enabled, it may occur, and it then
removes tokens from its input places and creates new token in its output places according to arc inscriptions, and
the model moves into a new state. Variables can be used in arc inscriptions and the guard. They are bound to
values upon the occurrence of the given transition.
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Fig. 3 A CPN model of the SIP INVITE transaction (Ding and Liu 2008)

With large CPNs or models with parts that could be reused, we can represent the parts (subnets) using
substitution transitions, which interact with other parts of the CPN through a set of input/output socket places.
Substitution transitions can be reused, i.e. one substitution transition can have multiple instances, and the
marking of each instance can be completely independent from the markings of other instances of the same
substitution transition. We will make use this feature of CPNs in our modelling.

State space analysis is a main analysis technique for CPNs (Jensen 1997, Jensen et al 2007). The state space of a
CPN is a directed graph comprising all reachable markings (states) and state changes of the CPN model. By
generating and querying the state space using supporting tools, we can verify the properties of a modelled
system, such as absence of deadlocks (undesirable terminal states), whether or not a given state can be reached
or a required service can be delivered.

Modelling SIP and its security threats

1) Overall model

In (Nieh and Tavares 1993) the authors proposed an approach to verifying cryptographic protocols using a
coloured Petri net which is less expressive than the CPN introduced by Jensen (Jensen 1997). This verification
approach was used in (Al-Azzoni et al 2005, Ding and Su 2008, Permpoontanalarp and Sornkhom 2009) with
Jensen’s CPN, for verifying security protocols. In this paper, we extend the approach from the domain of
security protocol verification to the verification of SIP (which is not a security protocol) with the presence of
security threats.

The general modelling idea of (Nich and Tavares 1993) is illustrated in Fig. 4. With this approach, instead of
modelling various scenarios of security attacks explicitly, two types of objects, protocol entities and intruders,
are identified. By modelling the behavior of protocol entities and an intruder, security threats are captured in the
model implicitly.
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Protocol S— Protocol
Entity A Entity B

Fig. 4 Protocol entities with an intruder — a general model (Nieh and Tavares 1993)

Utilising this idea, we create the top-level CPN model for SIP security analysis (Fig. 5). In this model, the two
substitution transitions on the left and right hand sides (Client and Server) are for the operations of SIP at the
client and server sides respectively. The substitution transition in the middle (Intruder) captures the behavior of
an intruder. The two places (CS_Channel and SC_Channel) model the communication channel from client to
server and the channel in the reverse direction respectively.

In (Nieh and Tavares 1993) and (Al-Azzoni et al 2005, Ding and Su 2008 , Permpoontanalarp and Sornkhom
2009), corresponding to one message channel, the intruder module (substitution transition) has one pair of input
and output socket places (i.e. two separate socket places). With our model, for one channel, the intruder
substitution transition’s input and output socket places are the same. This halves the number of places for
modelling channels, which could significantly reduce the sizes of the state spaces. As state space explosion is
the “killer” problem with state space analysis (Jensen et al 2007), it is important to have CPN models with
smaller numbers of places.

— CS_Channel —
Client Intruder Server
T | Client [ - lIntruder ] erver
SC_Channel =

Fig. 5 The top-level CPN model of SIP with an intruder

2) CPN model for SIP

As mentioned before, SIP carries out tasks through different transactions, including INVITE and non-INVITE
transactions. Correspondingly in our CPN model, the top-level Client substitution transition (Fig. 5) will
include two second-level substitution transitions: Client INVITE, and Client nonINVITE; and the top-level
Server substitution transition will have two second-level substitution transitions: Server INVITE, and
Server_nonINIVITE.

In (Ding and Liu 2008), we created a CPN model for the INVITE transaction (reproduced in Fig. 3). In the
model, we use one place (Client) to model the INVITE client transaction and one place (Server) for the
INVITE server transaction. Events, including sending and receiving messages, timeout and error reporting are
modelled with transitions. The two places in the middle of the CPN, Requests and Responses model the
channel from the client to the server and the channel in the reverse direction respectively. Relating this CPN to
the top-level model in Fig. 5, its left hand side part will be mapped to the Client INVITE substitution transition
within the top-level substitution transition, Client in Fig. 5, and its right hand side part to the
Client_nonINVITE substitution transition within the top-level substitution transition, Server. Moreover, places
Requests and Responses are places CS_Channel and SC_Channel in our top-level model respectively.

We will use the same modelling approach to create the CPN model for SIP non-INVITE transaction, and
include it as part of the top-level model, in the same way as that for the INVITE transaction model.
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3) CPN model for the intruder

We assume a Dolev-Yao intruder (Dolev and Yao 1983), who has complete control of communication channels,
i.e. who can intercept, drop, replay, and forge messages. For each of the actions, we model it with a substitution
transition inside the Intruder substitution transition in Fig. 5. That is, the top-level Intruder substitution
transition will consist of four second-level substitution transitions: Intruder Intercept, Intruder_ Drop,
Intruder_Replay, and Intruder_Forge.

Since the intruder has complete control of the channels, it is proper to use the two channel places as the socket
places for the Intruder substitution transition, so that messages can be obtained from and put into the channels
by the intruder in our model.

Security analysis

As described above, the state space of a CPN comprises all the reachable states and occurrence sequences of
transitions of the CPN. We can use the CPN Tools to generate the state spaces of the CPN models for SIP and
the intruder, then we will be able to: 1) confirm known security threats and find out details of the threats; and 2)
discover new security holes in SIP.

For 1) we firstly need define the desired security properties of SIP, in order to specify the abnormal states
caused by security attacks. Then we search the state spaces for such abnormal states and the paths to the states.
For example, in Fig. 2, the BYE request is for terminating an established SIP session. However, an attacker
could send a forged BYE message to a SIP server to terminate a session (launch a BYE attack (Geneiatakis et al
20006)). So the security property of absence of BYE attack implies that the state spaces do not contain a state in
which a BYE message is received by the server while the client is in its state for media transmission. To verify
whether SIP satisfies this property, we search the state spaces for such a state by using CPN queries. Through
observing the details of the states found and the paths leading towards such a state, we will gain insights into
how such an attack could occur, and how we could possibly prevent it.

With 2), we will need to explore the state spaces for suspicious states. We will start from the state space report
provided by the CPN Tools (Jensen et al 2007). From the report, we can obtain information on properties such
as dead markings, dead transitions and boundedness properties. A dead marking corresponds to a terminal state
of SIP (with intruder’s presence). Thus we can check the details of the dead marking to see if it is a desirable
terminal state of SIP. If not, it may indicate a suspicious state due to the intruder’s operations. Then we can
query the state space to see how this state is reached.

DISCUSSION AND FUTURE WORK

The Session Initiation Protocol is a core protocol of VoIP. In this paper we have discussed the security threats
that SIP is facing and the importance of conducting formal security analysis of SIP specification. We have
presented a Coloured Petri Net-based approach for assessing SIP security threats.

This approach is still in its early stage of development. The main issue the approach could face is the state space
explosion problem. Therefore after we have done the complete modelling, we will investigate the severity of
state space explosion problem and study the methods for alleviating the problem.

Ultimately, we will use the proposed methodology to carry out a rigorous and comprehensive security analysis
of SIP, and use the CPN models created for SIP and intruders, to evaluate countermeasures proposed for
securing SIP. This will be done by creating CPN models for the countermeasures and including them in the
models for SIP and intruders, and then using the analysis techniques to assess those measures. We will also
extend the approach presented in this paper to security analysis of other VoIP protocols.
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