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Abstract

Information security is vital for protecting important assets of organisations, including the information
resources and the organisation’s reputation. In Australia, the nonprofit sector makes a significant contribution
to society but is under represented in the information security literature.

This paper describes research in progress that is investigating and improving information security management
in some nonprofit organisations (NPOs), which incorporates a participatory action research methodology. This
approach will enhance the skill set likely to be present in Australian nonprofit organisations, producing a more
sustainable solution, as well as contributing to the open literature. The Technology Acceptance Model will be
utilised as a referent model to aid data analysis. This research will directly benefit the nonprofit sector by
highlighting the importance and relevance of effective information security management in their organisations.
It will inform the policy making process of government actors when devising policy to assist NPOs.
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INTRODUCTION

Information security is vital for protecting important assets of organisations, including the information resources
and the organisation’s reputation. Information security governance is an important aspect of information
technology governance, which is a significant component of corporate governance (von Solms 2005). An
information security management (ISM) system is an important pre-requisite in effectively managing
information security processes and procedures in organisations. The importance of information security
management systems is well recognised by the information security literature (for examples, see: Greene 2006;
Kabay 2002; Pipkin 2000). The vast majority of the studies in this area, however, focus on ISM in large
corporate or government enterprises. Most of this work involves empirical studies of implementing and
managing an information security management system (ISMS) and/or an information security policy (examples
include: Chang, A.J.-T. & Yeh 2006; Ericsson 2005; Fulford & Doherty 2003).

This research is concerned with improving the ISM practices of a significant component of Australian society,
the nonprofit sector. The nonprofit sector makes major contributions in economic, societal and political facets of
Australian life (Lyons, Mark 1999). Nonprofit organisations (NPOs) provide important support to the Australian
community in the provision of services including community welfare, amateur sport, education, health, child
care, religion, environmental protection, human rights and social justice. In recent years many nonprofit
organisations have seen an increase in demand for services, largely due to reductions in, and outsourcing of,
services by governments (Alessandrini 2002). Australian Bureau of Statistics figures for 1999-2000 (the first
and last time such statistics were compiled by the ABS) show that nonprofit organisations utilised 6.8% of all
employed people in Australia, contributing 4.7% or $29.7 billion to Gross Domestic Product (Australian Bureau
of Statistics 2002). Nonprofit organisations also play an important role in strengthening democracy and in the
creation of inclusive public policy (Maddison, Denniss & Hamilton 2004). Given the importance of nonprofit
organisations for Australian society, the implications of an insecure (from an information security perspective)
nonprofit sector are profound.
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The ISM practices of nonprofit organisations have ramifications beyond the organisations themselves.
Significant in contemporary information security is the issue of vast numbers of Internet-connected computers
that can be attacked via vulnerabilities in popular operating system and application software. Computers running
vulnerable software can be attacked and exploited by automated tools and combined into networks to form vast
numbers of ‘zombies’, remotely controlled by attackers. These ‘zombie armies’ or ‘botnets’ can then be used to
launch distributed denial of service attacks or send large amounts of spam as well as other nefarious activities
that impact upon all Internet users, either directly or indirectly. Vinton Cerf recently warned attendees to the
World Economic Forum that the issue of botnets could threaten the future viability of the Internet (Sturgeon
2007). Without effective ISM practices nonprofit organisations are likely to be part of the problem, rather than
being part of the solution.

This paper sets out an approach for improving the information security management practices in nonprofit
organisations. The research utilises action research as a methodology and the technology acceptance model as
part of the theoretical framework underpinning the research project.

THE LITERATURE

Nonprofit organisations and small to medium enterprises (SMEs) have many similarities, the major one being
the relative lack of resources of much of the nonprofit and SME sectors when compared with larger corporate
and government organisations. This lack of resources manifests in the level of information technology maturity
found in these organisations. Generally the budgets allocated to information technology are minimal and there is
usually no dedicated information technology department or personnel in smaller organisations. For an overview
of the challenges faced by nonprofit organisations making effective use of information technologies see
Denison, Stillman and Johanson (2007).

The similarities of NPOs and small to medium enterprises are particularly important as the academic literature
examining the information security practices and needs of nonprofit organisations is extremely scarce. Hence,
while the focus of this research is on nonprofit organisations, the literature concerning the information security
practices of SMEs provides imperative background material. Recent research has found significant problems
with information security culture, information security awareness and/or use of information security policies in
SMEs in Australia (Dojkovski, Lichtenstein & Warren 2006) the United States and Europe (Dimopoulos et al.
2004), Wales (Burns, Davies & Beynon Davies 2006) and the United Kingdom (Department of Trade and
Industry 2006).

There are indications that the larger the size of the organisation the more likely the organisation is to establish an
ISMS (Chang, S.E. & Ho 2006; Hong et al. 2006). From this work we can assume that the relatively small size
of most of the nonprofit sector means that these types of organisations are less likely to have implemented an
ISMS. Industry sector is also a determining factor in the implementation of an ISMS. Sectors such as banking
place relatively high importance on ISM, with a high percentage of individual financial institutions
implementing their own ISMS (Chang, S.E. & Ho 2006; Hong et al. 2006). The inference from this assertion
supports anecdotal evidence suggesting a widespread lack of awareness of the importance of information
security in the nonprofit sector.

A number of challenges face the nonprofit sector in Australia. The legal environment for nonprofit organisations
in Australia is complex and confusing (Woodward & Marshall 2004). NPOs who engage in public advocacy
critical of government face particular challenges such as the threat of the loss of taxation benefits and funding
(Khadem 2006; Lyons, Miriam 2005). Human and financial resources are scarce. Many NPOs are under
considerable financial and operational pressures (Australian Council of Social Service 2006) and are largely or
completely reliant upon volunteers for their operation (Department of Communications Information Technology
and the Arts 2005). Where resources are scarce, every dollar invested in information security can be perceived
as a dollar not spent in direct support of the organisational mission. This tension in allocating budgets has been
made worse in recent years due to the change in government funding from mostly ongoing to mostly contract-
based and outcome-focused, leaving fewer available resources for operational costs (Fitzgerald 2004). All of
these factors impact upon the resources available for ISM.

Reliance upon volunteers can also lead to situations where the management of information technology resources
is left up to the most technology-savvy member of the organisation, rather than trained and skilled staff as is
usually the case with government and larger business enterprises. Coupled with the lack of available financial
resources to engage external information technology consultants the result may be that the most important
information resources of the organisation are not being managed and protected in an appropriate way. This
research will examine the validity of these suppositions.

Nonprofit organisations may be at heightened risk of ‘insider threat’. Insider threat refers to threats presented by
legitimate users of an information system who misuse their privileges (Theoharidou et al. 2005). Human error
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also accounts for a significant source of information security threats and is often undervalued as such (Im &
Baskerville 2005). Smaller nonprofits may be more susceptible to such risks because of their reliance upon
volunteers meaning they are unable to employ stringent recruitment practices or provide training opportunities
for staff.

Research into the philanthropic behaviour of Australians has found that trust in the beneficiary organisation is
an important factor to donators, particularly for more affluent people (Department of Family and Community
Services 2005). Becoming the victim of a high profile information security incident could cause considerable
embarrassment to a nonprofit organisation and may reduce trust in the organisation for potential donors and
members. A lack of trust may decrease the willingness of donors, both individual and institutional, to part with
funds. In a highly competitive donor marketplace few NPOs could afford a large decrease in donor activity.

Examples of information security incidents within any organisation are usually kept confidential, but there are
some in the public domain. An example is the Web site of the nonprofit organisation ReconciliAction Network
which had been displaying a message since November 2006 stating that “Our website is currently offline, after
an unfortunate incident with some nasty hackers.” (ReconciliAction Network 2006). Personal correspondence
indicated that the organisation did not have the resources to correct the problem until mid-2007. On December
1, 2005 two human rights organisations in Canada were sent email messages with Microsoft Word attachments
containing previously unknown Trojan horse attacks (Lemos 2006). The attacks were intercepted by a company
providing information security services and as such were unsuccessful. The attacks, however, are an example of
the complex threat environment which now confronts many nonprofit organisations.

Defining Nonprofit Organisations

Nonprofit organisations are referred to by a variety of different, sometimes conflicting, terms. The group of
NPOs in Australia can be collectively referred to by a number of terms, including the nonprofit sector, the
voluntary sector, the third sector (as distinct from the government and business sectors) or civil society. This
variety of terms can be explained by Lyons’ contention that “people identify with and generalize about fields of
activity far more easily than types of organization” (Lyons, Mark 1998).

In Australia the term ‘nonprofit organisation’ has not been defined in legislation. Over time a common law
definition has been established and has been administratively adopted by the Australian Taxation Office
(Sheppard, Fitzgerald & Gonski 2001). This definition is set out in Tax basics for non-profit organisations
published by the Australian Taxation Office:

The Tax Office accepts an organisation as non-profit where its constituent or governing documents
prevent it from distributing profits or assets for the benefit of particular people — both while it is
operating and when it winds up. ...A non-profit organisation can still make a profit, but this profit must
be used to carry out its purposes and must not be distributed to owners, members or other private
people (pp.1-2, Australian Taxation Office 2005).

The International Classification of Nonprofit Organizations (ICNPO) was developed by the John Hopkins
Comparative Nonprofit Sector Project by Salamon and Anheier (1996). The definition of what constitutes a
nonprofit organisation that will be adopted in this research is the ICNPO system. The attributes identified
(organised, private, self-governing, non-profit-distributing and voluntary) are the most appropriate for this
research. The ICNPO definition clarifies important distinctions between organisational types that are prima facie
quite different. For example there are obvious differences between the information security needs and
governance requirements of a credit union, a university and an environmental advocacy group, though all could
be described in some circumstances as nonprofit organisations. According to the ICNPO definition however,
only the environmental advocacy group would satisfy all the criteria.

The Action Research Methodology

This research project is designed around an action research methodology. Action research (AR) has a dual
approach: “action in practice and knowledge generation through rigorous research.” (p.160, Oosthuizen 2002).
Susman and Evered (1978) add a third aim of AR, “to develop the self-help competencies of people facing
problems.” (p.588, 1978). This third aspect is more important in AR projects that have an emphasis on
sustainability of the problem solution — the ability of the participants to continue to improve their situation
without external ‘expert’ assistance. It is an important goal of this research.

AR involves the researcher becoming part of the research study and working with the research participants to
enact change. Greenwood and Levin (2007) describe action research as consisting of three aspects which should
be in balance: action — “[AR] aims to alter the initial situation of the group, organization, or community in the
direction of a more self-managing, liberated and sustainable state” (p.6); research — “We believe that AR is one
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of the most powerful ways to generate new research knowledge.” (p.7); and participation — “...AR is a
participatory process in which everyone involved takes some responsibility.” (p.7).

AR is an appropriate method for information systems research as it “produces highly relevant research results,
because it is grounded in practical action, aimed at solving an immediate problem situation while carefully
informing theory” (p.1, Baskerville 1999). AR places emphasis on democratic processes in the framing and
conduct of the research project (Greenwood & Levin 2007), making it appropriate for nonprofit organisations
which often use democratic internal processes. One of the important attributes of nonprofit organisations that
differentiates them from small businesses is their “bias toward informality, participation and consensus” (p.1,
Allison & Kaye 2003).

AR 1is conducted in process cycles. A typical AR project involves a number of cycles of action and critical
reflection and is highly flexible (Oosthuizen 2002). Using short, multiple cycles, with the accompanying
opportunities for repeated critical reflection and repeated attempts to disprove the interpretations arrived at in
earlier analyses should produce increased rigour in the research results (Dick 2000). Susman and Evered (1978)
describe AR as a cyclical process consisting of five phases: diagnosing, action planning, action taking,
evaluating, and specifying learning, as represented in Figure 1. The Susman and Evered model will be utilised
in this research. The completion of each of the five phases offers an opportunity for critical reflection which will
result in greater rigour than if less critical reflection was conducted.
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I

SPECIFYING ACTION PLAMNMING
LEARNING \ Conswdering alternative
| ldentifying general courses of action
i findings for sohang a problem
\ Development '|II
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EVALUATING ACTION TAKING
Studying the conse w————————  Eelecting a course
quences of an action of action

Figure
1: The cyclical nature of action research (p.588, Susman & Evered 1978)

The Technology Acceptance Model

To aid the evaluating and specifying learning phases of the AR cycle, the Technology Acceptance Model will be
utilised as a referent model. The Technology Acceptance Model (TAM) was proposed by Davis (1989) as a
model to explain why users accept or reject information technology.

TAM is based on the premise that two particular aspects of how users perceive a new information technology
application will heavily influence their acceptance of it. The two aspects are the users’ perceived usefulness and
perceived ease of use of the new application. Perceived usefulness is defined by Davis as “the degree to which a
person believes that using a particular system would enhance his or her job performance” (p.320, 1989).
Perceived ease of use is defined as “the degree to which a person believes that using a particular system would
be free of effort” (p.320, Davis 1989). Perceived usefulness has a direct effect on users’ behavioural intention to
use the system, while perceived ease of use has indirect effects via its effect on perceived usefulness and users’
attitudes. The intention to use then impacts upon actual use of the system, which is a measure of the success of
the system. Davis also recognised that additional, external variables may have an impact on users’ perceptions.
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TAM has been applied in many studies in information systems research and has been found to be an accurate
and robust model (Hsi-Peng Lu 2005). The vast majority of these studies have involved collection of data using
quantitative methods, usually questionnaire-based surveys as employed by Davis in the original study (examples
include: Adamson & Shine 2003; Brown et al. 2002; Hsi-Peng Lu 2005; James et al. 2006; Johnson 2005).
However, some researchers of technology acceptance have found that qualitative methods of data collection are
better suited to their research environments (examples include: Behrens et al. 2005; Benamati & Rajkumar 2002;
Johnson 2005). Qualitative data gathering methods will be deployed in this research as these methods are seen
as the most appropriate for understanding the complex and interactive factors affecting the information security
management practices that occur in organisations.

In this research TAM will be used as a referent model to analyse the data collected during the AR interventions
in the participant organisations. The insights gained will result in a greater understanding of critical success
factors and will enrich the ongoing development of the theoretical framework that underpins the research
project.

Some researchers have extended TAM to include additional factors that influence behaviour in the form of
external variables. For example, Johnson (p.116, 2005) defines a number of external variables that may
influence investment in information security. The external variables which are expected to impact upon users’
perceptions of an ISMS are likely to be different aspects of users’ perceptions and experiences with information
security. This will be brought to light in the conduct of semi-structured interviews with the members of the
participant organisations as well as via ongoing participant observation and analysis of relevant paperwork such
as information security policy documents and meeting minutes.

IMPLEMENTING AN INFORMATION SECURITY MANAGEMENT SYSTEM
USING AR

The AR project being conducted in this study is the implementation of information security management
systems in a number of nonprofit organisations. This constitutes a change process to be implemented in a
number of organisations to address identified problems with the ISM practices in the organisation.

There will be two or three interventions conducted in this AR project. The first of these is currently underway in
its initial stages. Each intervention will be conducted at a different nonprofit organisation and will consist of a
series of AR cycle iterations (sometimes referred to as AR spirals). It is likely that the first intervention will
consist of two or three iterations, with the final phase of specifying learning in the final iteration providing input
to the diagnosing phase of the next intervention. In this manner the lessons learned from the first intervention
will be used to revise and ‘sharpen’ the model that will emerge during the AR project. The model will then be
deployed in the next intervention and will undergo further revision and improvement based upon the knowledge
that emerges from subsequent AR cycles.

A Hybrid Model Based on AS/NZS ISO/IEC 17799

ISM standards are important documents that aid the development and maintenance of ISM practices in
organisations (von Solms 2005). The AS/NZS ISO/IEC 17799:2006 standard (hereafter referred to as 17799) is
a commonly deployed example (Standards Australia/Standards New Zealand 2006). Considerable information
security knowledge is needed to carry out the activities identified in many of the steps in 17799. It is very
unlikely that the skills and knowledge needed would be present in many nonprofit organisations (NPOs) except
for the larger, better resourced organisations. The question that arises from this assumption is where are these
skills going to come from if there are insufficient funds to pay for them? Or is there a less demanding method
for NPOs to ‘do it themselves’? This research will design and implement a hybrid model for implementing an
ISMS utilising an AR methodology, making use of a skill set more likely to be present in NPOs.

Benefits

The use of an AR methodology in a number of NPOs will be of benefit in the following ways. Firstly, the
multiple AR iterations in each intervention and the multiple AR interventions will result in greater rigour and
‘transferability’. Transferability, in Lincoln and Guba’s terminology (1985), refers to the extent to which the
knowledge generated in a study can be applied elsewhere. This quality is particularly important in research
projects such as this where one of the goals is the generation of useful knowledge for the practitioner community
(in this case, information security professionals implementing ISMS). As this project involves transfer of
knowledge gained from one site (the first NPO) to at least one other site, transferability will be a vital part of the
project design.
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Secondly, the AR methodology will be participatory by design. This will ensure two important aspects of the
project are realised: participant engagement and participant education. The research participants will be engaged
to a significant extent, which should contribute to the success of the project through participants’ commitment
(sometimes referred to as buy-in). The participants will be educated via the experiential learning that will take
place through their participation in the entire process. This will result in participants gaining a greater awareness
of the importance of information security and practical skills that contribute to the sustainability of the solution.
There is little to be gained if the solution falls apart after a period of time due to the inability of the organisation
to manage their own information security needs.

In a broader sense, this research will be of benefit in the following ways:

e It will directly benefit the NPO sector by highlighting the importance of ISM and by providing
guidelines which are practical and appropriate.

e [t will make a contribution to both the open literature and the professional practice of information
security practitioners by helping improve upon the existing dearth of information on practical
implementations of information security in NPOs.

e It will inform the policy making process of government actors when devising policy to assist NPOs.

Methodology Summary

During the AR interventions, data will be collected via participant observation, semi-structured interviews with
participants, seeking feedback from participants on ongoing findings and through paperwork generated during
the intervention and already existing prior to the intervention, such as existing information security policy
documents. This triangulation of different data sources will contribute to the rigour of the research (Dick 1999).
The purpose of the data collection is to build up the richness of the theoretical framework that informs and
supports the research and to gain as thorough an understanding as possible of how the information security
management practices of nonprofit organisations can be improved.

The Technology Acceptance Model will be utilised to aid in the analysis of the data with particular reference to
NPO staff members’ attitudes towards and perceptions of information security. It is likely that there will emerge
a number of external attributes that contribute to the perceptions of information security held by NPO staff
members. From informal discussions the researcher has held with members of the NPO sector common themes
have emerged. These include the tension between allocating budgets for operational and mission-critical areas,
perceived inconvenience of the effects of information security technologies and lack of awareness of the
importance of information security in general, let alone the need for ISM. These themes will be explored further
through the methods discussed above.

Preliminary Findings

To date a number of semi-structured interviews have been conducted with staff members (paid and volunteer
staff) from a variety of nonprofit organisations to gather their experiences and perceptions of information
security. A number of themes have emerged from these interviews.

One consistent topic is the lack of planning and coordination of information security practices in NPOs.
Information security solutions are implemented in an ad-hoc fashion and not based on an information security
risk assessment. This problem appears to be present in organisations largely reliant upon volunteers as well as
better-funded organisations with paid information technology staff. It also appears to exist across the nonprofit
sector to include service-type organisations such as those providing health-related services, as well as advocacy-
type organisations such as human rights and environmental organisations.

Another topic is the lack of awareness present in NPOs of the importance of information security. One person
with approximately twenty years of experience working in the nonprofit sector with approximately thirty
different organisations stated: “I could probably list on one hand the number of conversations I’ve been on on
this topic [information security] at team meetings, staff meetings and board meetings of NGOs in twenty years.”
Part of the reason for this lack of awareness may be the tension that exists in many NPOs between fulfilling the
mission of the organisation and expending resources on supporting infrastructure such as information
technology in general and information security in particular. When organisations are financially stretched they
are forced to prioritise their efforts on core issues and information security does not appear to be one of them.
Another factor that may be particularly effective in organisations that are largely volunteer-based are the reasons
for people volunteering in the first place; they are there for reasons that are meaningful for them, not because
they get paid. In the words of one NPO staff member: “This is the type of organisation that attracts people who
have a crystal in their pocket and like to sit around and hold hands.”
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In addition to the preliminary data findings, there have been some lessons learnt in the work conducted thus far
in the first intervention. To date the development of the client-system infrastructure (negotiation of project
parameters etc.) and the first phase (problem diagnosis) have been completed. These activities have generated
insights into the frustrations that can occur in conducting research with nonprofit organisations from within a
framework of a university. The NPO where the first intervention is taking place is largely volunteer-based and
consists of a relatively informal and decentralised management structure. This can lead to delays in decision-
making as the individuals that constitute a decision-making body may have difficulty attending meetings due to
other commitments. When the principal researcher was unsuccessfully attempting to get a decision-making
process expedited one of the organisation members provided him with some useful advice: “...it will take as
long as it takes. Understandably you might require it sooner but things take as long as they take - it really
depends on when decision makers are meeting.” This incident shows it is important to align the expectations of
the researcher with the realities of the participant organisation. As the old saying goes, patience is a virtue.

CONCLUSION

Effective ISM is critical in ensuring important assets of organisations, such as information and reputation,
receive appropriate protection. In Australia, the nonprofit sector makes a significant contribution to society but
is under represented in the information security literature. This paper has set out a plan of action to investigate
how ISM practices of a small number of NPOs can be improved by a combination of an existing ISM standard,
ISO/IEC 17799, a participatory methodology in action research, and a theoretical framework for the study that
includes the Technology Acceptance Model. A small number of AR interventions will be carried out in NPOs,
producing a refined model of an ISMS that is more appropriate for nonprofit organisations.
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