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Figure 8 Alex Polyakov Internet Operation (http://spamtrackers.eu/wiki/index.php?title=Alex_Polyakov)

Mozhey in his linked-in profile amongst his skills are, “Good knowledge of Payment/Billing Systems, CC
(credit card) processing, Merchant Gateways”. He also indicates past experience in “Abuse management”.
Both he names Alex Mozhey and Alex Mosh are also connected with the nickname Deir that uses the same 1CQ
address and in some places Mozhey’s actual name. Deir is a member a Parallels Forum. Below Deir signs
himself as Alex Mosh CTO Ebiz Hosting Solutions LLC in that forum.
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After enabling CyberCash module
I've got some warning and errors:

‘Waming: main(cyberlib.php) [function.main]: failed 1o create stream: No such file or directory in
i iz billii i i i inc.php on line 38
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‘Warming: main() [function.main]: Falled opening 'cyberlib.php' for inclusion (include_path=".:/php/includes:/usr/share/php') in
t zhilling. incl isc hicy functions.inc.php on line 38

PlLease, advice.

I'm using Version 4.0.2 Build 4b TZ
And | can not find Build 5 in downloads.

regards,
Alex Mosh, CTO
Ebiz Hosting Solutions LLC

Figure 9 Posting by Alex Mosh to Parallels Forum (http:/forums.modernbill.com/member.php?u=757)



CARLOS REGO

Carlos Rego was the CEO of 3dWizards Hosting and DataColo and in 2003 lived in Florida. He has a blog and
uses the handle nullmind. Amongst his postings he refers to the day in September 2003 when the FBI came to
the DataColo office apparently in connection with the aforementioned Phishing incidents.

“Today the FBI came by the office to pickup some logs on a scammer that was hosting with us, after taking his
site down we kept all the info and logs on him .. | hope they catch the sucker. Basically the user had a fake e-
gold site, he would send emails out to people saying they need to verify their e-gold accounts, people then
would go to HIS site and enter their details and pin numbers :p ouch ..

Null (http://nullmind.com/2003/09/)”

Rego only mentions E-Gold but it is believed this FBI visit was also a result of an international mutual
assistance application from the AFP on behalf of the Australian banks impacted by these early Phishing attacks.
According to Carlos’s linked-in profile and Internet news items since leaving DataColo he has worked for
Comodo, Positive Software and successful virtualisation software maker Parallels. All these organisations seem
to have strong links to Russia and/or Ukraine. For instance Parallels CEO Serguei Beloussov studied for his
Ph.D. in Computer Science at the Moscow Institute of Physics and Technology and the company has
development centres in Russia and Ukraine. There is nothing suspicious in this but clearly Rego has a large
degree of contact with Ukrainians and Russians in his business life.

Again it is not known how Rego who was born in Portugal and now lives in the United Kingdom came to be
working with these individuals from Eastern Europe.
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Figure 10 Relationships with Internet Bank Phishing Attacks Late 2002 to July 2003

WHAT HAPPENED AFTER JULY 2003?

Detailed figures on Phishing attacks were only collected towards the end of 2003. Judging from press reports
and the documented histories of Phishing attacks; they did increase in numbers from August to the end of 2003
with more brands being targeted, including numerous UK and US Internet Banks. The earliest statistics from
APWG Anti Phishing Working Group (APWG) show 21 phishing incidents in the month of November 2003



(APWG 2004). The phishing sites at this time were primarily located at large web hosting providers whose
systems were apparently compromised and used to set up the sites. This method continued for some years even
being the main method observed during the examination of phishing attacks in July 2006 on one Australian
financial institution (McCombie 2008). The number of attacks increased into 2004 and has continued to
increase to date, see below for the most recent figures.
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Figure 11 Unique Phishing Attack Trend Nov 2003 to Jan 2003 (APWG 2004)

HOW IS PHISHING DIFFERENT IN 2008?

Today many aspects of Phishing have changed. Phishing sites are now almost always found on Botnets. While
Botnets certainly existed in 2003 they were far less common. Their use provides greater redundancy and is also
more resilient to take down requests by the victim banks and their service providers. There is also a greater use
of password stealing malware (crimeware as it is now described) to compromise users of Internet banks, which
is again delivered using Botnets. Since 2004 the significance of crimeware has grown. For the month of March
2008 APWG reported 356 new unique password stealing malicious code applications (APWG 2008).

The ability of the Phishing sites to dupe unwitting users has reduced over time as user education and the shear
volume of Phishing emails made knowledge of Phishing mainstream. However the attacks continue as they rely
on only a small rate of success. In 2006 APACS the UK payments association working on behalf of the banking
industry commissioned research agency Canvasse Opinion from Experian to poll a representative sample of
1,835 adults aged 18 and over, who have access to the Internet across the United Kingdom. Their results were,

“If we extrapolate for the 15.7 million people (in the UK) who regularly use the Internet to access their current,
savings and credit card accounts as:

- 3.8% (an estimated half a million people) said they would still respond to an unsolicited email asking them to
follow a link and re-enter personal security details, supposedly from their bank, unwittingly giving fraudsters
access to their account (this is slightly down from 4% in 2004).”

Despite the fact that at the time of this survey Phishing had been widely known for 3 years a return of 3.8%
shows us why Phishing sites still appear, in fact, APWG reported over 25,000 unique Phishing attacks attacking
139 different brands in February 2008 alone (APWG 2008).

WHAT CAN WE LEARN FROM THIS CASE STUDY

While not conclusive this case study shows there is some evidence to support the thesis that East European
groups involved in spamming branched into Phishing and other online crime in 2003. Further research into the
involvement of East European IT companies in on-line crime is needed. The trend in traditional Eastern
European organised crime and indeed other transnational organised crime to move illegal profits into legitimate
enterprises may well have extended to the cybercrime area but further work is needed to confirm this.
Regardless there is clearly availability of IT skills within Eastern Europe to support both legal and illegal IT



businesses and the challenge for those countries and the broader European community is to ensure organised
cybercrime groups do not get a foot hold in legitimate industries.

Why did Australian Banks figure so significantly in these attacks? One likely reason is that Australian Internet
banks had much greater functionality for payments than those in the US and most of the rest of the world at that
time. Westpac for instance actually allowed Overseas Telegraphic Transfers (OTTs) to overseas banks direct
from their Internet Banking in 2003. This allowed phishers to move the money straight from compromised
accounts to banks in Eastern Europe. So Australian Internet banks were indeed world leading but in ways that
were not intended.

CONCLUSION

Further work is required to better understand these early attacks but we hope this will start further research in
this area. The author would have liked to interview more individuals involved but many were either
unreachable or unable to comment on the events so this case study has been developed looking mostly at news
reports and archival material available on the Internet from a number of sources and from the author’s personal
knowledge of events. While this approach has its shortcomings it was felt this case study was worth relating
even on this limited information. We hope in future research to conduct further interviews with those involved
and obtain more archival data on the organisations involved for more in depth analysis of these events.
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