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This two phones were disassembled, too and was 
made a control on the compliance OneNAND™ to 
be replaced 

The original flash chips was then extracted using 
a reworking machine and with same procedure 
were implemented flash OneNAND™  with fake 
bad blocks. 

The the state of the device was then verified 
using a jig interface 

The phones were then refurbished and set at 
factory default 
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Finally, logs were checked to verify correctness 
of jobs done 

As expected, even after formatting the flash the 
four blocks were still there and correctly 
reported  (full log in Appendices)  
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THE PARTIAL LOG OF 
ONENAND FLASHING 

Flashing started 
Creating product data items list 
Product data items list created 
Backup not required 
Flashing phone 
Current mode of Programming Device: 
Normal 
Preparing for file upload... 
File uploading... 0% 
File uploading... 1% 
…
File uploading... 98% 
File uploading... 99% 
File uploading... 100% 
File uploaded 
Finishing file upload... 0% 
File upload finished 100% 
CU-4 already in FBUS mode 
Phone programming 
Flashing preparation done 
CMT secondary download 
BB Asic Index is: 00 
Asic ID is: 
000000010000029600010006400C19610
1021603 
BB Asic Index is: 00 
EM Asic ID is: 00000265 
BB Asic Index is: 00 
EM Asic ID is: 00000B20 
BB Asic Index is: 00 
Public ID is: 
1C7000128994005854F899958F2B0878B
45C9946 
BB Asic Index is: 00 
Asic Mode ID: 00 
BB Asic Index is: 00 
Hash: 
OLIPUAV5D3C48E6DC22B49DC5063A
2AD 
BB Asic Index is: 00 
ROM ID: AXC1X6713X691XX8 
Start procedure done 
CMT Algorithm code download 
BB Asic Index is: 00 
Device type is: 05 
Device Index is: 00 
Manufacturer code: 0000 
Device ID: 0000 
Extended device ID: 0000 
Revision ID: 0000 
BB Asic Index is: 00 
Device type is: 04 
Device Index is: 00 
Manufacturer code: ffff 
Device ID: 0000 
Extended device ID: 0000 
Revision ID: 0000 
BB Asic Index is: 00 
Device type is: 00 
Device Index is: 00 
Manufacturer code: 0020 
Device ID: 0030 
Extended device ID: 0000 
Revision ID: 0000 
BB Asic Index is: 00 
Device type is: 00 
Device Index is: 01 
Manufacturer code: 0000 
Device ID: 0001 
Extended device ID: 0000 
Revision ID: 0000 

BB Asic Index is: 00 
Device type is: 03 
Device Index is: 00 
Manufacturer code: 0020 
Device ID: 0030 
Extended device ID: 0000 
Revision ID: 0021 
CMT Algorithm code downloaded 
Target programming 
Maximum time for Target flash erasing : 
300s and programming 2015s 
Using timeout value: 2315s  
CMT Algorithm code downloaded 
Target erasing 
Maximum time for Target flash erasing : 
300s and programming 2015s 
Using timeout value: 2315s  
Target erasing completed 
Target programming 
BB Asic Index 00 (RAPx) programming 
succeeded 
Device type is: 03 
Device Index is: 00 
Number of Bad Blocks: 4 
Number of Initial Bad Blocks: 4 
Number of run-time Bad Blocks: 0 
Target programming completed 
Target disconnect 
File upload finished 100% 
CU-4 already in FBUS mode 
Phone programming 
CMT Algorithm code downloaded 
Target erasing 
Maximum time for Target flash erasing : 
300s and programming 5s 
Using timeout value: 305s  
Target erasing completed 
Target programming 
BB Asic Index 00 (RAPx) programming 
succeeded 
Device type is: 03 
Device Index is: 00 
Number of Bad Blocks: 4 
Number of Initial Bad Blocks: 4 
Number of run-time Bad Blocks: 0 
Target programming completed 
Target disconnect 
File programmed successfully! 
Time taken to erase 0s and program 1s. 
Total time 1 seconds. 
Flashing time: 0 min and 1 sec 
Phone flashing completed. Waiting for 
phone to boot up 
Bootup successful 
Verifying communication to product 
(before flash finalizing)  
Communication verified 
Product code changed 
Started product mode change 
Product mode change complete 
Doing factorysets 
Factorysets complete 
Loading default data to phone 
Loading default data to phone 
Getting Data Package 
Reading product state 
Starting backup/restore sub-procedure: 
data item pre-delay 
data item pre-delay 
data item pre-delay 
Sub-procedure completed: Succeeded., 
result code: 0 
Starting to backup/restore data item: 
ProductProfile, version: 1.0 
Data Item backup/restore completed: 
Succeeded., result code: 0 

Starting backup/restore sub-procedure: 
data item post-delay 
data item post-delay 
data item post-delay 
Sub-procedure completed: Succeeded., 
result code: 0 
Backup/restore result: 0 out of 1 items 
were not backed up 
Default data loading complete 
Stopping all operations, returning phone 
to default mode 
All operations completed 
Product flashing succeeded 
.
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NOR NAND

Access to 

data 

The data can be accessed at random like 
SRAM.  

The operations on the flash can be: 

Read routine: Read the contents of the 
flash. 

Erase routine: Erase is the process of 
making all the bits on a flash 1. Erase on 
the NOR chips happens in terms of blocks 
(referred to as erase regions). 

Write routine: Write is the process of 
converting a 1 to 0 on the flash.  

Once a bit is made 0, it cannot be written 
into until the block is erased, which sets all 
the bits in a block to 1

The NAND chips divide the storage 

into blocks, which are divided into pages again.  

Each page is divided into regular data and out-
of-band data. The out-of-band data is used for 
storing metadata such as ECC (Error-Correction 
Code) data and bad block information.  

The NAND flash like the NOR flash has three 
basic operations:  read, erase, and write.  
However, unlike NOR which can access data 
randomly, the NAND reads and writes are done 
in terms of pages whereas erases happen in 
terms of blocks 

Interface to the board These are connected like the normal 
SRAM device to the processor address and 
data bus. 

There are multiple ways of connecting the 
NAND flash to the CPU varying across vendors.  

Raw NAND access is done by connecting the 
data and command lines to the usually 8 IO lines 
on the flash chip.  

Execution of code Code can be executed directly from NOR 
because it is directly connected to the 
address/data bus.

If code is in NAND flash it needs to be copied to 
memory for execution.  

Performance NOR flash is characterized by slow erase, 
slow write, and fast read

NAND flash is characterized by fast erase, fast 
write, and fast read.  

Bad blocks NOR flash chips are not expected to have 
bad blocks because they have been 
designed to hold system data

These flashes have been designed as basically 
media storage devices at lower prices, so expect 
that they have bad blocks. Normally these flash 
chips come with the bad sectors marked in them. 
Also NAND flash sectors suffer more the 
problem of bit flipping where a bit gets flipped 
when being written to; this is detected by error 
correcting algorithms called ECC/ EDC, which 
are done either in hardware or in software 

Usage These are basically used for code 
execution. Boot loaders can exist on the 
NOR flashes because the code from these 
flashes can be directly executed. These 
flashes are pretty expensive and they 
provide lesser memory densities and have a 
relatively shorter life span (around 100,000 
erase cycles).

These are used mainly as storage devices for 
embedded systems such as set-top boxes and 
MP3 players. If you plan to use a board with 
only NAND, you may have to put in an 
additional boot ROM. They offer high densities 
at lower prices and have a longer life span 
(around 10 to the power of 6 erase cycles) 

 

Tab. 2 NOR versus NAND Flash (Raghavan et al., 2005) 
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Adapted layout of OMAP and NAND on Nokia N70  
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