


Table 8. Summary of research methods discussion

Topics Qualitative Quantitative Mixed method
Result has strong
relation to context of | Research result is Can be difficult for a
Researcher | the study, and could largely independent single researcher to
be biased by the of the researcher carry out.
researcher
Only need a large
Cases Suitable for small Need larger number number of cases
number of cases of cases when emphasising
guantitative aspects.
Can address wider
. research purposes.
Can describe complex ) . purp
Use to test or confirm | Generation of a new
phenomena, .
hypotheses, theories | theory or
generate new ) .
s that were confirmation of the
Uses descriptions, .
constructed before existed hypotheses
generate new
. the data was both may be
theoretical .
collected. addressed by mixed
statements
methods (Creamer,
2011, pp. 1-2).
Long data collection Relatively quick data | Benefits from a
& " | collection time. mixture of data.
Narrative data may
Researchers are the .
) . add meaning to
primary data Standardised data . .
. ; . numerical data; while
Collection collection collection. .
) numerical data may
of data instrument.

Involved with
narrative data

Involves numerical
data, measurable
data

add precision to
narrative data (Fry,
Chantavanich, &
Chantavanich, 1981,
pp. 152-153,155).

Tolerance to
changes
during study

Amenable to changes
occurring during the
study.

Criteria that
researchers used may
not fully suitable for
local research.
Changes need to be
addressed by re-
constructed
hypothesis or theory.

Qualitative
components more
likely to tolerate
change.

Analysis

Analysis provide
answer to why and
how of the
phenomenon

Analysis provides
answer to how
questions but less
likely to answer why
questions.

Benefits from
advantages of both
methods

(Table continue next page)
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Table 8. Summary of research methods discussion (continued)

Topics Qualitative Quantitative Mixed method
Knowledge produced Produce more
& . P Knowledge produced
Knowledge | may be unique and complete knowledge
may be too abstract .
produced relate to only a few and general necessary to inform
people g theory and practice
Conclusions may be
Cannot draw a .
Could be used to . drawn from a little
. . conclusion from -
Conclusion draw a tentative S qualitative data, and
. preliminary data, due .
drawn explanation from a . may be confirmed by
L to its lower levels of
preliminary work sienificance larger-scale
g guantitative data.
Have generalisation Can generalise
issues. Research research finding Increased
Generalised | findings may be when having large generalisability of the
confined to the enough random results
context of the study. | sample sizes

It is possible that the use of an anonymous tool may not totally reduce the influence of
the remote and local instructors on the participants. Ultimately this is beyond any
controls the researcher may attempt to impose. In a more wide-ranging study, it may be
possible to compensate by distributing the research to involve more study sites, with
different instructors, locally and remotely. However, the nature of qualitative study
means that such influences cannot be avoided completely. In this exploratory study,
qualitative methods may produce agreement or convergence of opinions relatively

quickly, time constraints remaining an unavoidable limitation.

The limitation of adopting anonymous data collection then had the effect that the data
collection process had to be designed to be precise. Any analysis that required a link
between two data collection phases, i.e. the link between the questionnaire and a
subsequent interview, had to be avoided. Therefore, the researcher chose to adopt a
concurrent approach in order to eliminate the need to link phases of the study. This then

gave the benefit of collecting confirmatory and contradictory data at the same time.
3.3.4.2 Summary

In summary, the author chose to adopt the following research approaches for the

corresponding reasons:

e He chose mixed methods, emphasising qualitative data collection
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e As the major part of the research was qualitative, it was suitable for the

exploratory nature of the study.

e The minor quantitative part of the study was designed to see whether there was

any convergence in the responses from the participants.

e The research employed anonymous data collection tools as more suitable means
of addressing the unequal position between the participants and researchers, who

were students and academic staff respectively.

e The research used a concurrent approach to avoid any connections between the
researcher and the participants, unwanted because of the remoteness of the

participants.

3.4 Research participants

3.4.1 Research participants for remote access laboratory

The first purpose of this study was investigating the suitability of introducing a remote
access laboratory to use as a teaching medium in Thailand. The target population in this
research study were undergraduate and graduate IT students in internetworking courses
in a private university in Thailand. The questionnaire and the developed course
materials were translated into Thai. Thai language was also a common spoken language
between Thai students and the tutors and lecturers at Edith Cowan University

throughout the pilot class.

In this research, topics of internetworking were selected to be used with the participants
in the workshop. The content of the topics needed to be simple to suit the subsequent
remote hands-on activities in a short workshop time. The fundamental topics and
activities were selected from the main internetworking units of Edith Cowan University,
which are CSG5106 Fundamentals of Computer and Network Technology, CSG5206
Internet Technology and Management and CSG5135 Network Technology 1. Basically,
the remote hands-on activities designed for the Thai students were those involved in
setting up a simple routing protocol such as Routing Information Protocol (RIP) and

Enhanced Interior Gateway Protocol (EIGRP).
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In this research study, a non-probability sampling technique was used to select the
research population, after the Thai university had been provided with detailed
information on the curriculum of the School of Computer and Security Science at Edith

Cowan University.

Thai students may still be considered as only recently introduced to the use of e-learning
environments (Lertkulvanich, et al., 2008). New distance learning environments may be
likely to raise more concern in students unfamiliar with their use. Thai students, as they
have less experience of distance education, may have stronger reactions to the distance
learning environments, and may be able to compare them to their usual face-to-face
learning method. This reason was considered to be a suitable selection condition for
choosing a Thai sample population. Students with experience of remote access learning

may not have been able to offer clear opinions.

The sample population was a group of remote access students from Thai universities.
The population included 12 students who were interested in being involved with the
study. Those students were enrolled in Cisco-based teaching units in their home
universities and were already equipped with some basic knowledge and command of
using Cisco network devices. Each student in this group had to attend a two hour class,
which began by introducing them to the remote laboratory, continued with a lecture on
basic routing knowledge, and finally offered the chance to complete a hands-on exercise
through the remote facilities provided. After these two hours of activities, students were
asked to complete an online questionnaire, in their own free time. The online
questionnaire was implemented in Qualtrics as it was licensed to ECU. This was an
anonymous data collection process and students had the choice of not returning the
online form. Twelve student participants were interested in the study and attended the

workshop, but only 11 students completed the questionnaire.

3.4.2 Research participants for non-technical skills investigation

As indicated earlier, the second purpose of this study was to discover the perceptions of
internetworking students regarding soft skills development from university courses. The
population chosen for this purpose was selected from local students in an Australian
university. As a well developed country, Australian participants are well more familiar
with distance education than the students in Thailand, who were used in section 3.4.1

above.
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Sixty six students were interested in being involved in this study. Members of this
sample population were asked to fill in their opinions in the questionnaire provided. The
questionnaire was designed so that it could be completed in 20 minutes. This process
again offered students the ability to make an anonymous contribution or to decide not to

complete the questionnaire.

3.5 Survey instruments

Two actual survey instruments are presented in Appendix D and Appendix E. Appendix
D is the survey instrument used for the evaluation of the multimedia rich online learning
environment in Thailand. Appendix E contained the survey used for the research on

non-technical skills.

3.5.1 Survey of remote access laboratory

The study involved a case study of a preliminary project of teaching an internetworking
course to university level students in Thailand through a remote classroom. The aim of
this pilot class was to introduce the multimedia rich remote internetworking laboratory
and SMDs to the students, and to evaluate the learning environment and the usage of
SMDs in internetworking education. Therefore, the interaction between the participants

and the researchers were observed.

Questionnaires and observation were used for collecting data from target groups about
the appropriateness of the learning environment that integrated multiple forms of
network information for the participants. Learning difficulties were considered by the
researcher, using observation of the laboratory hands-on exercises in these classes. After

the classes, a link to the online questionnaire was provided.

Interviews were considered to be another suitable data collection strategy. However,
due to the difficulties associated with distance and the organisation of the individual

interview session with participants, no participants were willing to be interviewed.

The instrument used for multimedia research purpose (Appendix D) was modelled from
Lawson and Stackpole’s work (2006). It contained three sections:

1. Ethnic question and background of the participants

2. Evaluation of the remote access laboratory
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3. Evaluation of the SMDs tools used in the study

3.5.2 Non-technical skills investigation

This investigation involved the use of an anonymous questionnaire by local Australian-
based students, asking about their opinions on non-technical skills or soft skills in their

internetworking course.
This instrument contained questions that can be divided into five parts:
1. Background of the participants and other general questions
2. General concern on non-technical skills
3. Self evaluation of the participants confidence about their non-technical skills
4. Self identification of the source for learning non-technical skills

5. Questions specifically related to communication skills

3.6 Data Analysis

The information from the questionnaire and interviews was analysed in order to report
the results in documentary form. Although the research mainly focused on qualitative
data, other appropriate statistical methods were also used to assist in interpreting the
quantitative results and drawing conclusions from this research. The SPSS application
software was used for analysing data from questionnaires. Notes were also taken to
record any comments and further information from respondents which related to the

research.

3.7 Ethical considerations

Due to the nature of the study, which involved the student and teacher relationship, a
focus on ethical issues was important. The researcher was concerned about possible
conflicts of interests between the participants and their universities’ teaching staff. As it
was imperative that the identities of the participants were unavailable to him; the
researcher decided to employ an anonymous questionnaire to ensure their

confidentiality.

This research had two separate purposes which were:
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1. Introducing remote learning environment, and
2. Perspectives about non-technical skills

Both research purposes required slightly different ethics clearances from the University.

Hence the researcher used separate applications which were approved at different times.

Part of the ethics application process was concerned with translation of the data
collection tools. The correctness of the translation was approved by an independent
member of ECU’s academic staff who was fluent in both Thai and English. A
translation confirmation letter and a copy of data collection tools in both Thai and
English were then included in the ethics applications. Ethics permission was gained for

both the online and offline versions of questionnaires used in this research.

Separate letters of information were given to the participants. The participants were able
to refer to the details and purpose of the research. The addresses of the online data
collection tools were also provided. The participants were given the option to reply with
a consent form if they decided to participant in the interview process. The anonymity of
possible interviewees was guaranteed and the researcher would not have been able to

trace anyone back to the questionnaire to which they had earlier replied.

3.8 Constraints of this study

State Model Diagrams have been used by ECU internetworking staff and students for
improving students’ understanding of internetworking course content, and have also
been tested with Technical and Further Education (TAFE) students in Perth, WA. Thus,
the study did not generate sufficient information about the group for the analysis and
research findings to be generalisable to a larger population. However, as mentioned
above, the primary objective was to evaluate the State Model Diagrams as pedagogical
tools; positive findings might provide the incentive to include the SMDs in future

internetworking courses.

The School of Computer and Security Science at Edith Cowan University provided all
the equipment necessary to perform this investigation. The network equipment in the
laboratory was up-to-date and standardised for both educational and commercial

environments.
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This thesis is the major component of a Doctor of Information Technology degree,
which was limited to a total of 2 years of research time. During the two years, all the
research activities in the project were included, such as drafting the proposal, obtaining
essential ethics clearances, developing data collection tools, organising the learning
environment, collecting data, analysing data, and drawing conclusions. The research
time frame was a limiting factor in this project. Clearly, the implementation of a broader
research project was not possible within the limited time frame.

Another constraint of this study was the limited number of research participants, which
led to a small sample size. The research was designed to draw conclusions from a study
of experienced students only, those who had studied, or were currently studying
internetworking, before participating in the research activities. This decision was based
on the need for participants who would be able to compare and evaluate their past

experiences against the new concepts that the research presented.

In particular, one of the research objectives, that related to the online multimedia-rich
learning environment, needed the participants to be familiar with internetworking
equipment and to be able to control its basic operations. Existing familiarity on the part
of the participants was an important factor because the research activities allowed only
two hours of workshop time for the participants to use the distance learning
environment. Although the researcher could have provided the participants with more
time to access the remote equipment, the two hours was considered to be the absolute
minimum time requirement. These two hours were considered to be equivalent to the
time on-campus students would spend in a face-to-face workshop during the
researcher’s university internetworking course. The participants were able to request
more access to the learning environment if they felt it would be of benefit for their
studies. However, the task involved in the online workshop, in this research, was

simplified to suit the limited time of the online session.

Moreover, the research project was considered as a preliminary exploration, due to its
novelty, to introduce multimedia-rich online internetworking education resources to
Thai students who were not familiar with an online learning environment. Some
unexpected outcomes occurred during the study. They will be further discussed in
CHAPTER 7.
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In summary, the issues limiting this study include:
e Limited study time
e Small sample size
e Need to recruit participants with internetworking experience

e Complex data collection process, while participants completed a relatively long

class period
e Dealing with a remote site, with limited contact with research participants
e Preliminary and exploratory nature of the research project

The small research population, and the large distances between the researchers and
research participants, made the selection of a suitable research method for this study a
challenge. The use of quantitative methods for such an exploratory research project
could not be justified because of the small sample size. Generalisation would not be
possible. Therefore, the researcher adopted a qualitative approach as the main means of

addressing the research questions.

However, purely qualitative methods also posed a risk to the data collection phase. As
the research time was short, and therefore challenging, it could be argued that the
adoption of purely qualitative data collection methods was inappropriate. In addition,
the distance between the researcher and the participants was an added complication.
Only data collection tools that compensated for that distance were suitable for this
research. An online questionnaire, which also provided participants with the option of
writing at length about their experiences, was created by the researcher, even though
lower response rates were possible when compared to other survey tools. The researcher
decided to adopt mixed methods and to include both qualitative and purely quantitative

questions for the following reasons:

e Without the researcher being available on-site to answer any questions from the
participants, purely qualitative questions may have generated a wide diversity of
answers. Data analysis may have been overly complex. Answers to quantitative
questions were pre-structured, assisting the researcher to focus directly on the
research questions. Rich data was less likely to be generated for the researcher to
analyse.
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e The collection of quantitative data was likely to be useful for triangulating

answers to qualitative or open-ended questions.

e Quantitative questions often reduce the time participants need to spend on the

survey, and thus ease the data collection and analysis processes.

e The combination of these factors was deliberate, with the aim of increasing the

response rate to the Survey.

3.9 Summary

This chapter details the research methodology employed in this study. At its beginning
the author explained the research framework in detail. The researcher chose to adopt a
combination of qualitative and quantitative methods because these suited the unique and
remote environment in which the research was conducted. Mixed methods were
employed, and focused on the collection of qualitative data. The potential issues and
reasons supporting the adoption of such methods were discussed. In general, the

characteristics of this research were that it:

1. employed mixed methods: the main emphasis was on qualitative data, but
guantitative data was also used where appropriate;

2. used concurrent data collection techniques; and
3. used an anonymous questionnaire and observation as data collection tools.

Furthermore, the target population and the data collection instrument were discussed.
The author decided to recruit two separated participants groups, remote and local
students, addressing two different purposes of the research. The author also described
how initial concerns about ethical issues were considered and explained the processes
by which the University’s ethics applications were approved. Constraints affecting the
completion of the research were identified and discussed in detail. Generally, the

constraints of this study were:
e time limitation
e distance and specific requirements for remote participants

. exploratory nature of the research project
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CHAPTER 4 THE REMOTE INTERNETWORKING
LEARNING ENVIRONMENT

4.1 Introduction

The internetworking laboratory of the School of Computer and Security Science of ECU
was normally operated as a physical laboratory for local students and staff. This
physical design would suit the construction of multiple network structures by students
and researchers. However, this access was restricted to enrolled students and authorised
staff. In order to provide a similar access from outside the university, the laboratory
would need to be transformed. The outside students would need fundamental control
access to the network equipment, while the access provided would need to conform to
ECU security policy. This chapter discusses this transformation process from the
physical laboratory to the restricted text-based only access and to multi-media supported

acCcCess.

4.2 Physical laboratory design used in the experiment

As one objective of this research was to evaluate the use of a remote learning
environment for Thai students, the normal operational laboratory at ECU had to be
converted to support teaching in an online mode. The laboratory consists of 10
workstations, each with two PCs. The laboratory provides a central shared rack of fixed
network equipment near the middle of the room. Figure 22 shows the design of the
laboratory which included the central rack of shared equipment and 20 PC workstations
around the room. Figure 23 shows the connectivity diagram of the physical equipment
in the laboratory. Each work station had access to the central network equipment and

the university network through three types of cables which are:

1. Console cable, or roll over cable, for controlling and configuration of the

laboratory network equipment

2. Ethernet cable 1 and 2 for data communication sending/receiving to the

laboratory network equipment

3. University network cable for accessing the production network of the university.
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Physical settings like this not only promote the secure housing of the equipment, but
also suit teaching purposes by allowing the laboratory to support the building of various
network topologies using on the shared equipment. Furthermore, such a setting is
standard in industry and can also be considered to be a part of the student learning
experience (F. Hong & Bai, 2008; Sarkar, 2006). This shared equipment in the central
rack also simulates a commercial working environment, which is another advantage
compared to other designs such as providing the equipment predominantly at the student
workstations. Using shared equipment may cause students to be confused about which
equipment they are currently working on. This was one of the initial choices made in
this design as it was thought to be better to allow students to make mistakes and gain
experience in the laboratory rather than in their workplaces. Furthermore such confusion
often tends to happen to students in the beginning stages; they will need to learn to
overcome this issue to be able to work in a real environment, like the one simulated by
this laboratory design. This distributed laboratory design, where small numbers of
internetworking devices such as routers and switches are close to workstations,
constitutes the reusable properties of the present setup. The security of the equipment,

as it can be locked into the centralised equipment racks, is guaranteed.

Figure 22. Physical laboratory design
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Figure 23. Diagram of physical laboratory

By having a reusable design, it is possible to convert this physical laboratory for local

students to be able to use it with remote students.

In general, Tomov (2008) claimed that remote laboratories need to perform two tasks:
(1) Provide an accessing mechanism, and
(2) Facilitate the response of the equipment to the remote users.

The laboratory design in this research has to serve both purposes.

4.3 Current literature in remote laboratory design

Previous literature has presented the design of remote laboratory in a variety of different
ways. Tomov (2008) described two constructive remote access architectures, indirect
access and direct access architectures. Indirect access architecture provides access
through an intermediate device controlling the laboratory equipment on behalf of
remote users. On the other hand, direct access architecture acts as an entry point for
general routine checks, for authentication or management purposes, and by later

allowing the remote users to interact with the local equipment directly.
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Figure 24. Indirect access architecture (Tomov, 2008, p. 2)

Figure 25. Direct access architecture (Tomov, 2008, p. 3)

Gerdes and Tilley (2007) provided a framework for building a virtual network
laboratory, and debated the use of simulation software and the physical remote access
laboratory. They suggested the use of a software-based virtual machine as a replacement
for real servers and clients in the physical remote laboratory, but did not recommend the
replacement of any network-related hardware with virtual PCs. They pointed out that
the limitation of traditional remote access laboratories were that they lack multimedia
collaborative tools (Gerdes & Tilley, 2007; Hua & Ganz, 2003).

Cao et al. (2009) were concerned with the building of a physical laboratory that could
be re-used for multiple purposes. They facilitated centralised racks, the usage of virtual
machines and simulation tools to provide a space-saving laboratory. Similar to the
laboratory used in this research, their uses of centralised racks in the face-to-face
laboratory eased the process of network re-construction while using various laboratory

settings.
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Abbott-McCune et al. (2008) presented a re-configurable physical laboratory that also
benefited from integrating virtual machines acting as internal servers. The laboratory
they proposed reduced the physical set up and tear down time between changes of class
groups. Although their use of virtual machines reduced the number of physical servers
and configuring time, multiple physical network cards were still needed to provide

multiple connections to different virtual machines in a single server.

Rigby and Dark (2006) incorporated a virtual patch panel in their design to provide a
laboratory that tolerated physical change. The virtual patch panel could be configured
by adjusting the logical connectivity of equipment for any specific laboratory setting;
however it required physical connections of all equipment ports. Yoo and Hovis (2004)
demonstrated a similar concept where a virtual patch panel was implemented by using a
normal network switch. Both laboratories could be reconfigurable without changes in
physical connection. Similarly, the connectivity of configuration through the console
ports was managed by the central console server. Figure 26 demonstrates the use of

virtual patch panel and console server to provide a remote access laboratory.

Figure 26. Virtual patch panels design (Rigby & Dark, 2006)
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The use of manageable console servers was also found in a commercial remote access
laboratory’s design, PacketLife.net (Stretch, 2008). The console server provides access
to network equipment console ports, or configuration serial ports, over IP connectivity
via a hyper terminal protocol such as Telnet and Secure Shell (SSH) (Stretch, 2010, p.
2). Various console servers were available for commercial use (Interworld Electronics,
n.d.; Opengear, 2011). Figure 27 shows a console server, which can control 16

networking devices.

Image is not available in public
access version

Figure 27. Console server (Opengear, 2011)

4.4  First generation of laboratory design

An attempt at remote access to the ECU laboratory was reported by Nuangjamnong,
Maj and Veal (2008), where the objective was to provide access to network equipment
for remote students. By providing a remote log-on through a network protocol like
Telnet, it was possible for remote students to control the networking devices. The Telnet
protocol can be used to connect directly to any enabled interface of the equipment;
however, a console interface was specifically selected for this purpose. This is because
it was the only interface that remained connected while the device was turned off or was
in a power reload cycle. Therefore, an intermediate device was needed to maintain the
connectivity between remote users and the local host. This intermediate device was an
access server. This is a specialised router that enables multiple configuration

connections.
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Figure 28. Diagram showing the first generation remote access laboratory with TACACS+
authentication server

There were security issues, for example the remote access laboratory needed an
authentication process to screen out unauthorised users from interfering with an ongoing
class. Figure 28 shows the topology of the first generation of the remote access
laboratory which used the Cisco proprietary TACACS+ as an authentication server
protocol. Local network equipment was divided into several equipment pods. The
remote students could gain the access to equipment by login through TACACS+ servers

via a Telnet session.

Tomov (2008) suggested using direct access architecture with network enabled
equipment like routers. The first generation ECU laboratory design in this research also
incorporated direct access techniques. Users needed to log-on to an access server which
provided IP connectivity, then through the access server they could log-on to specific
laboratory devices. Figure 29 shows the direct access architecture used in the first

generation of the remote access laboratory in this research.
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Figure 29. Thailand direct access through the access server (Makasiranondh, Maj, & Veal,
2011a)

Similar to the usage of console servers suggested by the literature (Rigby & Dark, 2006;
Stretch, 2008), a simple router could be converted to provide the external IP
connectivity while maintaining the internal serial-console connection to the equipment’s
configuration ports. This research used this router conversion as the access server for
reasons of economy. The converted router was equipped with an NM-32A extension
card (Figure 30). With four octal cables (Figure 31) and NM-32A, a single Cisco 2600
router provided access to 32 console ports, controlling 32 pieces of network equipment
in the laboratory.

Figure 30. NM-32A extension card that used in access server
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Figure 31. Octal cable

Remote users were able to connect directly to the access server while seeking
authentication from the TACACS+ server. Once the access was authorised, the remote

users could directly access the local network equipment.

Another security issue was solved by using a secured channel between remote users and
the access server. The Telnet protocol was suitable for simple remote access, but
involves a high security risk of being exposed as it is unencrypted. Therefore a more
securely encrypted protocol, Secure Shell (SSH), was used to maintain the
communication between remote users and the local access server. However, local
communication between the access server to all equipment did not really need to be
secured, as the traffic remained within the laboratory domain, where security was not a
major issue. Hence, the internal traffic was managed by the more simple protocol,
Telnet.

The text-based response of CLI was the only feedback that showed the status of the
equipment in this first generation design. The limited text-based response was generally
provided in most examples of remote access laboratories described in the literature (Hua
& Ganz, 2003; Stretch, 2008; Yoo & Hovis, 2004). An internal pilot study already

identified some disadvantages of providing only text-based CLI responses.

e The lower pedagogical value of CLI commands when building novice learning

experience (Durham & Emurian, 1998)
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e CLI was suitable for controlling by a professional who has already mastered the

necessary skills

e Inadequate responses from text-based CLI only could confuse remote learners

about the devices they were currently working on.

This research considered the pedagogical value of the laboratory to students, especially
novice students who may not have yet developed their skills to a professional level.
Therefore the provision of additional tools that could assist the students’ learning

processes was also considered.

4.5 Second generation of laboratory design

The poor pedagogical value of CLI in the first laboratory design was a major drawback.
Although the design functioned well as a remote laboratory providing an essential
control of text based communication, students were confused by the physical structure.
For example, the students were confused about the status of the devices into which they
were currently logged, and were unable to show their remote login screen to the local
instructors. A second generation of the laboratory was designed to incorporate two

supports to eliminate these problems, which were:
e The lack of graphical response to the remote student, and

e The lack of shared communication media between local instructors and the

remote students.

The first support improvement was to incorporate SMD software in the second
generation design. SMDs would act as an alternative graphical response to the students.
The students could use SMD software, which was physically connected to the
experimental network, accessing internal data about experimental devices without using

the CLI text based command.

The second means of support involved providing shared central media between local
instructors and remote students by using an application sharing facility. Generally,
Remote Desktop Protocol (RDP) can be used to share the desktop screen of the
computer in the laboratory (Lawson & Stackpole, 2006). However, this protocol was
not used due to the security limitations on the current production network; specific
protocols which require particular port numbers are prohibited in the campus network.
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Therefore a web based conference system, such as WebEx (Cisco, 2011b), was

considered to be a generally safe tool.

The second generation laboratory used WebEx’s ability to share desktop applications
which can pass control to anyone in the meeting by request. Therefore, this design
required two network interface cards (NIC) for managing two different types of network

traffic. These traffic types were:
(1) The internal-experimental traffic to laboratory equipment, and
(2) The external-Internet communication traffic.

The internal traffic was occupied by SMD software penetrating experimental equipment
for their internal data. To be specific, the current development of SMDs used a non-
proprietary protocol, the Simple Network Management Protocol (SNMP), in order to
retrieve network information from network equipment (Figure 32). SNMP will be

discussed in the next sub-section (see 4.5.1 below).

The external traffic was generated by WebEx to communicate with remote students via
shared applications. Figure 32 shows the second generation of the remote laboratory
design. The text-based only CLI connection of the first design was still preserved in this
design. However, this new design used the Remote Authentication Dial-In User Service
(Radius) server and protocol instead of TACACS+, to suit the new standard working
environment of ECU. It was not the main purpose of this research to investigate security

factor differences between the two types of servers.

Figure 32. The second generation of the laboratory design
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Remote students had a direct communication to the instructor via web conferencing
consoles. Students were not only able to see the real-time video of the equipment but
also were able to talk with the remote instructor at the same time (Figure 33). The
author chose WebEXx as it was a standard web conferencing tool from Cisco, the main
internetworking equipment provider, although other tools that were available on the
market would have been able to provide similar functionality. In the pilot trial, the
author had tried running a remote session with other tools such as Elluminate
(Elluminate, 2009), now integrated as the Blackboard Collaborate (Blackboard, 2011).
Radvision Scopia (Radvision, 2011) and Adobe Connect (Adobe, 2011) were also
considered. However, selection of such tools was beyond the scope of this research. The
advantage of using web connectivity was its versatility and normal web traffic created

less security concerns for both local and remote universities.

Figure 33. Learning environment that was provided to remote online students

One PC in each workstation (Figure 22) was installed with two Ethernet interface cards.
This PC operated as the host PC. Without changing the physical structure, this design
used one of the interfaces dedicated for handling communication traffic with external
students and another interface handling the internal network information of laboratory
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equipment (Figure 32). Furthermore, with two active network interfaces running on the
same machine, the two different types of traffic had to be managed by manipulating the
internal routing table of each PC.

Although a number of previous designs of remote laboratories suggested using virtual
connectivity and virtual machine in the laboratory, this study was concerned to maintain
a more realistic setting of the laboratory. These virtual techniques assisted the
laboratory by reducing changes in physical structure and minimised misunderstanding.
However, the remote students could still change the physical structure through a simple

request to the remote tutor.

This design still faced scalability issues but was found to be suitable for the purpose of
the preliminary research. The research was mainly focused upon the pedagogical
outcome of introducing such tools to the remote students in a developing country, in this
case in Thailand. Any enhanced features that would have introduced extra
complications to student learning models were considered as unnecessary. However,
further modifications to the laboratory design may be of benefit to students in further

research.

The next sub-section will discuss the non-proprietary network management protocol,
SNMP, which was the main implementation used for retrieving network information in

the current SMD software.

4.5.1 Simple Network Management Protocol (SNMP)

The simple network management protocol (SNMP) is a standard protocol in the Internet
protocol suite. It was defined by the Internet Engineering Task Force (IETF), for the
purpose of managing computer internetworking. SNMP is an agent-based system, which
every manageable network device implements in its own manner. Management of the
network is done through the communication of multiple agents, which reside within
devices. The management information can be retrieved and sometimes positioned
through communication messages between agents, the network manager and a devices

database. Basically, there are three elements of SNMP.

e Network management station (NMS), or network managers
e Agents

e Management information base (MIB)
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Overall components of SNMP are shown by Figure 34. NMS is centralised equipment
that gathers information about managing the network. The NMS communicates with
network devices via request and response messages with agents. Within devices, agent
software reacts to request messages by reporting the status of networking devices. The
internal configuration information is stored in devices in the form of a database called
the management information base (MIB). Each piece of information that an agent has
retrieved or sent is referred to as a variable. The IETF has defined standards for the MIB
and communication messages. Therefore SNMP can be used broadly across different
network equipment and it is open enough to accept different implementations from

different device providers.

Figure 34. SNMP components (Karris, 2004)

SNMP is simple because it is based on basic request and response messages. Therefore,
the implementation of agents within networking devices is independent. SNMP can be
used to manage various devices, from routers, switches, workstations, servers or
printers, as long as the agent software resides within equipment. The agent software can
be integrated into the devices’ operating systems or in the form of independent services
or daemon services. A daemon service is a program running in the background of an
operating system. It will be in a disabled state until there is a specific request that re-

activates the service.

A manager and agent communicate via user datagram protocol (UDP) in the TCP/IP

suite. UDP is a connectionless protocol, which does not require confirmation messages
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environment. A further factor was the lack of physical interaction within the remote
access laboratory. This is because novice students felt more familiar with the concrete
level of teaching, which was in line with to the findings of McDonald et al. (2001).
Physical touches in handling devices assist students in learning concrete concepts.
However, the remote access laboratory may have a value as a supplementary facility
provided to students as an additional option. This finding corresponds to those of
Woltering, Herrler, Spitzer and Spreckelsen (2009); who suggested that remote access

learning facilities may be useful as a complementary tool.

5.3.2 The usage of laboratory for self-practising

Analysis of the previous section (5.3.1) showed that the participants were not
comfortable working with a remote access laboratory alone. However, they did see this
facility as a complement to the available system. This section will compare the
participants’ perceptions of a remote access facility with a traditional hands-on
laboratory and a simulation-based laboratory, when they were completing laboratory
self practice exercises, outside normally scheduled classes.

Question 3 asked the participants to compare using remote access laboratories and

traditional hands-on laboratories for self-practice.

Q3: When compared with the traditional hands-on laboratory, | prefer to do the lab

exercises via the remote access laboratory.

Ten participants responded to this question. The majority of 7 participants (70%) agreed
with the statement, preferring a remote access laboratory to do their lab exercises. Two
participants (20%) were neutral and only one participant (10%) disagreed. Comments in
Table 13 are from the participants.
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Figure 41. Mean score of different learning component combinations.

The highest mean score was when all components were available to the participants.
The combination of CLI, SMD and webcam received the highest average score of 3.8
from the maximum of 5 points. On the other hand, the CLI learning component alone

has only 2.9 mean score which was the lowest mean of all combinations.

Further the other two combinations of CLI with webcam or SMD were also available
for the participants to evaluate. The combination of CLI and SMD received an average
score of 3.4 from the maximum of 5 points, whereas the combination of CLI and a

webcam received a slightly higher score, an average of 3.6 points.

The standard deviation (SD) value of each combination was also different. The CLI
alone had an SD = 0.70. The combination of CLI and webcam had an SD = 0.69, while
the combination of CLI and SMD had a slightly lower SD = 0.67. Finally, the
combination of all learning components, CLI, SMD and webcam, had the highest SD =
0.98.

Three reasons from the participants all supported the combination of CLI, webcam and
SMDs (see Table 20). Two reasons were related to the ability to view the various type
of information at the same time. Comments illustrated this point were *...I can find out
other relevant information...” and ““Seeing a complete view with every component will
let me see the overall picture...”” Another comment illustrated that the combination of

CLI, webcam and SMDs was helping the participants to understand. This comment was
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“The combination of three components helps me for a better understanding in the

learning process”.

Table 20. Support reasons of combination of CLI, webcam and SMDs.

Q19a

Because then | can find out other relevant information along with
configuration

Seeing a complete view with every component will let me understand the
overall picture more than any other combinations

The combination of three components helps me for a better understanding in
the learning process

5.4.1.1 Discussion

Results indicated that the learning component of the CLI alone was not seen as adequate
by students when they compared it to various combinations. The highest average value
was on the combination which had the most components, CLI-SMD-webcam. This
comparison of text-based CLI to graphic-based SMD and webcam meant, according to
Prensky (2005), that the new generation students preferred to learn from graphic-based
materials first, whereby: “for today's Digital Natives, the relationship is almost
completely reversed: the role of text is to elucidate something that was first experienced
as an image (Prensky, 2005, p.100).” However when it is compared to the average score
of the combinations that had two components, the average score of the combination of
CLI and webcam seems to be slightly more popular. This could mean that the students

see the webcam as a more important component than SMD.

The standard deviation (SD) value of each choice of combinations could indicate the
consistency of the scores received. There were two ranges of standard deviation values,
lower (0.70) and higher (0.98). The higher value of SD indicated the higher distribution
of the score. Within the lower range of SD, which showed more consistency and quality
of the average score, the combination of CLI and webcam had the highest mean. Again,
this could indicate that the students placed a higher value on being able to see the
equipment. From education theorists’ perspectives (Biggs & Collis, 1989; Bloom, et al.,
1956; Piaget, 1952), physical equipment were closer to concrete learning than more

abstract diagrams of SMDs. Hence these Thai students, unfamiliar with an online
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learning environment, may feel more comfortable working with fundamental concrete

learning elements.

5.4.2 Pedagogical advantages of SMDs

The evaluation of the pedagogical value of SMDs in the remote learning environment
was conducted by the participants. Each contributed their opinion about each value.

Eight pedagogical values were presented to the participants. They were:
1. Memorising course content
2. Visualising the network
3. Understanding without need of remembering CLI commands
4. Focusing on content
5. Retaining knowledge
6. Understanding
7. Encouragement
8. Device configuration

Responses of the 11 participants were collected and presented as percentage

agreements. (see Figure 42).

The highest agreement percentage was on the retention value of the SMDs application.
The majority of the participants, 7 (64%) of the 11 participants, agreed on the value of
SMDs, which helped them to retain knowledge after classroom sessions. Only 1
participant (9%) disagreed with this value. The second highest agreement percentage
was on the memorisation value. Six (55%) of the 11 participants agreed that the SMDs

helped them to memorise the content of the course.

The third agreement percentage was on the value of understanding. Five (45%) of the
11 participants agreed that the SMDs helped them to understand the content of the
laboratory. Only 1 participant (9%) disagreed with this statement. Similarly, the same
number of 5 participants (45%) also agreed on SMDs’ encouragement value. Those 5
participants believed that the SMDs could encourage them to learn. Again, 1 participant

143



(9%) disagreed. Finally, the same number of 5 participants (45%) were also agreed on
the visualisation value of SMDs. However, 2 participants (18%) disagreed on the
visualisation value of SMDs.

Figure 42. Percentage agreement from the participants on each pedagogical value of
SMDs.

A small number, 4 (36%) of the 11 participants, agreed on the value of SMDs in helping
them to focus on laboratory content. Four (36%) of the 11 participants remained neutral
and 3 (27%) had an opposite belief. Similarly, the majority of the participants, 7 (64%)
of the 11 participants, remained neutral when asked their opinion about whether the
SMDs were helping them learn to configure network devices. Three participants (27%)

agreed and 1 participant (9%) disagreed.
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Finally, the majority, 6 (55%) of the 11 participants, neither agreed nor disagreed when
asked whether it was necessary to remember CLI commands while using SMDs. Three
participants (27%) agreed that SMDs helped with the learning process and thought that
it was unnecessary to remember the CLI commands while using SMDs. On the other
hand, 2 participants (18%) disagreed that SMDs help them, and said that they needed to

remember CLI commands in order to learn.

There was one comment from the participants about the usage of SMDs. The participant
suggested that ““the information on the diagram may be too short which make it is hard
to understand”. This demonstrated that the information provided in the diagram may

not be entirely adequate for the participants.

5.4.3 Assistance of SMDs in the remote access environment

The inclusion of SMDs enhanced the users’ experience in the remote access
environment in this study. The evaluation results from the participants, regarding their
opinions about the assistance offered by the SMDs, specifically in the remote
laboratory, are presented in this section. Responses were collected from the 11

participants (see Figure 43).

Figure 43. Participants’ agreement percentage on the assistance of SMDs in the remote
learning environment
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Figure 55. Number of participants agreed on the percentage range of employers’
expectations of non-technical skills value compared to technical skills, grouped by age.

Figure 56. Number of participants agreed on the percentage range of employers’
expectations of non-technical skills compared to technical skills, grouped by work
experience.
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A further analysis, which distinguishes between the effect of work experience and age
groups, is presented in this section. Separating the inexperienced group from the other
participants showed that age seems to be a stronger factor in students valuing non-
technical skills more highly. Figure 57 shows the number of participant agreeing on the
value of non-technical skills, comparing participants with and without work experience,
and also grouped by age. Focusing on the participants with work experience in the age
of 27 or more group, 7 (55%) of 13 participants believed that the employers valued non-
technical skills more than technical skills. Meanwhile in the other age group, only 30%

of the participants have this belief.

Further focusing on the participants without work experience, participants in both age
groups, 19-22 and more than 27 year of age, had a majority of 3 (75%) of 4 participants
who believed that employers are looking for non-technical skills more than technical
skills in new candidates. Meanwhile, only a minority of 6 (40%) of 15 participants of
23-26 years of age had a similar belief. Although the result that the older age group, of
more than 27 years, corresponded to the experienced participants’ group, the reason
why the younger inexperienced participants also believe that non-technical skills are
needed should be investigated further. The results of this analysis were derived from a
relatively small population; however, the result might be seen as identifying another
possible factor to be investigated further with a larger population.
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Figure 57. Comparison of the number of participants agreed on the percentage range of
employers’ expectation of non-technical skills value between experienced and non-
experienced participants, group by age.

Question 16, “What soft skills do you think an employer will require from you?”

Question 16 asked the participants about their opinions of those non-technical skills
which they believed could be required by an employer. Responses to this question are
displayed in Figure 58. Communication skills and team working skills are the top two
skills that the participants believed were likely to be required by employers
(Makasiranondh, et al., 2011b).
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Figure 58. The relative importance of non-technical skills required by employers, as

evaluated by participants.

Some further skills were suggested by the respondents; these are presented in the

following table:

Table 26: Other skills that employers could require from the participants

Number of times
Skills mentioned
Troubleshooting skills 1
Project management 1
Non-technical | Punctuality 1
Criticism management 1
Speed and accuracy 1
General technical skills 4
Technical Theoretical knowledge 1
Programming
development 2

These other skills mentioned by the participants revealed an interesting concern voiced

by the students, specifically regarding their skills development opportunities. Although

the questionnaire was focused on non-technical skills, there were a number of

participants who mentioned the value of the technical counterparts. Both groups of

skills are essential for graduates.
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6.3.3 University and teaching of non-technical skills

Question 17 was ““What are the soft skills development opportunities you think the

university, especially in internetworking units, should provide for you?”

Question 17 asked whether the internetworking units should also offer students the
opportunity of developing non-technical skills. The participants weighed the skills that
the university should provide in a very similar manner to that shown in Figure 58. The
highest rated skills were communication (84%) and working in teams (82%). Figure 59
displays these two skills as percentages, along with two other important skills,
leadership skill and emotional intelligence. These answers imply that students are
expecting the university to provide opportunities for the development of these skills in

particular ways.

W Agree Disagree
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Percentage of participants

Type of soft skills

Figure 59. The relative non-technical skills that university should provide in
internetworking units, as evaluated by participants.

Question 18, “What do you think will be the best mode of delivery for soft skills units?”

Question 18 asked how non-technical units should be delivered. The participants agreed
that it was preferable to learn non-technical skills from near real-life or practical
projects (89%). Other methods that also may interest students were the normal

classroom (74%) and role-playing activities (60%). In fact, the lowest rate of
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CHAPTER 7 CONCLUSION AND FURTHER WORK

7.1 Conclusion

The first major focus of this study was to confirm the usability of a remote laboratory in
internetworking education. Although the research mainly relied on qualitative data and
the findings were not able to be generalised, some conclusion may be drawn.

In internetworking education, in which the learning process is heavily reliant on
students’ practical usage of laboratories, the provision of local equipment may be both
limited and not cost effective for the universities concerned, especially in developing
countries and also in remote areas. An alternative, such as simulation software, could be
of benefit for use by students when the physical equipment is unavailable or
insufficient. However, simulation tools have a number of pedagogical issues due to their
unrealistic setting (Makasiranondh, et al., 2010c). The use of a remote access laboratory
could compensate these drawbacks of simulation tools, particularly the need for a steep
learning curve and the unreality of the setting (Corter, et al., 2007; Ma & Nickerson,

2006). This study could confirm the benefit of using remote laboratory (finding 5.3.4).

The superiority of the traditional physical internetworking laboratory cannot be
overlooked (Figure 36). Essentially, students preferred to learn by interacting with the
actual equipment in physical laboratories (finding 5.3.1). However, due to the limited
availability of such laboratories, this was sometimes not possible. The research findings
(5.3.2) concluded that the remote access laboratory should be integrated with
internetworking education as a supplementary system, which helped students to learn at
their own pace or as an additional component of a classroom-based internetworking

laboratory.

The use of a remote laboratory as a set of self practice tools was found to be acceptable
by the students in this research. However, an intensive introduction of students to an
unfamiliar online learning mode and tools may need to be provided, especially to the
students who have not experienced studying in an online mode. Benefits to the students
were not only limited to their increasing capability of learning in an online mode, but
also exposed them to a realistic learning environment that may be closer to their future
work. The responses of a remote laboratory surpass the unrealistic responses of
simulation tools, which are usually provided as a replacement of physical laboratories.
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A traditional remote access laboratory provided only text-based command line interface
(CLI) to remote devices. However, the remote access laboratory demonstrated in this
research enhanced the students’ learning experience by providing multimedia access
(finding 5.4.2), such as real-time video stream of actual devices, pedagogical tool state
model diagrams (SMDs) and voice-video communication with instructors
(Makasiranondh, et al., 2010c), with the further option of other graphical user interface
(GUI) configuration tools (Makasiranondh, et al., 2010a).

The CLI was essential in the remote access laboratory as the main network
manipulation tool, although it had some issues when being used as a learning tool.
However, the ability to see the actual equipment was voted as learners’ top preference,
and was considered to be closer to concrete learning. A remote access laboratory
benefits from displaying real-time equipment as it helps students relate their internal

logical abstractions to concrete physical visuals.

Furthermore, the usual benefit of simulation tools over a physical laboratory was their
ability to visualise the logical connection of laboratory equipment. This visualisation of
logical connectivity was used as a guide to how a logical model was constructed in
student minds. Traditional face-to-face and text-based remote access laboratories lacked
this visualisation assistance. SMDs were seen as a benefit through their usage in the
traditional classroom (Maj & Veal, 2007; Nuangjamnong, 2009). This research
demonstrated that the remote access laboratory can also benefit from the provision of

SMDs as a visualised learning resource.

This research demonstrated that SMDs can be integrated within the remote access
laboratory distance learning tool, through a simple low-cost web-based communication
(Makasiranondh, et al., 2011a). However, the slow response of the preliminary system
used in this research was the main obstacle. The current limitation was that SMDs need
local connectivity; hence it limited the means to provide software accessibility. Further
improvement to overcome this obstacle and further research are needed.

Success in using a remote access laboratory in distance internetworking education
would need to be based on a faster connection to equipment than was available in this
study, SMD diagrams-software and even better communication with remote instructors.
internetworking students, who are new to online learning resources, were heavily reliant
on local instructors. The implementation and application of a self-driven facility, such

as a remote access laboratory, needed to be adjusted to suit the learning style of
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students. Thai students, with a group learning style, may benefit from the provision of a

local instructor or a remote instructor who is efficiently accessible in real-time.

In term of soft skills or non-technical skills, internetworking students felt confident of
gaining their experience and enhancing their usage of skills through the use of a
laboratory, and other team-based technical activities (finding 6.3.3). This study
concluded that the emphasis on communication and team working skills in
internetworking was important and encouraging a strong belief that soft skills should be
delivered by being integrated in both technical and project-based units. However, this
study is also strongly concerned that learning such skills in an online-virtual facility
would have been problematic (Makasiranondh, et al., 2011b), as students related soft
skills to real life experience and would prefer to learn from experts directly. Further

investigation on the other supported reasons is needed.

The application of a remote access laboratory to a facilitated online learning resource to
distance internetworking students may assist their development of technical skills.
However, designing the appropriate activities of using online learning resources in order
to encourage internetworking students to develop their soft skills was considered as a

challenge. Further work is needed in order to address this problem.

7.2 Limitations

Overall, the limitations of this study were as the following:
e Limitation of resource availability

0 The equipment resources provided to distance students in this study was
from Edith Cowan University’s shared laboratories, which are normally
fully occupied by local students. The implementation and provision of

time for remote access to this laboratory was therefore limited.

0 As ECU’s students frequently utilised the laboratory, there was a conflict
between the availability of ECU’s laboratory and the remote participants’

available time.

0 With security concerns there were only limited networking protocols that
were permitted to be connected through ECU’s firewall.

e The limitations of data collection processes
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o The recruitment process required the researcher to visit the remote

university within Thailand, which added to the cost of research.

o Participants’ selection process was restricted as the participants needed
to be currently enrolled in internetworking course and familiar with the

operation of internetworking equipment.

0 The two hours work-shop time was considered to be a long session for
the participants; however, they still requested more practical usage time.
A longer term study could have been conducted if the course providers

had officially used the remote access laboratory as their teaching tool.

o Data transforming techniques such as NVivo, which was normally used
to transform qualitative to quantitative, can be applied efficiently to
mixed methods if the sample size is large enough (Driscoll, et al., 2007,
p.25). This study was concerned with a confined sample size and the

author decided to use non-transformative techniques.

o This study was conducted mainly using a qualitative approach, involving
a small number of participants; hence the ability to generalise the

conclusion was limited.

o There was a complication of the data collection process due to the long
distance between Thailand and Australia. This caused the data collection
to be limited to an online approach to gather data from the small group of

eligible participants.
e Limitation of remote access laboratory

o Bandwidth between the local and remote study sites was the main
limitation; providing both a graphical interface, and real-time video at
the same time required a larger bandwidth which slowed down the
response of the remote laboratory. The higher bandwidth of the National
Broadband Network (NBN) (DBCDE, 2010) may increase the future
opportunity to use remote access laboratories within Australia; however,
on an international basis the final throughput also depends on the
condition of the network on the receiving end, especially in a developing

country with slower bandwidth.
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0 SMDs software were designed to be operated locally and needed to have
an immediate connectivity to network equipment on the laboratory,
which limited the ability to provide the software to remote users. This
study could provide the software to remote users, but there was a trade-

off with corresponding high bandwidth consumption.
e Limitations of SMD GUI software

0 SMD GUI software is still a developmental phase. Although the current
version can identify the connection of network equipment through non-
proprietary protocol, SMDs still have a limitation when using with more

complex network topology.

0 The current version of SMD GUI can only be used to retrieve network
equipment information. The limitation is that the users cannot use the

SMD software modifying the equipment configuration directly.

7.3 Further work

In order to study the application of a remote access laboratory in internetworking
education, longer term research will need to be implemented. This will include the
collection of measurable quantitative variables such as study results. Further research
needs to be conducted as a full-semester study, which requires dedicated resources. A

larger number of participants and a greater number of groups also need to be studied.

Although SMD software cannot simulate network equipment behaviour, SMD software
can be used to integrate to simulation and emulation tools, and displaying simulated
network information to the designed SMD diagrams. Although the author has tested
such a preliminary integration, he decided to conduct the experiment due to the current

software limitations.
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Appendix C.  List of Acronyms

ABET Accreditation Board for Engineering and Technology
ACL Access Control List

ACM Association for Computing Machinery

ACS Australian Computer Society

AUQA Australian Universities Quality Agency

BCS British Computer Society

CCNA Cisco Certified Network Associate

CCNP Cisco Certified Network Professional
CLI Command Line Interface

CMS Content Management System

CNAP Cisco Network Academy Program

DBCDE Department of Broadband Communication and the Digital
Economy

ECU Edith Cowan University

EIGRP Enhanced Interior Gateway Protocol

GAAs Government Accreditation Authorities
GNS Graphical Network Simulator
GUI Graphical User Interface
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IAU International Association of Universities

IEEE Institute of Electrical and Electronics Engineers

IEEE-CS Institute of Electrical and Electronics Engineers - Computer

Society
IETF Internet Engineering Task Force
I0S Internetwork Operating System
IP Internet Protocol
LAN Local Area Network
LMS Learning Management System
MIB Management Information Base
NBN Australian National Broadband Network
NIC Network Interface Card
NMS Network Management Station
PC Personal computer
QAF Quiality Assurance Framework

RADIUS Remote Authentication Dial In User Service

RDP Remote Desktop Protocol
RIP Routing Information Protocol
SCSS School of Computer and Security Science
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SDM

SMD

SNMP

SOLO

SSH

TACACS+

TCP/IP

TEQSA

UDP

URL

VDO

VLE

WAN

Secure Device Manager

State Model Diagram

Simple Network Management Protocol

Structure of the Observed learning Outcome

Secure Shell Protocol

Terminal Access Controller Access-Control System

Transmission Control Protocol / Internet Protocol

the Tertiary Education Quality and Standards Agency

User Datagram Protocol

Uniform Resource Locator

Video

Virtual Learning Environment

Wide Area Network
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Appendix D.  Questionnaire of Internetworking education

Project title: An Investigation into Internetworking Education
Questionnaire

This questionnaire is designed to provide information for an investigation into
internetworking education. Please read the information letter as this explains intentions
of this research project. Please ensure that you write your student identification number
on the questionnaire which will be used as a code to identify the set of data for the
research purposes only. Also ensure that you do not write your name or any other
comments that could potentially identify you on the questionnaire. Before completing
the questionnaire, please make sure that you have consented to take part in this research

by filling in the consent form.

There are three sections in this questionnaire:
- Part A) Background of participant
- Part B) The evaluation of remote access laboratory (E-learning environment)
- Part C) The evaluation of using the State Model Diagram (SMD) application

Please specify your university name:

Part A) Background of participant
(Please complete by marking your choice in the appropriate box)

1. Is your course related to Information Technology or Computer Science?

DYes, I am studying Information Technology.
DYes, I am studying Computer Science.

DNO, I am not studying either of those courses. | am studying..........cccceeevevvveiiennen.
2. lama

D Full-time student

D Part-time student
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[ other (Please specify)......cccoeviiiiininnnns

3. Are you an off-campus student?

DYes, I am. If “yes”, How far away — are you from your university campus?

DNo, I am not
4. What level of qualification are you studying?

Liama postgraduate student

iaman undergraduate student

5. On which year of your course are you currently enrolled?

L1 am in the first year. L1 am in the second year.
L1 am in the third year. L1 am in the fourth year.
5.1 Is this the last year of your course?

O ves

L No

6. Does your university provide an internetworking laboratory facility with your

course?

DYes, they do. Please go to question number 7

DNo, they do not; if “no” please give reasons and then go to Part B
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7. What form of internetworking laboratory facility does your university provide?

NOTE: Please do not include access obtained as part of this research project.
(L Traditional face-to-face laboratory, please specify the size of laboratory

Number of routers
Number of switches
Maximum number of students in the laboratory at any

one time.

O Simulation based laboratory, please mention the software

[ Remote access laboratory

| Other, please SPeCIfY ......ovirii

8. 1 getall of the access to the university inter-networking laboratory that I need.

Strongly Disagree Neutral Agree Strongly agree
disagree

Could you please explain your answer in more detail?
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Part B) The evaluation of remote access laboratory

Strongly Disagree Neutral Agree Strongly
disagree agree
Question

9. | feel confident when learning
computer networking in remote
access classroom.

Why? Please give the reasons.

Strongly Disagree Neutral Agree Strongly
disagree agree

Question

10. The university should use
remote classrooms as a main tool
for teaching computer
networking?

Why? Please give the reasons.

Strongly Disagree Neutral Agree Strongly
disagree agree
Question

11a. When compared with the
traditional hands-on
laboratory, | prefer to do the lab
exercises via the remote access
laboratory.

Why? Please give the reasons.

Strongly Disagree Neutral Agree Strongly
disagree agree
Question
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11b. When compared to the
simulation laboratory, | prefer
to do the lab exercises via the
remote access laboratory.

Why? Please give the reasons.

12. What is your preferred method for learning computer networking?

Strongly | Disagree | Neutral

disagree

Agree

Strongly
agree

12.1) | prefer to learn by using a traditional
face-to-face laboratory more than any
other type of laboratory.

12.2) | prefer to learn by using the
simulation laboratory more than any
other type of laboratory.

12.3) | prefer to learn by using the remote
access laboratory more than any other
type of laboratory.

12.4) | prefer to learn just in the lecture
without the necessity of practising in a
laboratory

Please give the reasons?

13. Please rate the option(s) below of your opinion on the benefit(s) of using a remote

classroom in your university.

Strongly | Disagree
disagree

Neutral

Agree

Strongly
agree

13.1) The remote laboratory was easy to
use.
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13.2) | can use this remote facility
anywhere | would like.

13.3) The laboratory provided realistic
equipment responses in the experiment.

13.4) Remote laboratory provided good
accessibility to the equipment.

13.5) Laboratory session can  start
immediately in the same room as
lecture.

13.6) The remote laboratory provided the
ability to control different equipment
from one computer screen.

13.7) Using the remote laboratory is a
more efficient use of my time than using
a traditional hands-on laboratory.

13.8) The remote laboratory has less
safety hazards than a traditional hands-
on laboratory.

13.9) The remote laboratory is potentially
useful for disabled students.

Other opinions, please specify

13.10)

13.11)

13.12)

13a. Are there any other advantages of using a remote classroom that you would like to

suggest? Please specify.

14. Please rate as to what you believe are the disadvantage(s) of using a remote

classroom in your university.

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

14.1) Laboratory setup is confusing.

14.2) The equipment does not respond
quickly enough.

14.3) There is a lack of necessary physical
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interaction with the equipment.

14.4) | am often confused as to which
device | am currently working on.

14.5) A lot of the time, | worry that the
physical setup at the laboratory may be
different to what | understand.

14.6) | feel limited by the fixed physical
topology that | have to follow and do
not have enough flexibility.

14.7) Timely communication with the
remote instructor is a major issue

14.8) | felt disconnected from the physical
reality of the devices by using the
remote laboratory.

Other opinions, please specify

14.9)

14.10)

14.11)

14a. Are there any other disadvantages of using the remote classroom that you would

like to suggest? Please specify.
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15. What do you suggest should be available in a remote classroom?

16. Please rate these following statements based upon your experiences of using the

remote access laboratory.

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

16.1) The remote instructor can look after
you more effectively in the remote
laboratory session than if the same
instructor were in the same lab with you.

16.2) 1 can focus upon configuring the
equipment without the need to setup the
physical connections.

16.3) | still prefer to learn computer
networks in a conventional face-to-face
laboratory.

16.4) Remote laboratory access and study is
more convenient than using a conventional
laboratory.

16.5) 1 still need a local instructor to be with
me even though the remote instructor was
there to help during the remote lab time.

16.6) There is more freedom working with
remote instructor without supervision from
a local instructor.

16.7) It would be more convenient for me if
the remote facility had a booking system.

16.8) It would be more convenient for me if
it is available 24/7.

16.9) It would be more convenient for me if
the remote access laboratory provided a
graphical user interface where by | could
click on the icon of a device within a
network topology diagram to gain access
to configure that device.

16.10) It would be more convenient for me to
be able to save my configurations so that |
can return to a laboratory exercise at a
future session.
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16.11) It would be wuseful to have the
convenience of remote access laboratory
available 24/7 even when a traditional
hands-on laboratory is provided.

Why? Please give the reasons. (Please note the question number that you are referring

to)

17.) Please give reasons of why you need or don’t need a local instructor to be with

you during the remote laboratory session.

18.) Please give reasons of why you need or don’t need a remote instructor to be with

you during the remote laboratory session.

Part C) The evaluation of using SMD application

19. What is your preferred method for studying networking technology in a remote

classroom environment?

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

19.1) Text-based Command Line Interface
(CLI) only

19.2) Text-based CLI with a webcam
showing in real time the networking
equipment

19.3) Text-based CLI and SMDs running
simultaneously

19.4) Text-based CLI and SMDs with a
webcam showing in real time the
networking equipment
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Please give the reasons.

Strongly Disagree Neutral Agree Strongly
disagree agree

Question

20. The university should use
SMDs as a main tool for teaching
computer networking in the
future?

Why?

21. The SMD helps you to do the following tasks.

Strongly | Disagree | Neutral Agree Strongly
disagree agree

21.1) Memorize the content of the course

21.2) Understand by visualizing the diagram
that SMDs provide

21.3) Understand the concept of networking
without memorizing different commands

21.4) Focusing upon the result and content of
the laboratory exercise without needing to
be concerned with the input and output of
appropriate CLI commands.

21.5) SMDs help me to retain the knowledge
that I get from the laboratory.

21.6) The responses of SMDs in the
laboratory makes me understand the
content.

21.7) SMDs encourage me to learn.

21.8) SMDs allow me to focus on learning to
configure the network equipment without
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losing track by needing to check the result
of commands at the same time.

22. Would you like to give any comment on the disadvantage of SMDs? Please specify.

23. SMDs with a remote access laboratory

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

23.1) SMDs are helpful for me to learn in the
remote laboratory situation.

23.2) SMDs assist the learning process in the
remote access laboratory.

23.3) SMDs help me to gain confidence in
device configuration as | can actually see
the results from the diagrams that SMDs
provide.

Please give the reasons.

24. Do you have any suggestion when using SMDs in a remote laboratory? Please

describe.

25. Overall evaluation of SMDs

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

25.1) The wuser interface of the SMD
software was easy to use
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25.2) The response of the SMD software is
fast enough to be used effectively.

25.3) To be able to modify network
configuration directly via the SMD
software would help my learning.

Please give the reasons.

26. Please note any further comments that you may wish to add (if any) about the above
topics.

27. Were there any other questions that you believe would have been useful for us to
ask, but were not included? If so what questions were they?

Thank you for your participation
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Appendix E.  Questionnaire of Soft skills

Project title: Student perspective on workplace technical and non-
technical skills development in internetworking education

Questionnaire

This is an anonymous questionnaire and was designed to collect information for
research related to an investigation of technical and non-technical skills in
internetworking education. Please read the Information letter carefully as this explains
the intentions of this research project. Participants completing the paper-based version
of the questionnaire should not write their names or any comments that may identify
them to the research team. By completing the questionnaire, you are consenting to take

part in this survey stage of the research.

There is an additional part of this research which will involve an interview. This
interview activity is a separated study from this questionnaire. Please read the
information letter carefully and contact the researcher, if you wish to take this additional
part of interview. For your information a list of the interview questions have been

provided in the last section of this questionnaire.
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There are 5 sections of this questionnaire.

Part

Page number

Part 1 General questions
Part 2 Soft skills in general
Part 3 Identifying existing soft skills

Part 4 Identifying the source of soft skills

Part 5 Communication skills
Interview questions

Part 1 General questions

Please choose an appropriate answer that describes you the most clearly.

1. What level is your course?

a.

b.

e.

f.

Bachelor

Graduate Diploma
Graduate Certificate
Masters

Doctorate

Other, please specify

2. What kind of course are you enrolled in?

248

a.

A degree by Coursework

b. A degree by Research

C.

Other, please specify




3. What course are you enrolled in?
a. Bachelor of Information Technology (U67)
b. Bachelor of Computer Science (U65)
c. Bachelor of Science (Networking Science) (K87)
d. Graduate Certification in Network Technology (U38 or VV27)
e. Graduate Diploma of Network Technology (S513)
f. Graduate Certificate in Information technology (745 or F06)
g. Master of Games and Simulation Programming (147)
h. Master of Network Technology (138)
i. Master of Science (Computer Science) (139)
J.  Master of Computer Science (145)
k. Master of Information Technology (146)
I.  Doctor of Information Technology

m. Other, Please specify

4. What year of study are you in?
a. First year or single year program
b. Last year
c. Short program (less than 1 year)

d. Other year, please specify

5. Do you consider your self as a full time or a part time enrolled student?
a. Full time
b. Parttime

c. Other, please specify

6. In what percentage you consider yourself as an On campus student? Please
answer by specify an approximate percentage of units that you enrol to be
studied On campus.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

F'erc:entag_e of units enrolled I - I - I c I c I c I~
to be studied On campus

7. Other please specify.
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Please list the units that you have already completed.

8. Please specify the unit(s) that you are currently enrolled in this semester.

9. Could you specify your age in the given range in years?

j.

0-18

19-22
23-26
27-30
31-34
35-40
41 -44
45 - 48
49 - 52

Over 53

10. Have you had any previous work experience?

a.

b.

Yes
No

11. How many years of work experience which equivalent to full-time work, do you
have? (please specify)

years months

12. How many years of this work experience related to the IT or computer field?
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13. How many years of work experience do you have related to computer
networking?
years months

14. Could you please specify your main area of work?
a. Computer Network related work
b. Computer Software related work
c. Computer Database related work

d. Other, please specify

Part 2 Soft skills in general

Soft skills or non-technical skills are skills apart from technical knowledge that you
have learned from normal engineering and science textbooks or courses. These skills
are, for example, communication skills, emotional intelligence, project management
skills and many more. Such skills can be critical for some jobs, especially if they
involve dealing with customers who have no technical background. For example, good
practice in communication skills may help a technical person understand more of
customer requests, expert practice in emotional intelligence skills means someone can
behave well in a difficult situation, and so on.

These are some brief definition of some well-known soft skills.

Communication skills: an ability to communicate with other people with
different backgrounds, verbally and non-verbally.

Leadership skills: a skill to coordinate, persuade and motivate the people in a
team to function fully and complete joint tasks. Sometimes leadership skills relate to
how to use authority as well as being assertive.

Working in teams: the process of working collaboratively with other people to
reach the same goals.

Emotional intelligence: an ability to learn and recognize people’s emotional
states in order to minimise any impulsive or unpleasant behaviour.

This section of the questionnaire seeks to collect your opinions about many aspects of
these skills.

Please rate yourself in the appropriate agree or disagree box.

15. You feel that the current course that you are undertaking builds your soft skills?

Strongly Disagree Neutral Agree Strongly agree
disagree
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16. What soft skills do you think an employer will require from you?

Strongly | Disagree | Neutral | Agree Strongly
disagree agree
16.1) Communication
skills
16.2) Leadership skills
16.3) Working in teams
16.4) Emotional

intelligence

Other skills please specify

16.5)

16.6)

16.7)

17. What are the soft skills development opportunities you think the university,

especially in internetworking units, should provide for you?

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

17.1) Communication skills

17.2) Leadership skills

17.3) Working in teams

17.4) Emotional intelligence

Other skills please specify

17.5)

17.6)

17.7)
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18. What do you think will be the best mode of delivery for skills units?

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

12.5) | prefer to learn soft skills in the
classroom.

12.6) | prefer to learn soft skills via an online
course

12.7) 1 can learn it from online facility such
as Skype

12.8) | prefer to learn soft skills from taking
part in a play acting scenario

12.9) | prefer to learn soft skills from a near
real life project or practice project

| prefer to learn in a different way. (Please
specify)

12.10)

12.11)

12.12)

19. If you had a chance to create a new internetworking curriculum, would you like
to include some dedicated soft skills units?

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

19.1) | prefer to have only ONE unit
dedicated to soft skills for the entire study
period.

19.2) | prefer a chain of continuous units that
run consecutively through out my course.

19.3) | prefer to be taught these soft skills
during the normal classroom session of
normal technical units.

19.4) | prefer the project units to challenge
me into building some soft skills.

19.5) I would have learnt soft skills myself
and am not interested in learning them
from any university units.
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20. In your opinion, as a student, what percentage of the current coursework in

which you are enrolled contributed to building your soft skills?

0%

25%

50%

75%

100%

21. In your opinion, as a student, you think that the current portion of soft skills
teaching is enough for you to build your soft skills?

Strongly
disagree

Disagree

Neutral

Agree

Strongly agree

22. In your opinion, as an employer, what percentage of soft skills do you expect
from new employees compared with their internetworking technical skills?

0% 25%

50%

75%

100%

23. Please identify the soft skills that are familiar (you heard about them before)

Strongly | Disagree

disagree

Neutral

Agree Strongly

agree

23.1) Communication
skills

23.2) Leadership skills

23.3) Working in teams

23.4) Emotional
intelligence

Other skills please specify

23.5)

23.6)

23.7)
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Part 3 Identify existing soft skills

This section of the questionnaire is designed to measure your opinion of a variety of soft

skills.

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

24

. People in my project team can verbally
understand me well.

25.

People in my project team can understand
me well when | use non-verbal signals.

26.

| feel confident when communicating with
my lecturers.

217.

| feel confident to communicate with clients
in the real work environment.

28.

| feel that | can lead other team members to
conduct group work.

29.

| prefer to follow other team members’
decisions, regardless of my own opinion.

30.

| listen to every opinion of my team
members before making the decision.

31.

| prefer not to work in a team.

32.

| feel more confident working alone.

33.

| feel more comfortable working with other
people.

34.

| want to work with other people with
different backgrounds.

35.

During project work, | prefer to work only
with friends I’ve known previously.

36.

| am prepared to take responsibility for any
group decision that my team members
make, even if it is in conflict with my own
opinion.

37.

| feel I can persuade people in my team to
believe in my decisions.

38.

| don’t want to express my own opinions
when it comes to group decisions.

Strongly
disagree

Disagree

Neutral

Agree

Strongly
agree

39

.1 don’t think a professional approach is
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necessary as we are still students.

40. 1 have always compared my work to the
professional standards.

41. 1 feel that other people in my team cannot
understand me well enough.

Part 4 Identify the source of the skills
42. Please rate the sources from which you believe you have learnt soft skills.

Strongly | Disagree | Neutral | Agree | Strongly
disagree agree

42.1) Schools

42.2) Work experiences

42.3) University study

42.4) Family

42.5) Friends

42.6) Social activities

42.7) Project in the current university courses

42.8) Normal unit in university courses

42.9) Group work with other students

42.10) Group work within project units

42.11) External training apart from university

Other, Please specify

42.12)

42.13)

42.14)
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43. Source of the skills: You have learnt these following skills from your previous
experience outside this university?

Strongly | Disagree | Neutral | Agree | Strongly
disagree agree

43.1) Communication skills

43.2) Leadership skills

43.3) Working in teams

43.4) Emotional intelligence

Other skills, please specify

43.5)

43.6)

43.7)

44. Source of the skills: You have learnt these following skills from this university?

Strongly | Disagree | Neutral | Agree | Strongly
disagree agree

44.1) Communication skills

44.2) Leadership skills

44.3) Working in teams

44.4) Emotional intelligence

Other skills, please specify

44.5)

44.6)

44.7)
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Part 5 Communication skills

This part focuses particularly upon Communication skills

45. Do you think the current networking curriculum helps you to build overall

communication skills?

Strongly Disagree

disagree

Neutral

Agree

Strongly agree

46. Do you think the current networking curriculum helps you to build the following
specific communication skills?

Strongly | Disagree
disagree

Neutral | Agree Strongly
agree

46.1)

Oral communication

46.2)

Presentation

46.3)

Written communication

46.4)

Listening skills

46.5)

Reading skills

Other, please specify

46.6)

46.7)

46.8)

Avre there any questions that we have not asked you about soft skills? Please give us
suggestions for any further questions we should ask.
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Interview questions include as open ended questions
These questions are those that will be asked during the interview should you
wish to participate.

1. What are the most difficult experiences that you have found during your project?
Please identify the soft skills you can gain from working in projects.

2. Do you think the current internetworking curriculum contributes to build your
soft skills?

a. If so how?

3. What are your opinions of the technical content of the current internetworking
curricula?

Thank you
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