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LOOKING TO iPHONE BACKUP FILES
FOR EVIDENCE EXTRACTION

Clinton Carpene
School of Computer and Security Science, Edith Cowan University
Perth, Western Australia
ccarpene@our.ecu.edu.au

Abstract

iPhone logical backup files can provide forensic examiners with almost the entire contents of its host phone up
until the point that the backup took place. This paper serves to provide an overview of the information attainable
via the analysis of an iPhone backup, making references to the applicability of such analysis in the digital
forensics field.

The paper introduces the backup directories for various common operating systems, and exposes the contents.
Information about the property lists (plist files) containing information about the backed-up device and its
contents are detailed, along with the mbdb/mbdx database files, and finally the extension-less backup files, is
provided. Tools such as the iphonebackupbrowser, iPhone/iPod Backup Extractor and Oxygen Forensic Suite
are discussed for their suitability with extracting iPhone backup data. Finally, a taxonomy of potential
information of forensic interest is included, highlighting common filenames, the contained information; and
their purpose in an investigation.

Keywords

108, iPhone, Forensics, Mobile, Smartphone, logical backup.

INTRODUCTION

The Apple iPhone is one of the most popular smartphones available today. With over 108 million iPhones
reportedly sold as of March 2011 (Dediu, 2011), it is becoming crucial that these devices are considered during a
forensic investigation. The capabilities of a smartphone such as the iPhone lend itself to housing potential
evidence. Equipped with between 8 and 32GB of storage capacity, and with built in camera, email, social
networking, SMS, calling capabilities and more, the iPhone is a potential gold mine for digital evidence.
Unfortunately at present, no method of creating a forensically sound, raw image of the iPhone device exists
without the phone being jailbroken (a term meaning the phone has been modified to install homebrew or
custom/unlicensed applications) or altered in some fashion. This means that unless the phone is jailbroken, the
integrity of the device will need to be compromised in order to extract evidence, or alternatively, logical
evidence will need to be examined. Additionally, whilst the iPhone may be a desired article for examiners, the
device might not always be present at a crime scene.

Another way to extract evidence from the phone, however, is to turn to the logical backups stored by the
complementary application, iTunes. iTunes is a computer based (PC or Mac) application that interfaces with the
iPhone, and is required upon initial setup to register the phone and transfer music to the device. iTunes, however,
also maintains incremental backups of an iPhone, so that it can be restored in the event of a system failure, or
upon receiving a new phone. Incredibly, these backup files are, by default, stored as unencrypted files in a set
directory on the host computer, and the information stored within the files is simply staggering. Consequently,
such investigations can even proceed in the absence of the suspect’s device.

This paper overviews some of the tools currently available for analysis of iPhone backup data. The document
also details the locations, contents, filetypes and common information uncovered through investigating an
iPhone logical backup directory. Evidence in this report has been extracted from the author’s iPhone 3GS mobile
device (version 4.3), which was backed up using iTunes (version 10.2.2), however the procedure is relevant for
all iPhone models, and iTunes version 9.2 upwards (slight variations exist in iTunes version 9.1 and below that
will affect the structure of files listed in this document (rene.devichi, 2010b)). Some of the filenames, attributes
and contents have been edited to protect the privacy of the author. Additionally, it is important to note that this
document is a paper on the possible evidence recoverable from the iPhone backups, and not an actual forensic
analysis of such a device. As a result most forensic procedures have been omitted from the paper. In legitimate
situations, it is important to consider all standard forensic practices and local, state and federal laws and
regulations regarding data acquisitions and analysis.
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EVIDENCE EXTRACTION
BACKUP DIRECTORIES

iTunes stores all backup files in a directory on a host computer system. Depending on the operating system the
directory varies. Error! Reference source not found. displays a list of common operating systems, and the
expected, default location for iTunes backup files.

Table 3 — Common iPhone backup directories (AccessData, 2010)

(0N Directory Notes
Windows 7/Vista <Systemroot>:\Users\<Username>\AppData\Roaming\Apple | <SystemRoot> refers
Computer\MobileSync\Backup)\ to the Drive letter of
the System Drive

(typically ‘C’°) and
<Username> refers to
the user’s home

directory
Windows XP <Systemroot>:\Documents and <SystemRoot> refers
Settings\<Username>\Application Data\Apple to the Drive letter of
Computer\MobileSync\Backup\ the System Drive

(typically ‘C’) and
<Username> refers to
the user’s home
directory

Mac OSX ~/Library/Application Support/MobileSync/Backup/ ~/ refers to the users
home directory.

In these directories iTunes creates a subdirectory with the name of the device’s Unique Device Identifier
(UDID). The unique identifier is a string that is, according to Apple, guaranteed to be unique for each device,
and takes the form of a 40 digit hash value of various device hardware identifiers (Apple Inc., 2010). The value
of the UDID is stored in various parts of the iPhone backup file, such as the Info.plist, and Manifest.plist files,
and is obtainable through iTunes when an iPhone device is connected. Stored within the backup folder is a
plethora of files that will be discussed in the following section.

BACKUP FILETYPES
Property list (plist)

The plist file is Apple’s proprietary Property List file format. The document uses XML to define data fields and
attributes. Plist files are typically used to contain metadata, or properties and attributes pertaining to a device,
application or files.

Table 4- Property List files in backup directory
File Description/Purpose

Info.plist The information property list contains details about
the iPhone device, such as name, model, firmware

version, and identifiers. (Hook & Gaffaney, 2009)
Manifest.plist This file contains a list on applications from the

iPhone device. The Manifest.plist file’s role has
recently changed (as of iTunes 9.2), where it used to
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perform the role of the previously non-existent
Manifest.mbdb and Manifest.mbdkx files. (Hook &
Gaffaney, 2009; viaForensics, 2009)

Status.plist Status.plist contains information pertaining to the
device’s backup history. (viaForensics, 2009)

« N Mg’ "
<rxml version="1.8" encoding="UTF-5"7>
=<!DOCTYPE plist PUBLIC "-//Apple /D7D PLIST 1.8/7EN" "http:/dwew.apple.com/DTDs/ m
Propertylist-1.8.dtd">
<plist version="1.8">
-adict=

<ev=Build Version/keys
<string=GF198</string=
<keyv=Device Mame</key:s

<zt ing-JIIN iFhone</strings
<key=Display Nome</keys
dtring_iPhone&strinw
eey=Gl D= key>

ey=ICCI D= ke
-<string-59610z N </t ing=-
ev=IMEl < key=
<string:a119: L string=
<ev=Last Bockup Dote</keys
<datex2A11-B5-A3T03 12 252/ date=
<ev=Product Type=/keys
<string=iPhonez ,l</string=
<kev=Product Versioh</kevs
w=tring=4.3«/string>

dev=Serial Humber-/key=
ﬁtring>8?92-</string>
<eyv=Target Identifier</key=
sstring>71bct2 7720 =555 </t g
dey-Target Type</keys
wtring=Device</string=

<keyv=Unique Identifier</kev=

Figure 8 - Info.plist displayed in a primitive text editor

mi| @ » | [ |info.plist ) No Selection
Key Type Value
Build Version string 8F190
Device Name String P iphone
Display Name String _ iPhone
GUID string DA4FE73EEE I C 284 8FF
iBooks Data 2 Data <62706c69 A 2 0304056:
ICCID String aos 102
IMEI String BEL |
- iTunes Files Diction... (9 items)
b iTunes Settings Diction... (2 items)
iTunes Version String 10.2.2
Last Backup Date Date
Product Type String iPhone2,L
Product Version String 4.3
Serial Number string EVEY
Target Identifier string 71bdb2772 e a5
Target Type String Device
Unigue Identifier string 718062772 s ES
A

Figure 9 - Info.plist displayed in Apple's Xcode plist viewer.




Mbdb and Mbdx

The mbdb and mbdx files in the backup directory are database files containing the records of files that need to be
backed up or restored to the iPhone device. According to programmer rene.devichi (2010b) the mbdb and mbdx
files take over the role of the Manifest.plist file from previous iterations of iTunes (pre-iTunes version 9.2).

File

Manifest.mbdx

Manifest.mbdb

No file extension.

File Header

The first 4 bytes of the file
are “6D 62 64 78” which
translates to the ASCII
“mbdx”, denoting an mbdx
file.

The first 4 bytes of the file
are “6D 62 64 62” which
translates to the ASCII
“mbdb”, denoting an mbdb
file.

Table 5 - Mbdb and Mbdx files in the Backup directory

Description/Purpose

This file is an index file describing the
data that needs to be backed up or
restored to the iPhone device.

It contains; the Key of the file
(discussed in the “No file extension.);
and whether the file is a symbolic link,
file or directory. (rene.devichi, 2010b)

This file is the database that stores
information about the data to be
backed up or restored to an iPhone
device.  Absolute  file  directory,
Timestamp, hash values, file size, and
User/Group IDs are stored in this
database. (rene.devichi, 2010b)

There are a number of files in the Backup/ directory that exist without a file extension. Whilst these files exist
with no extension, it can be difficult at a glance to determine what the file actually is. These files are, in fact, a
number of different files and formats, including images, videos, voice recordings, sqlite databases, text
documents, and other miscellaneous files, with their extension removed. The extension-less files contain all of
the actual documents and files that have been backed up from the suspect phone. A simple UNIX or Linux file
command can be used to discern the property type of each file in the directory, as depicted in Figure 10.
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A MO Terminal — bash — 105x34

| 9eBRd17fb7c2d9e51eBcd4BbBec@22cB475B073 d: data B
| BeB2f5088T3ceB251B40B52243eb36TBbROES1ete: JPEG image data, JFIF standard 1.81 -
| OeBbb3alle2fBdd7494c462494abfB2abdB233a8: PMG image, 97 x 118, B-bit/color RGBA, non-interlaced
| Bebl@2554BB6Eeb680ddbbBb258 52432 c21efhB: JPEG image data, EXIF standard
| Bedladc7fcf371fesB@3feccl2f2550d18d4a30: JPEG image data, EXIF standard 2.21
efbOR4f0B31e5b1625d3d94B77dadhalfdala3s: XML document text
| 9f15a31c441ecdB16554507 f5B0che2B@a033 el JPEG image data, EXIF standard
!Bf4dd6B4BE53BCB13bBB495c1f513139c1b39b35: JPEG image data, EXIF standard
| 9f6c1b585acdb6f4bac3eBa2844b311cbe2db2aa: JPEG image data, EXIF standard
| 9¥7421920256875330=0a4aBBdec7B3f545b0435: JPEG image data, EXIF standard 2.21
| BfBebBe2BZZaaclc3alel3acTddZadfdf6EaZabe: JPEG image data, JFIF standard 1.81
| Ofade2f106c3bbd20bacB545b4BT2ea765974bBE: JPEG image data, EXIF standard 2.21
| 9fcc24ae2d339c5f2a45d36611eebB59485eec96: I50 Media, MPEG w4 system, 3GPP
| 9fd428731683459df735f10edcf1173064e4f43b: JPEG image data, EXIF standard 2.21
ff3b5aB267ad152552b957 7Theec5Bblddebed4b: Apple binary property list
nfo.plist: XML  document text
anifest.mbdb: data
| Manifest.mbdx: data
| Manifest.plist: Apple binary property list
| Status.plist: Apple binary property list
5aBlf4BBSB39?3BSElBaS???19554Ef5?’065bbf98: JPEG image data, EXIF standard 2.21 m|
| aB30f47b3d9c1e@31T17ad94bBA436150599a87d: PNG image, 328 x 287, B-bit/coler RGBA, non-interlaced
| aP3a2deB4dd271ebadbcfecdcd7aalla52Bc22b5: JPEG image data, EXIF standard 2.21
| aB45729fc27a3d23d475373cealf13e5a608cf4c: data
!3345294f5362ccaf93425ece263f35392f534edb: I50 Media, Apple QuickTime movie
| aB761fBb2f5365ba91a1725b3442803558bac292: JPEG image data, EXIF standard 2.21
BcdfBf3545bdf9d24286d3ef24d9bcch@bb7125: JPEG image data, JFIF standard 1.81
| aBd717adbf2193004bb5d2856347fc11420bERS3: JPEG image data, EXIF standard
!anbcchaecbc?eBachea11?d42961f332e3235: XML document text
| a11ebc3c3508364cal1a544df4767d4Bedec2hbb3: JPEG image data, EXIF standard
1317161a3ba22065Be@27304c5f3d78bfbcBbBT: ASCII text, with no line terminators
| a13f941bd4e1dal12bald7aB54cf6718c12caacec: JPEG image data, JFIF standard 1.81 "
!a1423elaeZdBBfo?fbaef42b333685d??b689f6: JPEG image data, JFIF standard 1.81 v|
| ald4fcf2@elec377924eled36Te3e5cBebfl2fed3: JPEG image data, JFIF standard 1.81 ji

Figure 10 - UNIX file command displaying file types in the Backup directory

These files are characterised by a 40-character string, which is also the file’s “key”. In order to attain the file’s
key, its domain and its location on the filesystem is hashed using the SHAI algorithm (Crosby, 2010). The hash

40-character hash value is then used as the file’s filename and key across the backup process. The key is used to
identify the file within the relevant plist and mbdb files.

As an example; the SMS database file (sms.db) is a member of the Home Domain and is located at
Library/SMS/sms.db. The key for this file would be attained by taking a hash value of the following string;
HomeDomain-Library/SMS/sms.db

This results in a hash value of 3DOD7ESFB2CE288813306E4D4636395E04743D28, which is a valid filename
in the Backup directory as evidenced below.
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anNnm ] 71bdb: 89fae585

<[> &[=of a

[

DEVICES
-1 Macintosh HD
El iDisk
[ _ | Rermnote Disc
PLACES
A Desktop 3d0d7e5fb2ce288813306e4d4636395e047a3d28
(j\j
-:J&g Applications
[ 7| Documents
& Dropbox Name A | Date Modified
| 3dDa%c78ff7de6697cabc85458d101e00f07822f 02/05/2011 6:30 PM
Sond B 3d0d7e5fb2ce28881330604d4636395e04723d28 02/05/2011 6:29 PM 0
A oAy | 3d0dc49aa72f721c0ab0fB228464f67c13f8d22c 02/05/2011 6:30 PM
(L) Yesterday 3d1c7713143a4787f9133f44425425748078d38c 02/05/2011 6:28 PM
L5} Past Week | 3d1dOeca276f8b4ab4d0Sefad1909e4290e88a48 02/05/2011 6:33 PM
(] All Images 3d1dc9995446d2600cab25df532745ef0755¢c18b 02/05/2011 &:30 PM
(] All Movies | 3d9czaf4al80d31600b3d5d9a6c5610cffS7dede 02/05/2011 6:29 PM
(i3] All Documents | 3d67df30711a545953b0923f462bcece 18773102 02/05/2011 6:28 PM
| 3d43536e8c5003d865caeedf62d30b4c6f7453fc 02/05/2011 6:31 PM
| 3dB5054c9dbab76fd5a%1670edabcb5db07 7960 02/05/2011 6:30 PM
| 3d240090f584745f3acf0e6Bal0e2a065c07 4846 02/05/2011 6:32 PM
3dbdd9f90ec7bc5b9741239696590cB63b0805 1d 02/05/2011 6:31 PM
| 3dc3b4bfaf983be259bf7348437308494a6d8921 02/05/2011 6:30 PM
IAFITFACGI W1 3AENENad 7 Tddar N Th7fhdfher2 8 = N2/05§2N11 5311 P4
| = J 4 |
1 of 2,579 selected, 146.52 GB available s

Figure 11 - Backup directory highlighting presence of sms.db.
TOOLS FOR EVIDENCE EXTRACTION

In order to analyse the iPhone backup data, an investigator should utilise software for assistance. Whilst any hex
or text editor can be used to view the iPhone backup files, and attempt to piece together information about the
device, dedicated software can allow the information to be presented in an easily understandable format. For this
report, I will discuss the software that I found the most helpful when analysing the iPhone backups, however
many additional options for interpreting the data do exist and may be more beneficial, depending on the scenario.

Iphonebackupbrowser

The “iphonebackupbrowser” (2010a) is an open source application, developed by Google Code developer
rene.devichi, that is used to represent the information in the iPhone backup directory in a meaningful fashion to
assist with data analysis (rene.devichi, 2010a).

Once launched, the application searches the backup directory (by default uses the iTunes default backup
location, but can be manually defined) for the Info.plist file. Once found, the file is loaded into the application,
along with the accompanying Manifest.mbdb, Manifest.mbdx, Manifest.plist and Status.plist files. Together, the
information from these files is displayed as a list, by application name, as depicted in Figure 12. The relevant
files associated to each application are listed in a sub window, along with the file’s metadata, including the key
that can be used to identify and execute the item in the backup directory. All of this information can be exported
to a comma separated value (CSV) document using the “List” option.

At this point it should be noted that none of the information in the iPhone backup directory was altered through
the use of the iphonebackupbrowser. The analysis was completely non-invasive. This was verified by taking a
hash value of all the files in the directory (outputted to a log file), opening the application and browsing the data,
and then repeating the hash values, and comparing the results using a Unix diff command. None of hashes
differed and the files were seen to be identical.
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JE Phone (2011-05-10T15:48:522) ~| [open | [choosedr | [ refresh |

Display Name Name Files Size App Size

- System 1673 444 -
ar.com.scxd xked xked HD 4 7.361.175 802,448
au.com.chaserthechaser The Chaser 2 755 500418
au.com.commbank.commbank CommBank 402,961 947,141
au.net.abc. ABC Australian Broadcasting Comporation 2231 10,664,697
com.apple iBooks iBooks 4,332,813 16,714,827
com.apple.Remote Remote 2128 16,076,205
com atebits. Tweetie2 Twitter 51458 9,432,921
com.auspost.mobile Australia Post Mobile 915 586,151
com backflipstudios.RagdollBlasterLite ~ Ragdoll Blaster Lite - FREE LEVELS! N/A 0 6,213,169
com.bananaalue iNet com.bananaalue iNet 5 9.318

Name Size Date Domain Key

keychain-backup plist 27928 10/05/2011 3:48:16 PM KeychainDom... 51a4616e576dd33cd2abadfea874eb8ff246bf e
Library/AddressBook /AddressBook sqlitedb 675,840 6/05/2011 3:17:05 AM HomeDomain 31bb7ba8914766d4ba40d6dfb6113c8b614bed42
Library/AddressBook /AddressBookImages... 139,264 8/04/2011 9:10:03 AM HomeDomain cd6702cea2e8Scf280a76794405adb 17 9alee
Library/AddressBook/Rock YourPhoneLice... 49 4/01/2010 7:25:58 AM HomeDomain d82 Acbc13f959322c05cb1819db278da364283
Library/AddressBook/Rock YourPhoneLice... 175 13/01/2010 2:56:48 PM HomeDomain 630d 1bfSc15ca%a7079% 1b200191bc 1c73afb6
Library/AddressBook/Rock YourPhonelLice... 175 4/01/2010 9:13:27 AM HomeDomain 48ad96a8be36014b86bd b 196f0ddeaabdBe8ic
Library/Caches/com.apple WebAppCache... 1,497,088 $/03/20112:17:.06 PM HomeDomain d2acblec24ed4665ecS7974578478cf 5bd 236fS
Library/Caches/locationd/clients plist 3,133 7/05/2011 3:08:42 PM Root Domain a650d7765cce8904cazb67320b107c8fe 579412
Library/Caches/locationd/consolidated.db 5,292,032 8/05/2011 1:04:43 AM RootDomain 4096c9ec67612847dc283405900e 284a7c815836
Library/Caches/locationd/gyroCal.db 8,192 22/06/2010 12:55:11PM  RootDomain 889667 1f94fe 1f6dc638d66154c4799ebd0 A 7d3
Library/Calendar/Calendar sqlitedb 237,568 3/05/2011 3:51:08 AM HomeDomain 2041457d5e04d35d0ab481178355df6 7816858
Library/CallHistory/call_history.db 28,672 10/05/20111:12.08 PM  WirelessDomain 2b2b0084a 1bc3a5ac8c27afdf 14afb42c61a15ca
Library/com apple itunesstored/tunesstore... 32,768 18/04/2011 5:12:37 AM HomeDomain 80c423429a2e9877c4572b 1e 1ae246efc55f5c3c
Library/com.apple itunesstored/tunesstore... 57,344 10/05/2011 1:16:05 AM HomeDomain 9143d986a77ab8cf5878e4e5ac80627477eb6674
Library/Configuration Profiles/Client Truth plist 181 9/07/2010 4:31:33 AM HomeDomain 8d4ceBlec7465dc 7a4f 1ee 1b50856c315%adfce3

=

Figure 12 — “iphonebackupbrowser” (rene.devichi, 2010a) GUI with backup data loaded.
Oxygen Forensic Suite 2011:

The “Oxygen Forensic Suite 2011” is a software suite created by Oxygen Software Company (2011) that is used
to acquire and analyse mobile device data for forensic investigations. The commercial, proprietary software
includes the ability to acquire or use an existing logical backup of an iPhone device, and then extract and display
the data. This software suite can aid significantly in streamlining the process of evidence extraction and analysis
from the iPhone, even constructing a timeline of events from the device, however it is an expensive program to
purchase.
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Figure 16 - Sample output of mbdb parsing python script
Plist Viewer:

When analysing iPhone backup files, a decent property list file viewer is important to have, as much of the
device’s system and application metadata is stored in various property list files across the filesystem. Fortunately
there are many decent Plist viewers and Editors available that are suitable for the task. It is worth noting that the
plist files exist in plain text (with the exception of binary property lists), so any text editor will be able to display
the files, however it may be easier to interpret the data using a more sophisticated solution.

Apple’s development kit “Xcode” (Apple Inc., 2011¢) includes a plist viewer/editor that can be used to open the
plist files found in the iPhone backup. “Xcode’s” plist viewer is useful as it automatically aligns the data based
upon the XML tags used for ease of interpretation, as displayed in Figure 9. Unfortunately this proprietary
application is only available for Mac OSX. Whilst it can be purchased through the Mac App Store, it is free for
members of the Apple Developer Program (Apple Inc., 2011b).
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TAXONOMY OF POTENTIAL EVIDENCE

The following section details some of the potential evidence that can be extracted out of the logical iPhone
backups. The filenames, directories and keys listed are applicable to current versions of iTunes, however are
subject to unforseen changes in the future and therefore should only be used as a guide. The files without keys

listed are dynamic, and are unlikely to have the same key on another device.

Device Information

The iPhone backups contain an array of information that can be used to identify the device that was backed up,
and tie the device to that backup file. The following table lists the data attainable, its format, location, a
description, and how it can be useful as evidence.

Data Label

Device Name

Display Name

GUID

ICCID

Format

Variable length
string.

Variable length
string.

32 character hex

string.

Either 20 digits,
or 19 digits.

Example

John’s iPhone

John’s iPhone

DA4FB78BB44
56779296DC24
98B4568FF

8961123456781
087654

Attribute
Location

Info.plist,
Manifest.plist

Info.plist

Info.Plist

Info.Plist,
Manifest.plist

Description

The common
name given to
the device that
was backed up
in iTunes.

The common
name given to

the backup itself
in iTunes.

The globally
unique identifier
(GUID) “is a
unique
hexadecimal

number that is
assigned to an
object at the
time that the
object is
created.”
(Tech-FAQ,
n.d.)

The integrated
circuit card
identifier
(ICCID) is
assigned to a
SIM card at
manufacturing,
and is supposed
to be a unique
identifier for the
SIM card. The
code is usually
printed on the
SIM as well as

Evidence
Purpose

Can identify the
device’s owner
by their name.
Can also link
the backup file
to the backed up
device.

Can identify the
device’s owner
by their name.
Can also link
the backup file
to the backed up
device.

Can be used to
identify the
device that was
backed up.

The ICCID can
be used to
indicate a SIM
card’s presence
in the backed up
iPhone.
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IMEI

Last
Date

Backup

Product Type

Product
Version

Serial Number

Target
Identifier

Unique
Identifier

Either 14 or 16
digits.

Timestamp;

Yyyy-mm-
ddThh:mm:ssZ

Variable length
string

Variable Length
String

11 Character
String

40 Character
Hex String

40 Character
Hex String

0112345674999 | Info.Plist

76

2011-05- Info.Plist

03T03:12:25Z

iPhone2,1 Info.Plist,
Manifest.plist

432 Info.plist,
Manifest.plist

12345M456NQ | Info.plist

9D989ESD27D | Info.plist

C9EOEC3389F

C855F142C3D4

0F0C50

9D989ESD27D | Info.plist,

CI9EOEC3389F | Manifest.plist

C855F142C3D4

0F0C50

being stored in
the SIM (ETSI
PT12, 1994)

The
international
mobile
equipment
identifier
(IMEI) is
designed to be a
unique identifier
for a mobile
device. (ETSI
PT12, 1994)

The time that
the backup was
made.

The model of
the device that
was backed up.

The firmware
version number
of the backed up
device.

The device’s
serial number,
which is a semi-
unique identifier
of the hardware
itself.

The device’s
unique
identifier,
created by
hashing various
hardware
identifiers.
Guaranteed by
Apple to be
unique (Apple
Inc., 2010).

The device’s
unique
identifier,
created by
hashing various

IMEI can be
used to identify
a mobile device
has accessed a
cellular
network. Can
also be used to
further identify
which mobile
device was
backed up.

Can be used to
discern the
backup age.

Can be used to
identify the
model of the
device that was
backed up in the
absence of the
physical phone.

Can be used to
identify the
device that was
backed up. An
also be cross
referenced with
Apple to
identify original
purchaser of
device.

This is the key
value for the
backup
directory, and is
a guaranteed
unique
identifier, thus
can be used to
verify the
device.

This is the key
value for the
backup
directory, and is
a guaranteed
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hardware
identifiers.
Guaranteed by
Apple to be
unique (Apple
Inc., 2010).

unique
identifier, thus
can be used to
verify the
device.

The iPhone stores a plethora of user data in its backup files. The following tables list common sources of
potential evidence that can be analysed in an investigation. It is important to note that many 3™ party applications
exist that may provide possible evidence. Consequently this report has focused on the built-in iPhone
applications, as well as a select few common applications. In a genuine investigation all applications on the
device would need to be analysed.

Location Data
File

Library/Caches/lo
cationd/consolidat
ed.db

Photos Library
File

Media/PhotoData/
Photos.sqlite

Description

As has been
recently noted in the
media (Dilger,
2011; Whittaker,
2011) as of iOS
version 4,  the
iPhone maintains a

comprehensive
database of location
data, which it

obtains through a
combination of the
built-in GPS
module as well as
Cellular and WiFi
antennae.

Description

The wuser’s photo
library. This is the
iPhone’s default
location for storing
photos and videos
either taken by the
device (using the
camera) or saved
from other locations
(e.g. website, MMS,
email, etc.).

Note: Photos and
videos may exist in
other locations on
the iPhone.

Key

4096c9ec67612847d
¢283405900e284a7
c815836

Key

bedec6d42efe57123
676bfa31e98ab68b7
13195f

Data Contained

Timestamps

GPS coordinates of
Cell phone towers

GPS coordinates of
WiFi Access Points

Data Contained

Photos
Videos

Timestamps

Evidence Purpose

Can be used to track
a suspects locations
at various times.

Evidence Purpose
Potentially
incriminating
photos or videos
can be discovered.

28



Media/PhotoData/ | If enabled, the | 0fc8189497f46a2¢2 | Latitude Can be used to track
PhotosAux.sqlite Camera App saves | 511c846acbbb318d ) location of photo’s
location data for | 3a43ec3 Longitude origin.
each photo or video Timestamps
taken.
Safari Data
File Description Key Data Contained Evidence Purpose
Library/Safari/Bo | Users can use the | d1f062¢2da26192a6 | Bookmark names Track browser
okmarks.db Safari App to save | 625d968274bfda8d activity.
bookmarks of their | 07821c4 Bookmark URLs
preferred websites.
These  bookmarks
are stored in this
database.
Library/Safari/His | User browsing | 1d6740792a2b845f | Recently  viewed | Track browser
tory.plist history is recorded | 4c1¢6220c43906d7f | website URLs activity.
in Safari | Oafe8ab
automatically. The
data can be
manually  cleared
via the Safari App;
otherwise the data is
rarely cleared
automatically.
Email Accounts
File Description Key Data Contained Evidence Purpose
Library/Preferenc | The Mail App is the | 5fd03a33¢c2a311065 | Email Address Link wuser to an
es/com.apple.accou | iPhone’s email | 03589573045150c7 online presence or
ntsettings.plist client. This file | 40721dd email account.
contains the email
addresses for the
configured accounts
on the Mail App.
SMS database
File Description Key Data Contained Evidence Purpose
HomeDomain- This is the database | 3DOD7E5SFB2CE28 | SMS Sent Can be used to trace
Library/SMS/sms.d | of SMS records | 8813306E4D46363 i correspondence
b used by the | 95E04743D28 SMS received between suspects.
LAlemRe e A Sender/Recipient
Phone number
Timestamps
Call history
File Description Key Data Contained Evidence Purpose
Library/CallHistor | This database | 2b2b0084albc3a5a | Call data | Can be used to trace
y/call_history.db contains the call | c8c27afdfl4afb42¢c | monitoring correspondence
history information | 61lal9ca between suspects.
used by the Phone MﬁSt recent 100
calls

App.
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Address Book
File

Library/AddressB
ook/AddressBook.s
qlitedb

Application Data

Description

Contains the user’s
address book
entries. The address
book is populated
using the
“Contacts”
application on the
iPhone.

Key

31bb7ba8914766d4
ba40d6dfb6113c8b
614bed42

Call durations
Addresses
Timestamps

Country code.

Data Contained

Contact Names

Contacts email

address.
Phone number.

Street address.

Evidence Purpose

Can be used to trace
correspondence
between suspects.

Applications refer to the third party software packages that can be downloaded and installed onto the iPhone via
the App Store marketplace, or via iTunes. Currently there are over 350,000 apps available from Apple’s App
Store (Apple Inc., 2011a), with varying intent and functionality.

Application List
File

Info.plist

Facebook data

Description

Key

Info.plist contains a | N/A

list of the
applications
applicable to the

backed up iPhone
device.

Note: the uniform
iPhone applications
(such as Messages,
Phone, Safari, etc.)
do not appear in this
list.

Data Contained

Applications
installed on device.

Full iTunes
applications library.

Evidence Purpose

Can be wused to
determine which
applications are or
have been installed
on a device. This
information can
then be wused to
determine more
possible  locations
for evidence (e.g.
data concealing
applications, etc.)

Facebook is a popular social networking platform that allows users to interact with each others via notification
broadcasts (called statuses), messages or event invites. Given its present popularity, with over 74 million active
users of the Facebook iPhone App (WebMediaBrands Inc., 2011), it should be considered for evidentiary

purposes.

File

Library/CallHistor
y/call_history.db

Description

Database of calls
made to Facebook
friends.

Key

4402191c8b7ecbecd

73400a6e6074286a
9¢76399

Data Contained

Facebook
history

Call

Call Timestamps

Evidence Purpose

Can be used to trace
correspondence
between suspects.
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Documents/friends | Database of cached | 6639¢cb6a02f32¢020 | Friend names Can be used to trace

.db Facebook friend | 3851f25465ftb89ca correspondence
information 8ae3fa Profile URL between suspects.
Hashed email
address

Phone numbers

Skype

Whilst much of the data contained within the Skype directory of the iPhone has been encrypted to a degree, a
large amount of information pertaining to the accounts used on the device, and some of the calls made/received,
can be inferred simply by perusing the Library/Application Support/Skype directory on the iPhone. When a new
account is logged into the mobile Skype application, a new subdirectory is made with the name of the logged in
“Username” (usually and email address, but may be abbreviated). Contained within this directory is information
pertaining to that particular user’s application usage history.

File Description Key Data Contained | Evidence
Purpose
Library/Application Per-user  Skype | N/A Limited Call | Can be used to
Support/Skype/<Username>/ | data storage history trace
directory. o correspondence
Limited Chat | petween
History suspects.

Limited  Friend
Data

CONCLUSION

The iPhone backup files can provide forensic examiners with a wealth of information pertaining to a suspect’s
iPhone. By looking to iPhone backup files for evidence extraction examiners do not risk compromising the
contents of a live device, whilst still maintaining a forensically sound, replicable, method of evidence gathering.
Information such as cell phone call and SMS history, email accounts, facebook friends, applications lists and
various device identifiers, are all readily available to the examiner. Furthermore, the device itself may not even
be required for the investigation to take place. Unfortunately a caveat to the process is that the evidence extracted
is not a raw image of the device, and rather a logical set of data, which isn’t as desirable, however if available
should be considered. Additionally, if the iPhone user has encrypted the backup files using the iTunes option,
then there is less of a chance of attaining comprehensible data from the device (although it can still be achieved
by breaking the password, or by jailbreaking and acquiring a raw disk image of the device). Overall however, the
benefits of examining the iPhone logical backup files outweigh the detractors of the exercise, and like all
possible evidence, should be considered for suitability within an investigation.
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