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Fig. 3. Representing SG architecture for power flow and power systems.

Fig. 4. Typical SG architecture.

transmission lines and substations (Wu, 2011; Wang et al., 2012).
As an end user application, IoT is applied for smart homes, charg-
ing/discharging batteries of electrical vehicles (EVs), load control,
and energy management.

3. Current applications of IoT-assisted smart grid systems

A typical IoT-assisted smart grid topology is shown in Fig. 4
that comprises power production, transmission, distribution and
prosumption as well (Saleem et al., 2019). Additionally, it has
three networks for proper energy management and control. These
are: Home Area Network (HAN), Neighborhood Area Network
(NAN) andWide Area Network (WAN); those are briefly described
below (Hu and Li, 2013; Viani et al., 2013).

3.1. Applications of HAN

The first layer in Fig. 4 is to manage the users’ energy through
the HAN which is directly involved with various household smart
appliances (Khan et al., 2016; Ahmed et al., 2021; Mukhopadhyay
and Mukhopadhyay, 2016), electrical vehicles (EVs) (Qays et al.,
2020c,a, 2019), and residential RESs (Jaradat et al., 2014) such
as rooftop photovoltaic and micro turbine systems (Qays and
Yasmin, 2020; Yonis Buswig et al., 2020; Qays et al., 2020d;
Ohirul Qays et al., 2020; Qays et al., 2020b). Such network is
attached with the IoT technology, which employs sensors to
gather real-time meteorological data that aids for projecting the
energy accessibility in the near future.

3.2. Applications of NAN

The second layer of SG network is known as NAN which con-
sists of smart meters pertaining with multiple HANs. It assembles
the service information from the installed HANs and transfers
the data to WAN, the third layer. The NAN application is mainly
implemented in smart distribution (Ma et al., 2016) and smart
patrolling sectors (Anon, 2021b). By the support of IoT technique,
it detects the climate conditions and resolve the influences.

3.3. Applications of WAN

WAN acts as the backbone for communication activity be-
tween power generation and transmission systems. The power
transmission employs a WAN network along with IoT-assisted
smart grid to safeguard the transmission system from infras-
tructural destruction caused by looting the apparatuses, unusual
calamities, and improper development (Chen et al., 2012; Zhen
et al., 2012). Several kinds of sensors such as leaning/vibration
sensor, and video cameras in an IoT-assisted transmission tower
produce early alerts for any abnormal event, allowing for swift re-
medial action. Any type of signal from the sensors is accepted by
the sink node which is further converted to data, and shipped off
the observation unit via internet or some other correspondence
arrangement.

4. IoT-assisted smart grid systems’ structures

The SG architectures show how domains interact with one an-
other at different levels of information controlling. The IoT clients
comprise end users and electricity producers in hierarchical re-
gions for administrating the electrical progressions (Trefke et al.,
2013). This is an architectural reference with the goal of illus-
trating SG usages from a structural perspective (Gottschalk et al.,
2017). Different kinds of interoperable layers are included in the
architectures to handle the business-related aspects, information
functionalities, and installed devices as explained below.

4.1. Structure of Three-layered model

As shown in Fig. 5, three individual layers are included in
three-layered structure (Khattak et al., 2019; Song et al., 2015).
Firstly, the perception layer aims to sense and collect the data
through several sorts of devices such as cameras, RFID tags,
WSN, GPS, and M2M. Secondly in the network layer internet
is accountable as the core network for routing and transmit-
ting the information by accessing other telecommunication net-
works. Public and industry-specific communication networks are
also relied on this network. It maps the information collected
from perception layer by IoT components (Song et al., 2015)
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Fig. 5. IoT-assisted Three-layered Structure for Smart Grid systems (Khattak
et al., 2019).

Table 2
IoT-assisted four-layered Structure for Smart Grid systems.
Layers Application

Terminal layer • Monitor RTUs
• Control smart devices

Field layer • Data collection
• Setup field networks

Communication layer • Wired communication network
• Wireless communication network

Master station layer • Smart grid functionalities
• Information passing

and transmits it to the third layer namely; application layer.
The next layer’s role is to process the data continuously and
troubleshoots IoT components for SG problems. It is utilized in
numerous types of web-servers relevant with home automation,
EVs, and power transmission to achieve information exchange at
the highest security level.

4.2. Structure of Four-layered model

As shown in Table 2, this architecture consists of four different
layers (Banga et al., 2021; Wang et al., 2012). The first terminal
layer deals with the IoT components installed in remote terminal
units (RTUs), and controls the advanced devices. Afterwards, data
are collected from IoT devices in the field layer and are processed
based on the type of IoT device. The communication layer can
be either wired or wireless and is consisting of a number of
communication systems. It offers internet access conductivity,
e.g. optical networks for wired network as well as LTE for wireless
networks. This structure is further served as a middleware among
IoT components and the next master station layer. The last layer
controls and copes with all of the SG functionalities and therefore
it is measured as an interfacing model to the IoT-assisted smart
grid systems.

4.3. Structure of Cloud-based model

DHTG The fundamental energy consumption data saving, and
rescue facilities are provided in this cloud architecture along with
the maximum computation-intensive modeling. The cloud also
contains an application layer to manage the user-friendly web
interfacing systems. As shown in Fig. 6, the cloud-based archi-
tecture contains a tree-like assembly control plane that includes
a few layers of energy saving policies at a number of levels such
as rooms of building, departments, and so on (Pan et al., 2015).
In here, smartphones or PCs are well-appointed with various
networking interfaces, like Wi-Fi, 3G, LTE, Bluetooth, and GPS

Fig. 6. IoT involvement for advanced position-based automatic energy control
(Pan et al., 2015).

Fig. 7. Web-enabled smart grid architecture (Mohanty et al., 2014).

which aids to attain exact location positioning. The energy saving
policies can be dynamically modified by the consumers through
their smartphones after a preliminary verification and approval.
The location data from cell phones is used to create automatic
control rules that may turn on or off energy-consuming items in
homes and offices.

4.4. Structure of Web-based model

The web of things includes a number of web services as
illustrated in Fig. 7. The web browser performs the likewise
interfacing way for these web services (Mohanty et al., 2014).
In this architecture, the energy resources are linked to modern
energy meters that are in charge of collecting data on residential
energy uses. IoT gateways that routinely interface with these
meters receive meter readings from energy supplies. Data from
IoT gateways are collected and updated on a regular basis, and
the server delivers web services on top of specific IoT devices. The
household appliances are linked via the SG, to enable the manage-
ment of power sources by altering source controllers distantly via
IoT devices.

5. Iot protocols of SG applications

The foremost challenge of SG application can be found in the
communication protocols of heterogeneous and distributed ele-
ments. Middleware works assist the interfacing of heterogeneous
substances, data collection security trade, and circumstance as-
sessments. Though IEC 61850 data model is applied in SG systems
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Table 3
Characteristics of IoT protocols.
Protocols HTTP CoAP AMQP MQTT XMPP CORBA ZeroMQ DDS OPC UA DPWS

Transport TCP UDP TCP TCP TCP UDP TCP UDP, TCP TCP UDP, TCP

QoS Yes Yes Yes Yes No Yes Yes Yes No Yes

Complexity Low Low Low Low High Medium Medium High High Medium

Low power and
lossy network

Fair Exc. Fair Fair Fair Poor Fair Poor Fair Fair

Security SSL, TLS DTLS SSL, TLS SSL, TLS TLS SSL TLS DTLS, SSL SSL SSL

Message pattern Req/Res Req/Res,
Pub/Sub

Req/Res,
Pub/Sub

Pub/Sub Req/Res,
Pub/Sub,
Push/Pull

Req/Res,
Push/Pull

Req/Res,
Pub/Sub,
Push/Pull

Pub/Sub Req/Res,
Pub/Sub,
Push/Pull

Pub/Sub

Extensibility Yes Yes Yes Yes Yes No Yes Yes Yes Yes

Message priority Yes Yes Yes No No No No Yes No Yes

Real-time Yes No No No No Yes Yes Yes Yes No

Application Smart
Energy

SHS AMI Smart
Meter

SG SAS SHS EMS SAS Electricity
Market

Fig. 8. Popularity of different kinds of protocols (Aloufi and Alhazmi, 2020).

for the last few years (Kumar et al., 2022), the main challenging
issue can be found in communication duration. To overcome this
factor, different kinds of IoT protocols approached in SG usages
are described in Tightiz and Yang (2020) and Wytrębowicz et al.
(2021). Herewith, Fig. 8 displays the popularity of several IoT pro-
tocols in percentage while Table 3 compares the IoT protocols by
considering several categories such as data security, complexity,
and message structure.

5.1. HTTP

It is the most popular IoT protocol that is used in the ap-
plication layer. HTTP establishes www and hypertexts that fa-
cilitate easy access to users. HTTP/2 is another resourceful web
server of HTTP which was published in 2015 to support maxi-
mum web browsers. Utilization of lower memory is the principal
merit of HTTP due to fewer simultaneous networks. However,
optimization is not possible for mobile devices.

5.2. CoAP

CoAP demonstrates reliability by continuously issuing an ac-
knowledgment message until the approval message is received
from the other communication partner. It is a slow network and
does not include encrypted features. However, it can support
numerous asynchronous messages/languages.

5.3. AMQP

The architecture of AMQP was standardized in 2011 by OASIS
and it includes three individual elements: data exchange, queue

and binding. The messages are sent from exchange as a broker
to a queue by prioritizing them. Several sorts of schemes such as
direct, and fanout are defined in binding. Albeit this protocol fa-
cilitates wide message structures/broadcasts, it is not appropriate
for resource constrained usages.

5.4. MQTT

This protocol was firstly introduced in 1999 as an appropriate
candidate for distributed sensors. Usually, three levels of QoS are
found among which level zero is the fastest and lowest part as
the message confirmation is not involved. Level one and level
two confirm a minimum of one or more messages delivery to the
controlling sector; respectively. It is a lightweight protocol and
easy to implement, but it contains limited scalability due to the
broker.

5.5. XMPP

This is an open standard protocol that supports not only the
synchronous model but also the asynchronous model as well. In
here, XML streaming model converts the XML stanza messages to
data. Although this is a stable protocol and highly customizable
for SG applications, it is not suitable for constrained devices.

5.6. CORBA

In this protocol, both client and server can be acted as object
by the contact of ORB and facilitating the platform-free intercon-
nection. While a request is sent from a client, it is received by the
server via DSI that can map the object references in ORB. Since it
supports a vast number of languages, it cannot work in a speedy
mode.

5.7. ZeroMQ

It is an asynchronous protocol where a queue is provided to
share the messages. In a high volume of data throughputs and
duration, ZeroMQ is a proper application. This is a broker-less
protocol, but it outfits for the constrained devices.

5.8. DDS

DDS is a non-intermediate information exchanging protocol
with no risk of bottleneck disappointment. All applications such
as data readers/writers/publishers/subscribers can communicate
and interact through a domain. DDS has the advantages of elim-
inating the need for participants’ information by using discovery
methods along with the DCPS procedure. It is also suitable for
extended QoS and large systems.
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5.9. OPC UA

OPC is resulted from the combinational works of automa-
tion industries without sharing the device’s information to the
participants. It contains two models in its architecture namely
transport and data. When clients are contacted with the trans-
port model, the data model guides the servers for depicting the
objects. Resource constrained practices are generally applicable
in this protocol. Nevertheless, it requires firewall configurations.

5.10. DPWS

DPWS characterizes two individual sorts of services namely
hosting and hosted services. The hosting services help the devices
to discover any process and control the functionality of hosted
services. The main advantage of DPWS is resource constrained
implementations whereas some security concerns can be found
in services.

6. Analysis of existing prototypes, Big data management and
communication technologies

6.1. Existing prototypes

Prototypes are vital in the creation of large systems since
they allow the producers to examine different system’s features
and validate its performance under different operating conditions
before going live with the final product. Amongst the obtainable
prototypes for IoT-assisted smart grid systems, energy conditional
prototype is a smart gadget attached with a position sensor that
broadcasts its location to two servers into two different locations
at specified intervals. The distance is calculated between the
smart devices by the servers (Pan et al., 2015). Two sorts of
software packages are required in this prototype. As shown in
Fig. 9, one of them is in charge of GPS data capturing and sending
it to the server in NMEA 0183 format. Another one is the Wi-Fi
router configuration and administration software that includes a
mapping of ports facility to communicate the server from outside
of the network address translation. Another available prototype
is the renewable and non-renewable energy resources which
is offered for IoT-aided home application via HAN architecture
(Mohanty et al., 2014). The application comes with a Graphical
User Interface (GUI) for managing user accounts and accessing
web services. After the verification of user’s registration, the
consumers will be able to monitor their home power consump-
tion, and arrange the timetable of power resources (Iannaccone
and Iannaccone, 2006). The LPC1768 CPU is connected to an
Ethernet connection RJ45 in order to include the internet in this
prototype. The LwIP protocol is used to create an internet con-
nection by mapping MAC along with the IP address (Spanò et al.,
2015, 2013). Additionally in Switzerland, an online prototype of
a medium-grid voltage monitoring system (Pignati et al., 2015)
was introduced to estimate network state using a Phasor Mea-
surement Unit (PMU). This prototype can provide information
about load demand, integrated power, heat producing units, as
well as injections of active power. Three main components were
used for this system including a devoted PMU that is coupled to
the medium-grid voltage substation, a communication network
to support duration constraints, and state estimation processes
for actual nursing conditions that take phasor-data concentration
into account.

6.2. Big data management

Owing to the necessity of instantaneous information as well
as the large volume of analyzed data, management of big data

Fig. 9. Automated energy regulation based on smart location framework (Pan
et al., 2015).

Fig. 10. Structure of cloud computing and fog computing (Atlam et al., 2018).

is ideal for IoT-assisted smart grid systems. For the inclusion of
IoT skills along with smart grids, managing large amounts of data
comes at a cost, including storage and processing on a regular
basis. This issue includes energy consumption, sophisticated me-
tering records, power line failures, and so on (Shobol et al., 2019).
In this regard, cloud computing and fog computing as shown
in Fig. 10 provides a service-oriented approach to deliver end-
customers a ready-to-use implementation (Atlam et al., 2018).
It is a sharing service that allows to access the data instantly
via internet and facilitates the reduction of the operational cost
and distance which is essential to travel in the network-systems.
Utility businesses gain a variety of benefits as a result of this,
including lower maintenance costs, improved collaboration, and
lower energy costs (Markovic et al., 2013). MapReduce (Lu et al.,
2018) and Stream processing (Carvalho et al., 2017) techniques
divide large data sets into smaller ones and runs them on nu-
merous machines at the same time implementing identical codes
for maintaining great fault scalability and reliability.

6.3. Communication technologies

For smart grids, a variety of IoT and non-IoT communication
methods comprising unique features, advantages and disadvan-
tages are briefly discussed in this sub-section. Fig. 11 denotes the
condition of IoT and non-IoT techniques in terms of their data
rates, covering distance as well as power consumption factors
(Reda et al., 2018; Anon, 2022a). A summary is further provided
in Table 4 for each communication technology in details.

6.3.1. IoT communication
Several types of wireless IoT techniques are available, for

instance 5G, Z-Wave, 6LowPAN, and ZigBee. Amongst them from
Fig. 11, 5G (Karipidis et al., 2021) provides the highest data
range whilst LoRaWAN (Schroder Filho et al., 2016) is the lowest.
On the other hand, NB-IoT (Li et al., 2018) covers maximum
distance than others. A wireless IoT-assisted SCADA system was
proposed in Qays et al. (2022) to monitor the operation of RESs.
A Wind–Photovoltaic-Battery hybrid model was simulated using
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