Edith Cowan University

Research Online
Research outputs 2014 to 2021
2018

A critical analysis of mobility management related issues of
wireless sensor networks in cyber physical systems
Jalal Al-Muhtadi
Ma Qiang
Khan Zeb
Junaid Chaudhry
Edith Cowan University

Kashif Saleem

See next page for additional authors

Follow this and additional works at: https://ro.ecu.edu.au/ecuworkspost2013
Part of the OS and Networks Commons
10.1109/ACCESS.2018.2812741
Al-Muhtadi, J., Qiang, M., Zeb, K., Chaudhry, J., Saleem, K., Derhab, A., . . . Pasha, M. (2018). A critical analysis of
mobility management related issues of wireless sensor networks in cyber physical systems. IEEE Access, 6,
16363-16376. Available here
This Journal Article is posted at Research Online.
https://ro.ecu.edu.au/ecuworkspost2013/4420

Authors
Jalal Al-Muhtadi, Ma Qiang, Khan Zeb, Junaid Chaudhry, Kashif Saleem, Abdelouahid Derhab, Mehmet A.
Orgun, Rajan Shankaran, Muhammad Imran, and Maruf Pasha

This journal article is available at Research Online: https://ro.ecu.edu.au/ecuworkspost2013/4420

SPECIAL SECTION ON SECURITY ANALYTICS AND INTELLIGENCE
FOR CYBER PHYSICAL SYSTEMS

Received December 27, 2017, accepted January 22, 2018, date of publication March 6, 2018, date of current version April 18, 2018.
Digital Object Identifier 10.1109/ACCESS.2018.2812741

A Critical Analysis of Mobility Management
Related Issues of Wireless Sensor Networks
in Cyber Physical Systems
JALAL AL-MUHTADI1,2 , MA QIANG1 , KHAN ZEB1,3 , JUNAID CHAUDHRY
KASHIF SALEEM 1,6 , ABDELOUAHID DERHAB1 ,
MEHMET A. ORGUN6,7 , (Senior Member, IEEE), RAJAN SHANKARAN6 ,
MUHAMMAD IMRAN2 , AND MARUF PASHA 8

4,5 ,

1 Center

of Excellence in Information Assurance, King Saud University, Riyadh 12372, Saudi Arabia
of Computer and Information Sciences, Kind Saud University, Riyadh 12372, Saudi Arabia
of Electrical and Computer Engineering, Concordia University, Montreal, QC H3G 1M8, Canada
4 College of Security and Intelligence, Embry-Riddle Aeronautical University, Prescott, AZ 86301-3720, USA
5 Security Research Institute, Edith Cowan University, Joondalup, WA 6027, Australia
6 Department of Computing, Macquarie University, Sydney, NSW 2109, Australia
7 Faculty of Information Technology, Macau University of Science and Technology, Taipa 999078, Macau
8 Department of Information Technology, Bahauddin Zakariya University, Multan 60000, Pakistan
2 College

3 Department

Corresponding authors: Ma Qiang (maqiang06@lzu.edu.cn) and Kashif Saleem (ksaleem@ksu.edu.sa)
The authors extend their appreciation to the Deanship of Scientific Research at King Saud University for funding this work through
research group no (RG-1439-022).

ABSTRACT Mobility management has been a long-standing issue in mobile wireless sensor networks and
especially in the context of cyber physical systems; its implications are immense. This paper presents a
critical analysis of the current approaches to mobility management by evaluating them against a set of criteria
which are essentially inherent characteristics of such systems on which these approaches are expected to
provide acceptable performance. We summarize these characteristics by using a quadruple set of metrics.
Additionally, using this set we classify the various approaches to mobility management that are discussed in
this paper. Finally, the paper concludes by reviewing the main findings and providing suggestions that will
be helpful to guide future research efforts in the area.
INDEX TERMS Cyberspace, mobile ad hoc networks, mobile communication, wireless sensor networks,
artificial intelligence, intelligent sensors, intelligent systems, routing protocols.
I. INTRODUCTION

A cyber physical system (CPS) is an intelligent system that
includes both computational and physical components that
are integrated seamlessly and interact very closely to perform monitoring and surveillance of a required area [1]–[3].
Applications that can benefit from CPS include air traffic
control, smart medical technologies, electric grids, smart
transportation, and many others [4], [5]. The major infrastructure of CPS that helps the system in fetching and providing
the real-world data is wireless sensor networks (WSN) [3].
However, WSNs are currently deemed to be unreliable, stationary in nature and often perceived to be an extension to
an existing network or the Internet to collect data in a cost
effective fashion [6]. Wireless sensor nodes, because of their
resource limitations, do not hold a pivotal role in common
networks [7], [8]. Hence, if a WSN node moves or is moved
physically by an external actor, it is considered ‘‘lost’’ by
VOLUME 6, 2018

the existing network and ‘‘found’’ by the new network [9].
In WSNs, a considerable attention has been given to mobility
management which encompasses six characteristics: deployment, localization, detection, routing, mobility optimization
and cooperation of mobile nodes as shown in Table 1 [10].
There are many scenarios that illustrate how sensor nodes
can be deployed: some aim to solve coverage related issues
while others aim to solve network connectivity problems with
a view to prolonging the overall lifetime of the network.
A large bulk of reported studies focus on solitary mobile
nodes wherein their resources are considered as solitary
assets [11]–[13]. These resources include processing capabilities, routing information stored on the nodes, and power
resources/remaining battery power. We believe that the movement patterns of mobile nodes can be utilized to provide novel network services/functions in the near future.
However, there are critical issues pertaining to mobility
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TABLE 1. Characteristics of mobility management [10].

management that requires urgent attention in Mobile Wireless
Sensor Networks (MWSNs). For example, once a mobile
node leaves a cluster, there are two major concerns: (1) privacy issues: the departing node might take sensitive information about or from the cluster along with it; and (2) resource
issues: the departing node carries the physical resources such
as computational power and battery supply with it, which in
turn deprives the cluster from using and benefiting from such
resources.
Obviously, MWSNs offer a more flexible, robust, and reliable solution by adequately addressing issues related to selforganization of networks and network coverage and lifetime.
Nevertheless, such solutions increase the complexity of the
mobility management algorithms with respect to cost. Moreover, most of the existing studies on mobility management in
MWSNs support failure detection in 2D [9]. However, mobility in MWSNs follow a 3-D structure. Therefore, any failure
detection method that is proposed must be able to operate
in a 3-D setting [14] as depicted in Figure 1. Normally, it is
difficult to predict the movement of a node in real time, but it
is possible if the new location to which the node is likely to
move is preassigned.
It is possible to predict whether a WSN node is
mobile or not at any given time. The probabilistic quotient
of the mobility of the node may be calculated and this is
contingent upon whether a node decides to join or leave
a cluster at time t. In a sinkhole, an intruder attracts surrounding nodes with unfaithful routing information thereby
disrupting the network operation. In the face of a sinkhole
attack, the mobility patterns of a victim node are hard to
16364

predict [15]. It is worth noting that the mobility pattern
of a node can be predicted and planned after the movement of the node is detected [16]. In the next section,
we highlight the major applications of mobility management and how the current implementations have failed to
address the key issues. According to a recent study [10],
all of the solutions in sensor deployment consider a
2-D sensing field whereas in the real world the mobile sensing
field is often based on a 3D-structure.
In this paper, we propose a quadruple set of metrics that are
derived from 3 key characteristics of a mobility management
system. This set also enables us to classify the existing management solutions and helps to identify and analyze trends
and challenges pertaining to mobility management that are
prevalent in such systems. The trends and challenges are
identified and analyzed in order to provide further guidance
for future research in the field.
The rest of this paper is organized as follows.
Section 2 presents the background of the review. In Section 3,
we present a comprehensive review of the recent relevant
studies together with their classification. The identified
issues, challenges and trends are described and highlighted
in Section 4. Finally, Section 5 concludes the paper with
a summary of our findings and outlines future research
directions.
II. LITERATURE REVIEW

This section summarizes the most relevant articles on mobility management and highlights their salient features, advantages and disadvantages.
In order to address the issue of packet delay and
packet losses during congestion in emergency scenarios in
low power and lossy networks (LLNs), Tang et al. [17]
proposed a multipath congestion avoidance routing
protocol, i.e., CA-RPL, based on a routing protocol for
LLNs (RPL) [18]. In comparison to standard RPL, CA-RPL
reduced the end-to-end delay and the packet loss rate and
improved the overall throughput. However, just as RPL,
CA-RPL also performs poorly in the presence of mobile
nodes in the network.
Saleem and Fisal [19] proposed an energy efficient,
self-optimized and secure hybrid routing protocol called
biologically inspired secure autonomous routing protocol
(BIOSARP) for WSNs. BIOSARP incorporates an ant colony
optimization (ACO) algorithm and an artificial immune
system (AIS) and it facilitates an efficient load distribution mechanism for sensor networks. The AIS component
in BIOSARP provides a security element that safeguards
the system from non-self/malicious sensor nodes in WSNs.
Moreover, in BIOSARP, before packets are forwarded,
the behavior of the neighboring nodes is evaluated based
on the neighboring node’s information in the neighboring table, for any abnormality using a statistical correlation approach. Once an abnormality is detected, a node
is classified as self or non-self. The performance of
BIOSARP is compared with that of the secure real-time load
VOLUME 6, 2018
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FIGURE 1. Mobility Management in Multi-dimensional WSNs.

distribution (SRTLD) [20] protocol; it is shown that
BIOSARP performs better in terms of energy efficiency,
packet delivery ratio, packet overhead, and network lifetime.
Singh et al. [21] proposed a fuzzy ant colony optimization routing (FACOR) algorithm for optimal path selection
between the source node and the destination node, i.e., the
base station in WSNs. Fuzzy logic is employed in FACOR
along with an ant behavior inspired algorithm for finding
an optimal decision to improve the lifetime of WSNs. A
comparative analysis of FACOR and ad hoc on demand distance vector (AODV) shows improved results for FACOR in
terms of the end-to-end packet delay, energy consumption and
the number of packets sent at the time of route discovery.
Although, FACOR improves the results for static WSNs,
it simply lacks mobility support.
In [22], an Advanced Hybrid Intrusion Detection
System (AHIDS) is proposed to detect attacks in WSNs.
AHIDS is based on a cluster architecture to enhance the lowenergy adaptive clustering hierarchy (LEACH) protocol that
aims to reduce energy consumption of sensors. Also, AHIDS
uses anomaly and misuse detection based on fuzzy rule sets
along with Multilayer Perception Neural Networks. Through
the integration of different algorithms, different types of
attacks such as flooding, wormhole, and Sybil attacks can be
identified. The simulation results showed that the proposed
system is highly efficient when evaluated against the following set of parameters; packet loss, throughput, and energy
consumption when compared to other such contemporary
solutions. The proposed solution is in line with the recent
research trend in which the complex hybrid methods exhibit
outstanding performance in comparison to contemporary
solutions.
The WSNs are increasingly used in smart cities which
need stringent quality of service (QoS) requirements. When
misbehaving devices exist, the performance of the current
delivery protocols degrades significantly but the majority of
the existing schemes ignore the variability in faulty behaviors
and time-variance in city services (e.g., health care units,
traffic monitors). To this end, Zhang et al. [23] considered
VOLUME 6, 2018

the problem of fault-aware multiservice delivery, in which the
network performs secure routing and rate control in terms of
a fault activity dynamic metric. A fault activity geographic
opportunistic routing (FAGOR) algorithm is proposed and the
simulations showed significant performance improvements
when compared to other such algorithms.
The work in [24] focused on the stability time of WSNs and
energy efficiency while using an evolutionary algorithm (EA)
in evolutionary-based clustered routing protocol (ERP). The
ERP incorporates the newly formulated clustering fitness
function (the transmission distance function) of EA that
integrates cohesion (intra-distance) and separation (interdistance) and error aspects of clustering. The performance
of the ERP is evaluated through simulations against wellknown protocols such as LEACH, hierarchical cluster-based
routing (HRC) and stable election protocol (SEP). The work
in [24] shows that the stable election protocol (SEP) has
longer network lifetime, longer stability period, and more
efficient energy consumption model when compared to those
of LEACH and HRC. However, SEP achieves longer network
lifetime and performs better with respect to energy consumption at the expense of less stability.
Karaboga et al. [25] used an artificial bee colony (ABC)
algorithm for the optimal selection of cluster-heads in a
cluster based routing protocol for WSNs. Such a scheme
not only increases the network lifetime but also maximizes data transfer speed. The clustering method in [25]
is inspired from the well-known LEACH protocol but with
one major architectural change involving the use of a centralized clustering method for the selection of cluster heads,
which is implemented in the base station. Furthermore,
the positions of the nodes are obtained by determining the
distances between the nodes using the received signal’s
strength instead of using the GPS. In this protocol, the communication between cluster-heads and nodes uses TDMA
MAC. Conversely, for communication with the base station,
CDMA MAC is used. The performance analysis results show
that the ABC based protocol improves the network lifetime and minimizes the transfer delays compared to those
16365
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of LEACH and particle swarm optimization (PSO) based
protocols.
Since mobility is critical for the effective deployment and
operation of WSNs, mobility related issues in the overall
operation of MWSNs are worth investigating. Many advantages of mobility in WSNs can be outlined as follows: coverage and connectivity, reliability, lifetime, target tracking and
channel capacity, where the reliability analysis may be performed as in [26]. MWSNs have gathered much attention in
the research community and several recent studies have been
conducted in this discipline. For example, a survey in [10]
and other related studies show that the development of mobility aware, energy efficient, reliable, secure and optimized
routing protocols are essential for MWSNs. In the literature,
numerous models and protocols have been developed for
routing in MWSNs, wherein the main challenges identified
are scheduling, reliability, mobility, localization and dynamic
network topology.
III. CLASSIFICATION METHOD OF MOBILITY
MANAGEMENT ISSUES IN MWSNs

Seyyed and Becker [10] conducted an extensive survey on
the proposed data collection techniques in MWSNs as well
as on issues related to the operation aspect of MWSNs
due to mobility which influences the data collection process
directly or indirectly. In particular, they discussed the mobility related issues in six areas as follows: deployment, localization, mobile node detection, routing, mobility optimization,
and cooperation among mobile and static nodes. These six
areas are taken to be the six aspects of mobility management
issues in MWSNs as shown in Table 1. Such a taxonomy
could be considered as a general classification of mobility
management issues in MWSNs.
The work in [27], has classified mobility management
algorithms into different categories. During the deployment
of sensors the issue of obstacles in the sensing field also
need to be considered, since these obstacles tend to degrade
the signal quality and thus the overall network performance.
Similarly, in order to increase the lifetime of the network,
an investigation of fault tolerance is also needed in this
phase. Furthermore, localization is another important aspect
of MWSNs. Effective techniques for a secure, accurate, reliable and efficient localization of the network are needed.
Moreover, a cooperative localization algorithm is necessary
to take advantage of cooperation between static and mobile
sensors. Most of the mobile detection techniques that are
currently in use are designed to cater to static WSNs and not
specifically for MWSNs. In addition, the detection schemes
are based on radios, whereas non radio based schemes are yet
to be explored. Furthermore, most of the schemes for mobility
optimization are based on linear path assumptions and they
usually do not consider physical obstacles in real-world scenarios. For such mobile nodes, there is also a pressing need
to deploy and use novel navigation schemes which depend on
the cooperation between mobile nodes and the sensor network
rather than on the GPS data.
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Routing is the most important aspect of MWSNs. Generally, routing protocols for MWSNs are inspired from those
that are used in static WSNs and mobile ad hoc networks
(MANETs). However, routing protocols based on WSNs
cannot handle mobility while MANET based protocols are
not designed for one-way communication, which is usually
the case in sensor networks. Moreover, most of the solutions
use GPS for the estimation of a node’s location, which
in most of the cases might not be available to real-world
applications [10].
In order to improve efficiency in an event-triggered WSNs,
the work in [28] proposes and evaluates current mobility management strategies. They considered mobility to maximize
the coverage and load balancing. By conducting experiments
that make use of different network configurations, a joint
evaluation scheme to compare the performances of different
approaches is presented. The conclusion is that when nodes
are deployed in a mesh structure, load balancing techniques
will achieve the expected performance related goals such
as increased battery lifetime with a considerable increase in
the number of sensed events. But these strategies become
ineffective and lose efficiency in random deployment scenarios. Moreover, this research suggests that the advanced load
balancing techniques must include artificial intelligence (AI)
based mechanisms for them to be resilient.
We know that not many routing protocols have been
proposed to support the mobility in MWSNs. In [29],
Achour et al. summarized a few types of protocols as extensions of MIPv6 based on 6LoWPAN, which are Fast Handovers protocol for MIPv6 (FMIPv6), Hierarchical Mobile
IPv6 (HMIPv6), Proxy Mobile IPv6 (PMIPv6), and Network mobility (NEMO). Although these protocols are easy
to deploy, they still have some gaps. Sabor et al. [30] show
that the hierarchical-based protocols outperform their counterparts in saving energy, scalability, and extending lifetime
of MWSNs. Therefore, they focused on reviewing hierarchybased routing protocols and divided them into two broad
groups, namely, classical-based and optimized-based. They
provided a detailed classification based on a list of metrics
and discussed comparative advantages and limitations of
each protocol in terms of various attributes such as energyefficiency.
Unlike most existing studies such as [10] that summarize WSNs into six characteristics as depicted in Table 1,
we introduce and build a clear map of classification based
on a quadruple specified in Equation 1, wherein we select
three characteristics of MWSNs derived from Table 1 and
upgrade it by adding a new feature ‘‘Ai’’ as presented
in Figure 2.
The Quadruple C is defined as follows and as shown
in Table 2.
Let Class C be a Quadruple:
C = (Lc, Dt, Co, Ai).

(1)

As the value of each element in quadruple C can be
either 0 or 1, each combination of values will represent a
VOLUME 6, 2018
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TABLE 4. Literature distribution based on classification of Quadruple C.

FIGURE 2. Derived Quadruple.
TABLE 2. Notation table in Quadruple C.

TABLE 3. Full classes of Quadruple C.

single class. So, there will be 24 − 1 = 15 classes in total as
shown in Table 3 below. We map the studies in the literature
into the classes of Quadruple C.
The work in [31], conducts a comprehensive search on
websites and scientific databases such as Google Scholar,
IEEE Xplore, Scopus, Science Direct and Web of Science
to find the relevant papers written in English. The keywords
that we use to search for the relevant research papers are,
‘‘wireless sensor networks’’, ‘‘mobile’’, ‘‘mobility management’’, ‘‘localization’’, ‘‘detection’’, ‘‘cooperation’’, ‘‘artificial intelligence’’, ‘‘movement’’, ‘‘mobile sensor’’, ‘‘node
repositioning’’. The time span for the search was defined
from 2010 till 2017.
VOLUME 6, 2018

For example, in Scopus a particular query used
was ‘‘TITLE-ABS-KEY (wireless AND sensor AND
network+mobile) AND (LIMIT-TO (PUBYEAR, 2018) OR
LIMIT-TO (PUBYEAR, 2017) OR LIMIT-TO (PUBYEAR,
2016) OR LIMIT-TO (PUBYEAR, 2015) OR LIMIT-TO
(PUBYEAR, 2014) OR LIMIT-TO (PUBYEAR, 2013) OR
LIMIT-TO (PUBYEAR, 2012) OR LIMIT-TO (PUBYEAR,
2011) OR LIMIT-TO (PUBYEAR, 2010))’’
After executing comprehensive exhaustive search with
all the possible queries, around 3,305 records were found,
and upon further filtering out some more irrelevant papers,
the final result was a total of 478 papers. After reading the
titles, abstracts and conclusions of these 478 papers, we followed it by examining the introduction, results and analysis
sections of those papers that had a strong relevance to this
study. These papers were selected and were classified as core
papers. Rest were discarded. Some key parameters that were
used to select these papers are state of the art, citations,
most recently published, proof of concept, and strong analysis
backed up by experimental results as strong evidences. As a
result, 19 research papers in MWSNs field were considered for classification. After carefully reviewing these papers
and studies, we placed them into six classes selected from
those in Table 3, and calculated their distribution as given
in Table 4, wherein we set a title for each corresponding class.
Every class is based on papers according to the relevance,
as C3 is based on 1, C4 on 1, C5 on 5, C6 on 6, C8 on 5, and
C10 on 1 as summarized in Table 6.
A. CLASSIFICATION OF MOBILITY MANAGEMENT
ISSUES IN MWSNs

This subsection introduces the six classes selected in our
classification and discusses the papers in each class in more
detail.
1) AI BASED COOPERATION SOLUTIONS (C3)

Hu et al. [32] proposed a protocol called immune orthogonal
learning particle swarm optimization algorithm (IOLPSOA)
for the recovery of routing process from path failures between
the source and the sink due to the movement of sensors and
the sink nodes in the network. As opposed to other popular
protocols such as the AODV, the proposed protocol in [32]
facilitates a local path recovery mechanism within a small
16367
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region thereby providing a relatively better energy consumption model. In this protocol, each node in the network is
considered as a particle and the sequence of particles from
the source to the sink forms a path. Such a sequence of
particles along the path is optimized by using IOLPSOA for
finding the optimal path between the source and the sink.
The IOLPSOA is evaluated using four well-known benchmark optimization functions such as Schwefel [33], [34],
Griewank [34], [35], Rosenbrock [34], and Rastrigrin [35]
and compared to standard particle swarm optimization (PSO),
cooperative particle swarm optimization (PSOA)/CPSO [36]
and OLPSOA-L [37]. An experimental evaluation conducted
on the selected four functions shows that IOLPSOA provides
the best solution when compared to the rest of the algorithms.
Moreover, for performance analysis, IOLPSOA is combined
with AODV and compared to AODV and AODV-SMS (simple sink mobility support) in terms of energy efficiency,
packet loss ratio and packet delivery latency; the results show
that IOLPSOA-AODV outperforms the other two on these
aspects.
2) ENHANCED DETECTION SOLUTIONS (C4)

In order to solve the connectivity problem of the network,
a fault detection and recovery scheme (FDRS) was proposed
in [38], where an agent packet is generated by the sink, and
such an agent builds a query link reaching a dead or a faulty
node. The receiving node makes a decision randomly on
whether to forward the packet or not in order to detect the
dead or faulty nodes. Then the scheme will use the LeastDisruptive Topology Repair (LeDiR) algorithm to replace
the target nodes with block movement. Their simulation
shows that the proposed FDRS algorithm is superior to several existing algorithms such as LeDiR and Fault-Tolerant
Service (FTS) in terms of metrics like delivery ratio and
energy consumption. Such combinatorial schemes normally
use localization and routing techniques to generate the optimal value; this has become a trend in recent research.
3) AI BASED DETECTION SOLUTIONS (C5)

Okazaki and Fröhlich [39] proposed an ant-based dynamic
hop optimization protocol (ADHOP) for dynamic WSNs
that incorporates an ACO algorithm for route discovery and
maintenance. The focus of this work is mainly on mitigating
the routing overhead in the WSNs and improving the data
delivery ratio. ADHOP is a self-reconfiguring and multi-hop
reactive routing protocol based on HOPNET, an ACO based
protocol for MANETs. ADHOP differs from HOPNET in
that it explicitly determines the next hop node dynamically
rather than through the use of fixed size zones, as is the
case with HOPNET. The constraints of WSNs are taken into
account while designing the ADHOP architecture. However,
the ADHOP algorithm is not evaluated in a WSN environment, rather in ad hoc wireless network environments. The
performance of ADHOP is better than that of HOPNET in
terms of routing overhead, congestion avoidance and the data
delivery ratio in dynamic topology environments. On the
16368

other hand, solutions based on cross layer design are promising and energy efficient in WSNs. However, most of the
solutions in the literature fail to include the complete range
of mobility features.
Hoeller et al. [40] proposed that the transmission power of
radio links between mobile nodes in mobile Ad-Hoc WSNs
can be optimized by exploring the ACO method of ADHOP.
ADHOP with power selection involved, i.e., ADHOP-PS,
minimizes the energy consumption due to the transmission
power with no effect on connectivity and with no significant
influence on the packet delivery rate. A comparative analysis
of ADHOP-PS with original ADHOP, AOER and AODV
algorithms shows better results than the original ADHOP and
AODV; however, AOER outperforms ADHOP-PS.
Zhang et al. [41] proposed a bio-inspired trusted routing
protocol (B-iTRP) for trusted and energy efficient multihope routing in MWSNs. B-iTRP integrates AIS, ACO and
physarum optimization (PO) algorithms to reliably assess the
nodes along a path, to create an effective routing strategy
from the source to the sink and for the assessment of route
discovery and optimization of local routing, respectively. The
AIC component of the protocol monitors the behavior of the
neighboring nodes in real-time for the detection and identification of selfish and malicious nodes; since such nodes
could expose MWSNs to malicious attacks. The simulation
results show that B-iTRP performs better in terms of end-toend packet delay and end-to-end packet delivery ratio when
compared to AODV, TGRP and Ant Hoc Net protocols. However, B-iTRP incurs more communication control overhead
when compared to the rest of the three protocols. In order
to reduce the communication overhead, end-to-end delay,
packet loss and energy consumption in WSNs and to improve
the overall lifetime of WSNs, Saleem et al. [13] proposed an
improved ant colony optimization (IACO) algorithm for the
estimation of an optimal route based on the end-to-end delay,
the link packet reception rate (PRR) and the remaining battery
power of the sensor nodes. While IACO shows acceptable
results in both simulations and implementation on a real test
bed, it lacks the support for mobility and security, which are
critical to the overall resilience of WSNs.
4) COOPERATION BASED DETECTION SOLUTIONS (C6)

In order to conserve the energy of sensor nodes in WSNs
and reduce the latency in mobile data gathering, a pollingbased data gathering approach via mobile collectors called
bounded relay hop mobile data gathering (BRH-MDG) is
proposed in [42]. In this approach, a mobile collector collects the aggregated data from the nodes in a WSN through
predefined buffer nodes called polling points, which locally
buffer the aggregated data from the affiliated nodes. These
polling points are selected using centralized and distributed
algorithms, respectively. The centralized algorithm is a shortest path tree based data gathering (SPT-DGA) algorithm
whereas the distributed algorithm is apriority based PP
selection algorithm (PB-PSA). Moreover, the SPT-DGA and
PB-PSA schemes are evaluated against the single-hop data
VOLUME 6, 2018
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gathering (SHDG) scheme and the controlled mobile element (CME) scheme in terms of energy conservation, i.e.,
the relay hop count of sensors for local data aggregation,
and data gathering latency wherein the tour length of the
mobile collector is considered. The results show a comparative improvement in the tour length for small relay hop count.
Although this solution improves energy and the mobile data
gathering latency in WSNs with static sensor nodes, it might
not be an optimal solution for MWSNs with mobile sensor
nodes. This is because it considers a specific scenario wherein
only the collector node is mobile and rest of the nodes are
stationary.
Similarly, in order to optimize the communication power
between the nodes of WSNs, Falcon et al., present a hybrid,
i.e., controlled mobility and routing, model in [43]. For
routing, a protocol called dynamic optimal progress routing (DOPR) is proposed. DOPR is similar to the optimal
hop count routing’’ (OHCR) protocol. In this work, energy
consumption is optimized by moving the intermediate sensor
nodes from a Move Directly (MD) scheme to a scheme using
a predefined route between the source and the sink. Moreover,
in this work, packet delivery is achieved by using a depth
in first search (DFS) algorithm in both sparse and dense
networks. This algorithm first uses another algorithm called
collect-K neighbors routing (CKNR) algorithm to select K
ideal hops to the network periphery. The packets are then
sent out to any target along this route path. This solution
not only solves the problem of energy consumption but also
concurrently facilitates the mobility of the relay nodes. The
proposed work shows improved results in comparison to other
such protocols including NP, greedy, OHCR and MPoPR
through various simulation tests.
In a scenario, where mobile sinks collect non-real time
data, Rao and Biswas [44] present a framework for the feasibility of multi-hop routing in the network. The objective of
this work is to determine the feasibility of the feasibility of the
extent to which multi hop routing can be carried out for data
collection in WSNs with mobile sinks by considering certain
application parameters such as the node density, the data
generation rate of nodes, the link capacity between the nodes,
the mobility patterns of the sink and its speed. In such a framework, the data is routed from all the nodes in the network
using multi-hop routing to a set of predefined designated
gateway (DG) nodes. The mobile sink then collects the data
from DGs’ either on the move or on a stop on demand basis.
In order to keep the balance between data collection, throughput, energy consumption, and sink trajectories, the extent of
the multi-hop routing is defined through a hop bound factor
with threshold values. The proposed framework is simulated
in NS2 using the network assisted data collection (NADC)
protocol for the validation of the predicted permanence trends
of the model. For the identification of the trajectories of a
mobile sink, a distributed version of the k-hop minimum
dominating set technique is used.
Papadopoulos et al. [45] presented an energy efficient
routing protocol called virtual infrastructure-based energyVOLUME 6, 2018

efficient (VIBE) routing for WSNs with support for both
static as well as mobile sensor nodes. In this protocol,
the messages from the sensor nodes to the sinks are routed
in a particular direction over a virtual infrastructure of virtual
grids within a sensed area that includes a cluster head node.
In order to reduce energy consumption due to communication
overhead, the protocol does not use control messages for
propagating the positions of the nodes to the neighboring
nodes. The sensor nodes determine the positions in the field
using the virtual grid mechanism. All nodes in the field could
be mobile except the sink node and they are all location aware.
Moreover, the performance of VIBE is evaluated in terms
of energy efficiency through experiments and compared with
those of other well-known protocols such as LEACH, MECH,
greedy forwarding, and directed flooding protocol. The VIBE
fairs comparatively better in terms of energy savings.
Maia et al. [46] developed a protocol called proFlex for
data gathering in a distributed fashion in large-scale heterogeneous WSNs with mobile sinks. In this protocol, a set of
powerful nodes with rich resources are used for data storage
from where the mobile sink collects the data. ProFlex efficiently collects the data in the sensor field due to its ability
of efficiently replicate the data among the selected storage
nodes in the field and by avoiding data loss or failures as it
might be the case with other protocols with similar powerful
storage nodes in the network. In performance evaluation,
simulations show satisfactory results for proFlex in terms
of communication overheads, with decreasing incidence of
energy hole vulnerability in the network and with stronger
resilience against failures and message losses when compared
to other storage protocols like, Supple, RaWMS, and Deep
protocols [46]. Moreover, in WSNs, the transmission power
of radio devices incurs most of the energy consumption [46].
In [47], a real-time mobility aware and load distribution (RTMLD) protocol is proposed. In this protocol, for data
forwarding to a mobile sink in real-time and for routing management, a corona uniform model is incorporated instead of
location-based routing. Moreover, RTMLD uses a backward
corona mechanism to overcome the routing hole problem due
to hidden nodes. In RTMLD, the optimal forwarding nodes
in the network are determined through certain parameters
such as the remaining power of the sensors, RSSI, and the
delay incurred by the packets over one hop and then the
traffic load is distributed among the neighboring nodes along
the sink path thereby prolonging the lifetime of individual
WSN nodes. The RTMLD achieves a high packet delivery
ratio and low power consumption with minimum end-to-end
delay in both MWSNs and WSNs. However, in the initial
stage of neighbor discovery, RTMLD incurs communication
overhead due to the identification of optimal forwarding
nodes. RTMLD is evaluated against two static WSN protocols, namely MM-SPEED and RTLD, and a MWSN protocol
called RACE. The simulations show that RTMLD has better
performance in terms of packet delivery ratio, end-to-end
delay and energy consumption; nevertheless, it has a higher
packet overhead as compared to the rest of protocols. In addi16369
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tion, RTMLD is also implemented on a real experimental
testbed and is shown to achieve satisfactory results. Combinatorial optimization methods have become more and more
popular since they may show distinctive performance in terms
of metrics that are encapsulated by another quadruple set as
introduced in Eq. 2 (see below).
5) IMPROVED LOCALIZATION SOLUTIONS (C8)

Madani et al. [48] proposed an energy efficient cluster based
power control routing (PCR) protocol and its enhanced version EPCR for MWSNs along with a packet loss recovery
mechanism. In PCR, the nodes in a MWSN are associated
with the cluster head via their weights, and this leads to a mapping problem particularly when a node is in the transmission
range of more than one cluster-head and on the border of the
transmission range of a potential cluster-head. In such a scenario, one possible solution could be the node going out of the
transmission range of the potential cluster head. The EPCR
protocols tackle this problem by using distance as a metric
to associate nodes with a cluster head. PCR is based on the
distributed efficient multi hop clustering protocol (DEMC)
with the differences in cluster operation time, transmission
power and recovery mechanism. PCR and EPCR are designed
to work well for both mobile and static networks and achieves
high throughput, longer network lifetime, and high packet
delivery ratio. Moreover, in these protocols, the transmission
power of the nodes is kept fixed during the clustering, intercluster communication and recovery phases. On the other
hand, during the transmission of data by the nodes to their
cluster-head, they change the transmission power according
to their distance from their cluster-head since variable transmission power levels does not necessarily mean or lead to
reduced signal strength [49]. In these protocols, the distance
of a node from a cluster-head is determined through the use
of the received signal strength indicator (RSSI) instead of
GPS. Furthermore, PCR and EPCR are evaluated through
simulations and in comparison to DEMC and Hybrid Energy
efficient protocols (HEED) show satisfactory results.
Awwad et al. [50], proposed a cross layer design for routing in mobile wireless sensor networks. This work gets its
inspiration from low energy adaptive clustering hierarchy
(LEACH-mobile) protocol and principally aims to address
issues that relate to packet delivery ratio and energy consumption. The solution proposed is a cluster based routing protocol for mobile sensor nodes (CBR-Mobile), which is based
on cross layer optimization between medium access control (MAC) and network layers. In this solution, the routing
decisions are made by collaborating with mobile nodes that
use a hybrid MAC protocol and manage their schedule based
and contention-based timeslots using TDMA. In the setup
phase, carrier sense multiple access with collision avoidance
(CSMA/CA) MAC protocol is used. For mobility, random
waypoint mobility model is used. In CBR-Mobile, energy
consumption is reduced by restricting the idle listening time
and overhearing while the packet delivery ratio is improved
by providing fast registration to the disconnected nodes.
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Moreover, in this protocol, the data is sent to the cluster-head
in an efficient manner by using the received signal strength.
Each cluster-head is equipped with a database to record and
store the updates received from other nodes. Simulations
show that the performance of CBR-Mobile is better than
those proposed for LEACH-Mobile and AODV protocols in
terms of packet delivery ratio, energy consumption, delay and
fairness in the mobility environment.
In some situations, a sensor node may need to change
its position. To address this case, an Energy Efficient Geographical Key Management (EEGKM) algorithm was introduced in [51]. In this approach, the cluster will first have
to be divided, and then the node’s motion is associated
with the angles it makes with the sector heads. Simulation results show that such a scheme consumes low energy
while increasing throughput when compared with other
such algorithms like multi-level dynamic key management
(MDKM) and energy efficient dynamic key management
(EEDKM). More recently, hybrid methods have also become
popular.
In [52], Abuarqoub et al. proposed a self-organizing and
adaptive Dynamic Clustering (DCMDC) algorithm to balance the load and energy consumption in WSNs. The algorithm is a kind of a Routing Optimization method; it divides
the network into clusters called Service Zones (SZs) to
reduce the signaling overhead, to minimize route set up delay,
and to improve bandwidth utilization. The experimental
evaluation showed that DCMDC reduces mobility management cost, end-to-end delay, and energy consumption while
increasing the network lifetime and packet delivery ratio
when compared with other algorithms such as Mobile Data
Collectors (MDCs).
Energy efficiency and tracking accuracy are two important
factors in target tracking applications. Because of the special
characteristic of WSNs, there exists a balance between energy
consumption and tracking accuracy. Hirpara and Rana [53]
proposed a hybrid Energy-Efficient Constant Gain Kalman
Filter based Tracking (EECGKFT) algorithm to provide a
perfect balance by integrating clustering and prediction techniques. The simulations showed that the proposed algorithm
outperforms the existing algorithms. Analysis of results validates that EECGKFT increases energy efficiency by reducing
the transmission of unnecessary data in the sensor network
environment and also provides good tracking results. More
recently new proposals have appeared that outline similar
solutions.
6) COOPERATION BASED LOCALIZATION SOLUTIONS (C10)

Gaddour et al. [54] addressed the lack of mobility in an
already existing IETF standard protocol for low power and
lossy networks (RPL) by extending RPL to support the mobility of nodes in WSNs. This extension is called Co RPL.
Co-RPL incorporates the corona architecture for mobility
support in RPL. In Co-RPL, the network is divided into different circular layers called coronas around the static directed
acyclic graph (DAG) roots, i.e., sinks, for better localization
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of mobile nodes with respect to the sinks. Simulation results
reported in [54] show that Co-RPL reduces the packet loss
ratio, end-to-end delay and energy consumption to a greater
extent when compared to the standard RPL.
In order to access the efficiency of the proposed solutions
we have introduced six tuple which is based on some performance related metrics that we obtained from the existing
literature.
Let Metrics M be a six-tuple:
M = (Nc, Lf , Re, Tp, La, Ca)

energy efficiency, the use of GPS, clustering, the use simulation/experimental testbed using, type of simulators used, and
security considerations.
IV. OPEN ISSUES AND CHALLENGES

Based on our literature study and its subsequent analysis,
we highlight the important issues that need to be addressed,
and also provide a concise summary of emerging research
trends and challenges.

(2)
A. OPEN ISSUES

as shown in Table 5.

The following are the issues that need to be addressed in the
near future.

TABLE 5. Notation table in six-tuple M.

1) NODE SECURITY SUPPORT IN MWSN

We have not come across any scheme addressing mobile
nodes with pre-consideration for data losses or privacy
breaches. In the Internet of Things (IoT) paradigms, where
MWSNs will be an integral part of the infrastructure, data
can be lost or compromised in myriad, and planning against
privacy threats must be undertaken before executing an
event.
The performance metrics are defined as:
• Network cost is the first and foremost metric of interest.
The network cost increases and become more complex
by adding more resources and vice versa.
• Lifetime can be defined as the time span from the
deployment to the instant when the network/node is
considered non-functional.
• Reliability can be defined as the probability of delivering
message or data till the destination.
• Throughput is the rate of successful message delivered
in a specified amount of time.
• Latency is the time a packet takes to travel from source
to destination and sometimes the round-trip time.
• Capacity is the maximum number of bits that a link can
accommodate.
Let f be the solution under consideration, then we have
M = f (C).

(3)

Where, the f is a guidance factor for the future research
that can guide the researchers to design their own algorithms or build strategies and map the combination C of
algorithms or strategies (many items in Quadruple) to get a
concerned optimal result M .
In this paper, the proposed classification is based on
Eq. 1, while the mobility management solutions comparison in terms of performance metrics are performed with the
help Eq. 2.
B. MOBILITY ISSUES RELATED LITERATURE COMPARISON

According to the classification of mobility related issues
based on 19 key papers, a comparison in Table 6 of the existing techniques is performed in terms of location awareness,
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2) MIPv6 SUPPORT IN MWSN

The bulk of the schemes reported in the literature on IP
based WSNs use Internet Protocol version 4, which has
limited support for node mobility. A handful of schemes
have been developed that are fully compliant with 6LoWPAN
mobility support features such as some extended protocols
of MIPv6. Although these protocols are easy to deploy, they
still have some limitations. When considering routing related
issues such as resource-based routing support, host-based
routing support, Home Address (HA) and Care-of-Address
(CoA) support, proposed solutions must aim to mitigate path
and address the underlying route construction and coverage
related issues in a holistic manner. All these exceptions in
the literature are addressed in static, but not all anomalous
conditions are addressed.
3) DATA SECURITY AND NETWORK
INTEGRITY IN MWSN

As discussed above, security and privacy are together considered as a separate and atomic feature in WSNs, which is only
triggered reactively for the identified threats and proactively
for the known threats. In instances when zero-day attacks are
launched against the network, the defense mechanisms that
are deployed will not take appropriate measures to stop it
since these mechanisms are unable to discover such attacks
in the first place.
The discovery of network attacks is intrinsically linked
to anomaly detection. Network traffic variables such as
packet latency, packet structure, bandwidth, and data flow
are typically fingerprinted and any variation in the normal
ranges of the variables is treated as an anomaly. A typical
anomaly requires human analysis and intervention. Once an
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TABLE 6. MWSNs state-of-the-art literature comparison.

incoming traffic flow is classified as a threat, appropriate
countermeasures can then be developed to safeguard against
such attacks.
Mobility brings uncertainty in the network topology.
In order to cope with uncertainty, specific mobility management schemes have been proposed. The issues of privacy
16372

preservation were left out from the list of considered issues.
Presumably, every action in the network may lead to a privacy
breach. Node mobility being a major event in the network
may lead to data leakage, hence it should be addressed by
using mechanisms based on data encryption, or obfuscation
techniques.
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4) SIMULATION-BASED VS TESTBED-BASED
EMPIRICAL STUDIES OF MWSN

When designing a simulation environment, certain topological assumptions are made. Furthermore, in a simulation environment, the movement pattern of a mobile node is often
found to be pseudo random. Many experiments involving
a test bed implementation consider a specific MWSN. The
application specific constraints need to be considered in the
development phase. Due to this discrepancy, a difference in
the performance is observed when conducting simulations
over different WSN set ups. The deployed solutions show
skewness from the expected results and these results are then
presented in the literature without a clear awareness of the
limitations.
5) LACK OF AUTONOMOUS AND PLUG-AND-PLAY SUPPORT
FOR OPTIMAL SOLUTIONS IN MWSNs

The proposed solutions to mobility management require an
intensive configuration that often requires manual labor. In an
ubiquitous network paradigm, the node down time is directly
proportional to loss in revenue. In all the solutions that were
reviewed, we have not come across any scheme that supports
plug and play solutions.
B. TRENDS AND CHALLENGES

From the distribution of the studies shown in Table 4, we can
conclude that the classification of recent studies does not obey
a uniform distribution as shown in Table 7.
TABLE 7. Literature distribution analysis.

Table 3 shows 4 classes that use a single technique, and
6 classes that use multiple techniques. Since we have selected
19 papers out of a total of 478, and the selection criteria did
not have anything to do with the number of techniques that
a proposal used, we can safely conclude that the selection
process as arbitrary and random as illustrated in the table.
It is clearly shown in Table 7 that 63% of the total schemes
studied use hybrid techniques as opposed to 40 % that are
based on a single technique, a recent trend currently prevalent
in mobility management of MWSNs.
MWSNs also introduce significant challenges, such as
those that relate to [10], which are Scheduling, Reliability,
Mobility, Localization, Dynamic Network Topology.
Moreover, since we have entered into the realm of Big data
and AI [55], it is essential for us to leverage technologies and
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algorithms based on these paradigms to empower mobility
management. As a result, the vision for futuristic mobility
management solutions must be expanded to accommodate
these novel approaches. Quadruple C in Eq. 1 should be
extended to a more complex five-tuple, by adding Dimension
& Security elements in it. The combination of single or hybrid
solutions has potential to become the mainstream in future
research. In future, intelligence, complexity and performance
would be expected to gain more prominence. Moreover, the
increasing complexity of the proposed algorithms and security would become the most important challenges in MWSNs.
V. CONCLUSIONS AND FUTURE WORK

In this paper, we have presented a critical analysis on mobility
management related issues in MWSNs for cyber physical
systems. The aim of the paper is to highlight the important
issues and to reveal the recent trends and current challenges
that can provide the guidance to the future research endeavors
in the area/field. We have explored the recent state of the art
literature on mobility management in MWSNs and suggested
a novel classification method to classify these schemes based
on the techniques that they use. Our classification uses one
quadruple set C and six-tuple M in order to offer a solution
for further analysis.
Our review shows that indicators like location awareness
among mobile nodes brings a sense of relevant movement,
and hence results in graceful handoff in MWSNs. This
becomes an important issue when the leaving node is a cluster head. In addition, energy efficiency has been addressed
abundantly due to the assumption that the nodes in a MWSN
have a very limited lifetime, a key issue that requires further
investigation.
Furthermore, we have also discovered that mobility supported protocols still have limitations due to real-time constraints. Moreover, we have found that most of the reported
test beds are custom built rather than being plug and
play hence lack self-configuration features. Besides, MWSN
nodes are not assumed to have Global Positioning System (GPS) capabilities except for certain high power nodes
that play the role of a cluster head. As the GPS technology has
become more accessible, this assumption needs to be reconsidered. Another point which is found to be noteworthy is that
while clustering is the most popular and almost ubiquitous
aggregation method among MWSNs, security remains the
least considered issue among all other issues for MWSNs.
Thus, we believe that the discussion of the recent trends
and current challenges in this analysis will provide further
guidance for future research in MWSNs.
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