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Moreover, in order to further convince the effectiveness of
these generated RNs, we calculate the mean entropy value and
standard deviation of RNs generated from each EMG sensor
placed on every subject. Assuming the obtained entropy
valuesare e, e,,es, - , e, we calculate the mean value of the
entropies by using the following formula:
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where E; is an entropy value, M is the number of entropy
values, and E,, is the mean entropy of RNs generated from
each EMG sensor.

Formula (2) is a general formula for the mean entropy
value calculation. In order to reduce the computational
complexity, we use an iterative method (see (3)) to calculate
the mean entropy value:
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We use the previous mean entropy E,; and the new
entropy value e,,, to calculate the current mean entropy
value E,;,,. This means that the current mean entropy is
updated according to the newly recorded entropy values.

Similarly, the general formula for calculating the standard
deviation (SD) is presented in the following:
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Equation (4) is a general formula for calculating the
SD value. In order to reduce the computational complexity,
we also calculate the SD value utilizing an iterative method

presented in the following formula:
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By using (5), we can calculate the new SD o,,,, using
only four variables: the previous SD o,,, the previous mean
entropy value E,;, the current entropy value e,,,, and the
previous records of entropy M.

The mean entropy and the entropy SD values obtained
from (3) and (5) can be used as references for evaluating
the randomness and effectiveness of these generated EMG-
based RNs. Furthermore, we also use 15 tests provided by the
US National Institute of Standards and Technology (NIST)
to validate the performance of RNs [7]. Specifically, we
implement the five commonly used NIST tests (see Table 1)
as part of effort to further examine the randomness of our
proposed method. In other words, the five NIST tests have
been used in this work for evaluating the randomness of the
128 bit RNs and the pass rates have been defined as the ratio of
the numbers of p value greater than 0.01 divided by the total
generated RNs.

It is worthy to note that the NIST suite consists of 15
different tests [3-5], and some of them require the length of

TABLE 1: The five most commonly used NIST tests.

Test cases Descriptions

F Test The frequency test

B Test The frequency test block

R Test The runs test

L Test The longest runs ones block test
A Test The approximate entropy test

Amplitude (mV)

0 08 1.6 24 32 4 48 56 64 72 8 88 9.6

Time (ms)

x10*

FIGURE 7: The EMG amplitudes between time ¢t = 0 ms and t = 10
ms.

the RNs to be no less than 1,000,000 bits. In this study, we
only focus on evaluating an EMG-based RN with a length
of only 128 bits; thus we just utilize the five commonly used
NIST tests (namely, F Test, B Test, R Test, L Test, and A Test)
to verify the randomness of the generated RNs. Moreover,
interested readers can refer to our previous work [16] for more
detail information on how the NIST tests are conducted for
the generated RNs.

4. Results and Analysis

In order to generate 128 bit EMG-based RNs and then
evaluate the randomness of them, we pull the EMG samples
from total 15 subjects including 10 healthy subjects (HS)
and 5 disabled subjects (DS); each subject has 7 wearable
biomedical sensors to gather the EMG signals. Figure?7
presents the EMG amplitudes collected from one of these
subjects (only EMG amplitudes between time t = 0 ms and
t = 10 ms are illustrated in the figure in order to better show
the results).

After EMG feature extraction, feature encoding and
RN generation, we calculate the entropy values for these
generated RNs by using (1). From the obtained entropy values
shown in Table 2, it was observed that the entropy values of
the generated RNs varied from 0.9887 to 0.9998 among the 7
EMG sensors for a representative healthy subject. Meanwhile,
for an arbitrarily selected amputee, an entropy value that
ranged between 0.9914 and 1.0000 was recorded for the
generated RNs based on EMG recordings from the seven
Sensors.
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TABLE 2: The entropy of RNs generated from EMG signals extracted from seven sensors (a healthy subject vs. an amputee subject).
No. A healthy subject An amputee subject

1 0.9887 0.9937
2 0.9998 1.0000
3 0.9914 0.9993
4 0.9998 0.9972
5 0.9914 0.9956
6 0.9984 0.9914
7 0.9972 0.9937
TaBLE 3: The entropy of each sensor of health and disabled subjects.
No. MEHS VHS MEAS VAS
1 0.9967 1.88x 107 0.9968 6.80x 107°
2 0.9861 3.02x107 0.9913 1.70 x 10~
3 0.9959 1.51x 107 0.9964 7.10x 107
4 0.9948 1.03x107° 0.9962 528x107°
5 0.9996 2.80x10°° 0.9976 9.13x107°
6 0.9952 9.40 x 10°° 0.9967 1.61x 107
7 0.9973 1.74 x 107° 0.9981 1.50x107°
TABLE 4: The entropy of each sensor of health and disabled subjects.
Name Mean of entropy Variance of entropy
Health subjects (our Best) 0.9996 2.80x107°
Amputee subjects (our Best) 0.9981 1.50 x 107¢
Subjects with myocardial infarction [6] 0.9902 2.31x107°
Subjects with other CVD [6] 0.9899 296 x107°
Healthy subjects [6] 0.9893 3.46x10°°

Table 3 presents the average entropy of RNs generated
from each EMG sensor (i.e., from sensor 1 to sensor 7) placed
on 10 healthy and 5 amputee subjects. It shows that the mean
entropy of RNs generated from 10 healthy subjects (MEHS)
varies from 0.9861 to 0.9996. Meanwhile, the mean entropy
of RNs generated from 5 amputee subjects (MEAS) varies
from 0.9913 to 0.9981. The overall average entropy of both
categories of subjects per sensor varied from 0.9887 to 0.9986
(i.e., from sensor1to sensor 7). The variance of health subjects
(VHS) varied from 2.80x10™° to 1.51 x 10, and the variance
of amputee subjects (VAS) varied from 1.50 x 107° to 1.61 x
107>, Moreover, by comparison with the mean entropy values,
we found that the mean of entropy of RNs generated from
EMG signals in our proposed approach is better than binary
previously study [6], as shown in Table 4.

Additionally, we implemented the five most commonly
used NIST tests (F Test, B Test, R Test, L Test, and A Test)
as part of effort to clarify the randomness of our proposed
method. We found out through experiment that, the pass
rates of the five NIST tests varied from 0.9857 to 1.0000 for
the healthy subjects and from 0.9714 t0 1.0000 for the amputee
subjects, as shown in Figures 8 and 9, respectively.

Through analyzing the results, we can observe that the
entropy values of RNs generated from the representative
healthy and amputee subjects shown in Table 2 are observed

to be close to 1.00, which reflects a perfect randomness as well
as a perfect performance. Also, similar performance can be
observed when the entropy of the entire 105 RNs is computed.
By comparing the RNs generated from the sensors deployed
at different positions of the body, the obtained entropy results
show that there is no distinctive difference between RNs from
any two sensors. This implies that the EMG sensor position
has no effect on the randomness of generated RNs.
Furthermore, we investigate the randomness of the
RNs generated based on the features extracted from EMG
recordings of the healthy and amputee subjects and then
compare the results obtained for both categories of subjects.
The rationale behind comparing the RNs of healthy and
amputee subjects is because WBSN systems have been widely
applied for both the healthcare and the sports training. In
healthcare, rehabilitation devices such as the prostheses are
now commonly available to help amputees regain their arm
functions. And the EMG signal patterns obtained from the
amputated arm have been reported to be different from that
obtained from the intact arm [28-30]. In this regard, we
compare the randomness of the RNs generated from the
healthy and amputated subjects to see if the variations in
EMG signal patterns between both categories of subjects
would be different. From the comparison, it can be observed
that there is no distinctive difference between the RNs of the
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