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Abstract

In 1998, the Department of Defense in the United States released the first of a series of
seminal policies on Information Operations (I0). Entitled Joint Publication 3-13, this instruction
laid out for the first time, in an unclassified format, how the American military forces could
utiliée this particular element of power. As arelative newly defined activity, fhis publication
proposed to revolutionise the manner in which warfare, diplomacy, business and a number of
other areas are conducted. However, this radical tran'sformationbin the United States government

. with regard to IO has not occurred over the last decade and a significant gap exists in the
capability of the federal bureaucracy to support operations in this arena. While strategic policy
and doctrine have been developed and promulgated, in most cases only by the Department of
Defense, the actual conduct of IO activities and campaigns across the United States, are normally
performed at a much more tactical level. This delta between theory and reality exists because the
interagency organisations are often unwilling or unable to make the transformational changes
that are needed to best utilise information as an element of power. In this research, the author

~has developed definitions and models that articulate not only why this delta exists, but also
specific strategies for utilising IO in a manner by the United States federal ofganisations that best
optimises the inherent capabilities of this element of power. Specific recommendations are noted

below, and will be laid out in greater detail throughout the paper:

= Develop an Academic Theoretical Construct for IO

= Understand that Different Approaches and Processes are Needed to Support IO

= Establish an International 10 Standards Effort

s Meeting the IO Training Needs

This research is more than just a reflection on the shifting nature of power. As the title of

the research suggests, information is changing in this new era, and how a nation or federal
agency understands that fact, will greatly increase its ability to manipulate power to their
advantage. Thus the overall goal of this paper will be to bring together not only these disparate
themes, but also the different threads of information to show the tremendous changes that are
occurring today, in order to better demonstrate this revolution in power. In this research, key

sources were be drawn on, all of which are relatively recent in origin, to show how the gaps in
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theory with réspect to information, are perhaps one reason for the delta that currently exists in
I0. Likewise, the author also attempted to review the broad spectrum of published works on 10,
that have become available over the last decade, in order to give a complete assessment of what
needs to be done with respect to the federal bureaucracy in order to continue moving forward.
Feedback from the project participants and the literature review also indicated that there were a
number of areas that were considered deficient when one reviews and analyses these issues
within the United States government with regards to the conduct I0. In addition, it can also be

~ noticed that a series of common themes from both the literature review and research interviews
that centre on a few key points — namely the desire for strategic goals, the use of standards, as
well as integrated communication systems, tools, IO metrics and the need for common training
efforts to conduct IO activities across all federal agencies.

There was also a dichotomy between the stated desires of the interviewees, prominent 10
authors and theorists as far as the IO capabilities of the United States, the published theory on
this subject and that actual tactical reality. This gap is the crux of this research and can be seen
most clearly in the Conceptual Models, which emphasised a desire by many of the thesis
participants for a more comprehensive series of strategic 10 efforts by the federal government, to -
truly maximise the power inherent in I0. However at the same time, there was also a realisation
among many of the participants of this project that these actions would not happen on a timely
basis, and that instead, a more realistic approach was probably more feasible, one that involved a
broader set of criteria which might be more useful to try to solve these tough problems using a
bottom up methodology instead. Likewise, a key concept that also arose in the conduct of this
research is the understanding that the road to success with regard to 10 involved an actual
limiting of the stated objectives, a ‘boxing-in’ if yo‘u will of 1O policy, into a more ‘useable’ set
of concepts, definitions, theories and capabilities, that are 'attainable and feasible, with the
resources available to the federal bureaucracy. This ‘walking away’ from the early IO rhetoric to
a more pragmatic approach is probably one of the most important items to take away from this
thesis, in that many of the participants have come to understand that in order to succeed in IO,
that they need to lessen their goals. This change can be seen most clearly in the Department of
Defense where the original IO policy issued in 1998 was deemed too radical and ambitious, and
has since been modified as the federal agencies in the United States understand better what is

truly needed to best utilise this new capability.
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Chaptér One - Introduction: Understanding the
Problem

“The Next World War: Computers are the Weapons, and the Front Line is Everywhere...”
(Adams, 1998, p.3)
The contemporary world is transforming itself into the Information Age, which has been
called 'an era of networks' (Copeland, 2000; Arquilla and Ronfeldt, 1996, 2001). Loudly
proclaimed by many as a revolutionary process throughout the world, it is interesting however to
compare and contrast the differences between rhetoric and reality, especially in the employment
of Information Operations (I0). A relative newly defined activity, this transformation of
traditional uses of power promises to revolutionise the manner in which warfare, diplomacy,
business and a number of other areas are conducted. However the gap between proposed
capability and actual conduct of operations in the United States government is wide and while
strategic doctrine and guidance may exist to best utilise the power of information, in fact, actual
information campaigns are almost always conducted at a tactical level. Inthis thesis, the author
develops definitions and models that articulate not only why this delta exists, but also specific
strategies for utilising IO in a manner that best optimises the inherent capabilities of this element
of power. These ideas were taken from 100 background and research interviews conducted over
a five-year period from practising mid-level officials of the interagency organisations in the
United States that are involved in conducting information campaigns. It is hoped that these
conclusions developed in this project may be useful for future IO planners, as well as senior level
decision makers. This research was based on the following hypothesis, and will step through a
rigorous theoretical methodology to develop a coherent set of findings as part of this thesis.

Hypothesis: In the United States government, a significant gap exists in regards to the
conduct of Information Operations. Strategic policy and doctrine have been promulgated, but in
most cases, the actual IO activities and campaigns, are normally performed at a more tactical
level. The delta between theory and reality exists because the federal bureaucracy is unwilling or
unable to make the transformational changes that are needed to best utilise information as an
element of power. ’

11 Information Operations
Information as an element of power is and has always been somewhat of a nebulous term,

but in this new era it possesses a capability that is now considered crucial to the success of



American national security. However the ability to best utilise this element of power to support
the requirements of United States government is still unknown. This is because IO crosses so
many boundaries within the interagency process, that it is often very difficult to quantify exactly
what constitutes an information campaign. One reason for this is that you now have other
organisations within the federal bureaucracy such as the State Department, which while they
have traditionally concentrated on diplomatic efforts to support American interests abroad; are
now instead being asked instead to facilitate strategic IO activities around the world. Not only is
this kind of tasking abnormal for these different cabinet agencies, but it also belies their normal
chains of communication and day-to-day procedures. So more often than not, the most recent
attempts to conduct strategic high-level IO activities in the United States are instead aborted for a
more tactical set of options that are normally conducted by the Department of Defense as part of
their standard set of operations. A good exampie of these dichotomies with the capability of IO
is seen in three military activities conducted recently by American forces over the last decade.
Whether it was Kosovo, Afghanistan or Iraq, the primary focus of these campaigns from the
viewpoint of Washington, DC was on the military victory. In none of these operations, did IO
play the transformational role that its advocates have predicted, and while a number of

- capabilities and related activities have been utilised, often with good success, at best these efforts
are still almost all concentrated at the localised or tactical level. Nowhere has the strategic
revolution in warfare advocated by informational power enthusiasts in the mid 1990’s materialise
as predicted and desired.

This gap between the early theoretical desires for IO and the actual reality of operations
conducted today is the focus of this thesis. For the contemporary world now is now witness to
wholesale onslaughts of manipulated images, where nations, groups and individuals attempt to
manage the messages that are received. Information campaigns have been advocated and
theorised to be conducted in a very similar manner, whether merchandise like a soft drink is
being sold or a threat to national security like weapons of mass destruction. This is the whole
idea to which the acolytes of informational power advocate with respect to 10, namely that the
mind of the consumer or the public needs to be influenced, to get them to believe in a product or
cause. It is all the same in this new era these early IO enthusiasts contend, where the nature of
power has radically changed, with perception management and computer network operations

figuring prominently as new informational capabilities. To date, interviewees involved in this



research pfoj ect have not witnessed this revolution in the use of information, which will
transform the structure of power around the world. In particular, with respect to the specific
American situation, the changes envisioned within the United States federal government,
particularly with respect to influence campaigns, have thus far have not yet occurred as well, and
in many cases foreign policy operations are still conducted using traditional military and

diplomatic methods.

1.2 Emerging 10 Theory

However not withstanding these issues, the transformational ideas inherent in IO are
crucial and must become a reliable capability of the American arsenal, because as the events of
11 September 2001 indicate, military, political or economic power are often simply ineffective in
dealing with these new kinds of threats to thé national security of the United States. The
aforementioned terrorist attacks were a blow to the American public and government images that
affected the perceptions of many people in this country. The fear produced by the terrorist acts
can only be defeated by using a comprehensive plan, in which information is a key element. In
this new era, all factors of power must be utilised, for as some academics argue, in the future it
will be ‘networks that will be fighting ‘networks’ (Arquilla and Ronfeldt, 1999). Good examples
of this abound in Operation Enduring Freedom and Operation Iraqi Freedom, where networks in
the form of information campaigns fought networks made up of perceptions, and the side that
will ultimately emerge from this epic conflict as the victor, is the one that can best shape and
influence the minds of not only their adversary, but their allies as well (Advisory Group on
Public Diplomacy for the Arab and Muslim World, 2003).

Unfortunately the shift from the industrial age to the information environment may not
mean that the United States will forever remain the dominant player in the political arena.
Arquilla and Ronfeldt also write that nation-states are losing power to hybrid structures within
this interconnected architecture, where access and connectivity, including bandwidth will be the
two key pillars of any new organization. They posit that truth and guarded openness are the
recommended approaches to be used in both the private and government sectors to conduct
business, and in their opinion, time zones will be more important than borders. It will be an age
of small groups, using networks to conduct 'swarming' attacks that will force changes in policy

(Arquilla and Ronfeldt, 1997a). Key features include:
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Wide open communication links where speed is everything

Little to no censorship, the individual controls his own information flow
Truth and quality will surface, but not initially

Weakening nation-states and strengthening networks (Ibid, 1997b)

The changes that are mentioned in their book Noopolitik are truly revolutionary and describe a
profound shift in the nature of power. Unfortunately, this transformation has not been translated
from a strategic concept to tactical actions (Kuusisto, 2004). Thus, the intent of this research is
to fill that void, to describe why the early strategic theory on IO, do not match the current tactical

reality.

1.3 The Day-to-Day Reality of how IO is conducted by the United States

So while much of the early policy concerning IO stated the need for a more strategic and
centralised execution philosophy of executing a top-down process by the American government,
the day-to-day reality of operations is much different (CJCS MOP 30, 1993; DoDD S3600.1,
1996; DoD JCS JP 3-13, 1998). This early concentration on the development of high level IO
strategy perhaps mirtrors the philosophy of doctrine from an earlier era of the nation’s history.

During the Cold War, the United States and its allies and the Communist bloc were in a

" psychological confrontation between two competing and essentially incompatible ideologies

emanating from Washington and Moscow (Taylor, 2002). The Soviet Union and the Warsaw
Pact were easily the most recognizable of the ‘threats’ to the free world, but other nations such as
China, North Korea, Iran, Iraq, Syria and Libya were also part of the equation. This bipolar Cold
War era was an arena of ‘realist’ conflicts, such as Vietnam, Korea, etc with states acting as the
prime actors and anarchy a central theme. This was a ‘war’ in the real sense, in that nations were
mobilised and armed forces were always at the ready to commit at a moment’s notice if needed.
A sense of urgency existed, so high-level doctrine and strategy were developed to meet these
perceived needs; yet ultimately it was not the military or diplomatic efforts that succeeded in
ending this effort, but instead the economic and to some extent the informational might of
America that eventually prevailed. Today the former Soviet Union is a shadow of its past
existence, with a population below the United States, and it has had difficulty deploying a
number of its forces in Kosovo because of equipment failures, (Clarke, 2000).

In this post Cold War era, when some of the greatest threats known to mankind such as a

major surprise nuclear attack appear to many academics and politicians aslessened in intensity,



the fact that the United States is still under attack from a number of different enemies, including
the Al Qaeda terrorist network seems curious. Once again, there are many reasons, but primarily
it is because the perception of enemies has changed. Why is'this? Perhaps it is because the lack
of equilibrium familiar during the Cold War, unrest in the Middle East, conflict in Southwest
Asia are all significant factors in this new era. While there are still ‘rogue states’ (in United
States terms) that can occupy the politicians and give credence to budget appropriations, other
groups including extremist religious factions are freer to operate and to carry out attacks on the
United States, in this post-bipolar period. Most of these Non-Government Organizations (NGO)
or terrorist groups are no longer operating underneath the umbrella of a superpower, and
therefore have much more autonomy than ever before. Over the past 15 years, and especially in
the last decade, there has been an explosion of attacks on the United States, some of which
information has played a key role. While a riumber of these incidents were conducted by lone
individuals, others were the work of activists, foreign military units, terrorists and even nation
states. Fach of these attacks hi-light the vulnerability of America and its population to these new
types of warfare, where information and the integration of the government play a key role. For
as mentioned previously, there is a tremendous gap between the theoretical potential of IO and
its day-to-day implementation, and there are many times where the United States federal
government is having tremendous difficulty in defending itself from informational attacks in this
new environment.

‘However, that is not to say, that the interagency organisations of the American
bureaucracy have not recognised this delta and in their defence, many of these officials are
attempting to better utilise information as an element of power. Evidence of this can be seen in
the creation of the Department of Homeland Security, reorganisation changes at the State
Department, and the attempts to train an IO educated workforce in the form of authorised
academic centres of excellence such Naval Post Graduate School, Idaho State University, New
Mexico State University, Capital City College and other academic venues. Likewise, by
managing information and using planning tools to synchronise, synergise, and de-conflict
influence-based activities in an overall plan to affect the adversary, officials in Washington, DC
have also attempted to enable the horizontal integration of these activities across the whole
interagency and coalition environment. A good example of this was the efforts to coordinate the

perception management messages of the United States, the North Atlantic Treaty Organisation



and the United Kingdom during the Kosovo conflict in 1999 (ibid). While not perfect, the
collaboration was an improvement over previous efforts.

As part of this research, it was noted that this shift from one era to another is not without
precedent. The United States became a world leader in the industrial age because it could
mobilise the collective might of its population through mass production, automation, economic
incentives and geographic location. To understand this revolutionary change in the role of
information, it must be appreciated that this era of industrial might is in decline, and that the
information revolution is now upon us (Toffler, 1970). However the ability for the United States
government to conduct influence campaigns around the world is under a tremendous amount of
stress and uncertainty. In previous generations, information practitioners could count on a
monolithic enemy (the Soviet Union), and a somewhat static communications technology
throughout the Cold War (broadcast network television and radio). This situation unfortunately
created an erroneous belief that the information that was broadcast to the known adversary could
be controlled; however, this is no longer possible in today's environment. The Internet and other
emerging communication networks (wireless, peer-to-peer, etc) have forever destroyed the
power formerly resident only in the government, and that asymmetry now gives the power of

‘information to all. This is a good example of the power of bottom-up execution and control.
Alvin Toffler and Heidi Toffler alluded to this capability in their book War and Anti-War, where
they talk about the de-massification of the media or the ability to compartmentalise influence
campaigns (Toffler and Tofﬂer, 1993). In addition, while federal bureaucrats could at one time
count on the fact that they owned or could somewhat control the dissemination outlets for
information; this is also increasingly no longer the case. The use of web sites, blogs, streaming
video, portals and other ‘alternative’ news sources have ended the government’s monopoly of
information control, where this new technology is available. Incredible advances in
communications are changing the information environment, and in many cases, this new
technology is supporting the traditional cultural and economic issues of third world communities,

which have given these populations a much greater power in this new dynamic.

1.4 The Relevance of this Research
It is this concept of power and control of information that is the core of this research. In

this thesis, most of the analysis focuses on the key areas of perception management and



computer'network operations within IO. The former is often referred to by different names
depending on which branch of the United States government that you are referencing to include
psychological operations (Defense), public diplomacy (State), strategic communications
(National Security Council) or influence operations (White House). In essence all of these terms
can be considered analogous and in this text, the author has elected to use these terms somewhat
interchangeably. Likewise computer network operations can also go by different names such as
information assurance, computer security, cyber warfare, computer network attack, etc. Once
again, the author has elected to use these terms interchangeably as well. In addition, while there
are many other capabilities of IO, such as deception, electronic warfare and the like that could
also be examined, this research was narrowed to the two key areas mentioned earlier, namely the
perception management and computer network operations portion of I0. This is because it is the
attempts to conduct these specific kinds of inﬂuence campaigns, where the United States
government has had the most difficulties recently, and where the delta is the greatest between
theory and reality, so it is hoped that recommendations from this fesearch will offer the most
potential for change within the federal bureaucracy.

In this research, the use of a modified Soft Systems Methodology approach and active
interviews was deemed most appropriate, as part of a qualitative procedure. -In order to get the
trust from this large group of government and academic participants, the author interviewed
some of them repeatedly over a multi-year period, in what has been labelled as developing a
sustained and intensive experience (Creswell, 2003). Out of the original 100 background
interviews, with 63 different people, a total of 40 key participants were ultimately selected, for a
total 54 separate interviews, to best help the author understand not only the nuances of the
problem, but also so that he could obtain the most current and accurate information about the
current and future state of IO within the federal government. It is therefore the intent of this
thesis to answer not only the research questions listed below, but also to gather and collect the
opinions of these key individuals as to what should occur in the future by the federal bureaucracy
to better utilise this element of power. Thus each of the survey questions used was designed to
flesh out a different perspective of the United States government, to specifically examine the
policy, personnel and organisational modifications that are ongoing within these agencies that
were built in the industrial (second wave) era, as they attempt to transform themselves. So, not

only are the research interviews seeking to answer the ‘what is’ question from these surveys and
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subsequent analysis, but the author was also attempting to answer the ‘what should be’ question

as well.

1.5 Research Questions

1. Can a viable model be developed for medium to long-term strategic United States
federal government information campaigns?

2. Within a viable model, what are the essential components?

3. Within a viable model, what is the most appropriate organisational structure?

From these research questions and the subsequent data developed from the participants,
the author was able to develop a comprehensive theoretical model of not only how IO is
currently integrated into the United States government, but also how it could be integrated in the
future to include changes to personnel, policy and organisations. However as mentioned
previously, these efforts are not enough and there still exists a wide gap between rhetoric and
reality with respect to 10. Theréfore this research will examine the theory, policy, doctrine and
strategy for IO in the United States government as well, to determine how information as an
element of power is actually utilised by the federal bureaucracy to conduct operations in the

Information Age. This is achieved by using a systemic, long-term interpretive approach to
collecting data from high profile individuals, who as mentioned earlier have various roles within
the IO and associated government influence and/or perception management and computer
network operations communities. To do this, the author has explored the differences between
current IO theory and operations, which was done by utilising the Soft System Methodology
process to define core concepts such as the environment, worldviews, clients, actors, owners and
the transformation process through an active interview process. From this methodology, the
author then developed two primary conceptual models, with 12 secondary views that attempt to
explain the gap or delta of IO performance by the American government. From this qualitative
data, a number of key themes were developed by the author, which were later verified with the
original interviewees and validated by third-party independent IO academics. - It is believed that
this methodology enabled the doctoral process to be completed with sufficient academic rigour

to ensure the accuracy and completeness required.



1.6 Summary

This paper is an attempt to summarise all of the disparate efforts by the various
components of the federal bureaucracy that have attempted to utilise different portions or
capabilities of 10, with an emphasis on perception management and computer network
operations. In addition, this research has also attempted to investigate how the key agencies of
the United States government can use the inherent power of information, to better conduct
influence or strategic communication campaigns in the future. Likewise, this research also tried
to develop a series of models to better describe a strategy to best utilise IO by the United States.
It is hoped that the outcome of this research will provide a process that can be used to transform
these organisations, in a manner that will better allow them to understand and use the power of
information to meet the threats in the future. For the bottom line is the question as to whether the
federal bureaucracy can conduct an effectivé information campaign in this changing
environment, while assuring the security of their networks and information systems in this new
architecture? To do this, the United States may need to change its collective interagency
structure that has evolved over the last 200 years, into a more networked organisation that can
master the issues in the information age. This is a crucial issue, as it can be questioned if -
America will remain a dominant player during this new era, where industrial capacity is not
nearly as important to a nation as its interconnectivity of information nodes? Thus to conclude
this introductory section, it is the goal of this thesis to answer these questions while producing a
model that better describes and develops a strategy for how the United States can best conduct

information operations in this new era.



Chapter Two - A Review of Information Operati